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To provide for the sharing of certain eyber threat intelligence and eyber
threat information between the intelligenee community and eybersecurity
entities, and for other purposes.

IN THE HOUSE OF REPRESENTATIVES

Mr RoGEERS of Michigan (for himself and Mr RUPPERSBERGER) introduced
the following Dbill; which was referred to the Commttee on

A BILL

To provide for the sharing of certain cyber threat intelligence
and cyber threat information between the intelligence
community and evbersecurity entities, and for other pur-

poses.
1 Be it enacted by the Senate and House of Representa-
2 twes of the United States of America in Congress assembled,
3 SECTION 1. SHORT TITLE.
4 This Act may be cited as the “Cyber Intelligence
5 Sharing and Protection Act”.
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1 “(B) ghared consistent with the need to
2 protect fhe national security of the United
3 States; Jand

4 “(q)_ gsed by a certified entity in a manner
5 which protects such cyber threat intelligence
6 from unauthorized disclosure.

7 “(3) SECURITY CLEARANCE APPROVALS.—The
8 Director of National Intelligence shall issue guide-
9 lines providing that the head of an element of the
10 intelligence community may, as the head of such ele-
11 ment considers necessary to carry out this sub-
12 section—

13 “(A) grant a security clearance on a tem-
14 porary or permanent basis to an employee or
15 officer of a certified entity;

16 “(B) grant a security clearance on a tem-
17 porary or permanent basis to a certified entity
18 and approval to use appropriate facilities; and
19 “(C) expedite the security clearance proc-
20 ess for a person or entity as the head of such
21 element considers necessary, consistent with the
22 need to protect the national security of the
23 United States.
24 “(4) NO RIGHT OR BENEFIT.—The provision of
25 information to a private-sector entity or a utility
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Suggested amendments to CISPA, H.R. 624 - Starting on page 4,
line 13

(b) USE-OECYBERSECURITY SYSTEMS-MONITORING

AND SHARING OF CYBER THREAT INFORMATION -
(D) IN-GENERALMONITORING-
*(A) CYBERSECURITY PROVIDERS-
Notwithstanding «hapier 119, 121, or 206 of title I8,

United Siaies Code, ihe Foreipy Intelligence Surveillance

Act of 1978 (30 11.5.C. i801 et seq.), and sections 222 and

—

105 of the Communpicatiens Act of 1934 (47 11.8.C. 222

and 603), em-atheegrovisisn-oi-law, a cybersecurity
provider, with the express consent of a protected entity
for which such cybersecurity provider is providing goods
or services for cybersecurity purposes, may, for
cybersecurity purposes--

(i) use-exbessecurit-systemsmonitor the

informaticn systems of such proiecied entiiy apd
information that is stered om, processed by or

on systems to identify
and obtain cyber threat information to protect the
rights and property of such protected entity:

FTETS)
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*(B) SELF-PROTECTED ENTITIES-

Notwithstanding chapier 119, 121, gr 206 of iifle 18,

Uniled Siates Code, the Foreign Inielligence Sucveillance

US.C. 1801 et seq.), and sections 222 anil

angd 605) awyv-atheepeevicion-sl-law, a self-protected

entity may, for cybersecurity purposes--

siored omn, processed by or irgnsiting such

information syetems to identify and obtain cyber
threat information to protect the rights and
property of such self-protected entity

A
~Lipshisrosueh-zyboa-thewat-informaticnsnith-aoy
cfhamcntit-neluding-ihe-Hodepal- Dovasimeni,

“(2) SHARING CYBER THREAT INFORMATION

AMONG PRIVATE ENTITIES. —
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{A) Notwithstanding chapter 119, 121, or 206 of

Foreign Intelligence

sections 222 and 705 of ihe Communications Act of 1934

(47 U.S.C. 222 and 605) and title 13,

[and spch other provisions of lavw specifically identified ag

inhibiting cybersecurity information sharing] asy-ethes

provision-of-law, any cvbersecarity provider that lawiuliy

abiains cyber ihreat information in the course of

providing goods or sarvices 1o a protected eniity for

cvbeprsecurity pucposes may share such informstion for

cybersecurity purposes with any utility or privaie enfity

designaied by such gro

(B) Notwithstandi

119, 121, or 206 of

title 18, Uniieg code, the Foreign Intellizence
Surveillance Act of 1978 (50 U1.S.C. 180] et seq.), and

sections 222 and 705 of ihe Communications Act of 1934

(47 US.C, 222 apd 603} and title 15, United States Code

[and such other proy

inhibiting cvbersecuriiy it

seevision-eflaw. any self-protected entify that lawfully

gbtains eyber threqt information in the course of

conducting cybersecurity moniforing authorized by
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parsgraph (1(B) mav share such information for

cybersecurity purposes with any uiility or privaie enfity.

{3} SHARING WITH THE FEDERAL
GOVERNMENT-

*(A) INFORMATION SHARED WITH THE
NATIONAL CYBERSECURITY AND
COMMUNICATIONS INTEGRATION CENTER OF
THE DEPARTMENT OF HOMELAND SECURITY-
Subject to the use and protection of information
requirements under paragraph (4%), the-head-of-a

depurtnent o atenicy o the Federal Lroversma

receiving-a cybersecurity provider, with the consent of

the eniity to which it is providine cvbersecuriiy services,

T 8 Bt LA R Fivss e Eicia e
ang a gelf-pretected entify [MAY, f0r CYReirseiliny

purposes, provide cyber threat information acguired in

accordance with paragraph (1) shall-provide sueh-evbes
tireal-infommation-to the National Cybersecurity and
Communications Integration Center of the Department
of Homeland Security.

“(B) REQUEST TO SHARE WITH ANOTHER
DEPARTMENT OR AGENCY OF THE FEDERAL
GOVERNMENT- An entity sharing cyber threat

information that is provided to the National
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Cybersecurity and Communications Integration Center
of the Department of Homeland Security under

subparagraph (A) e=parsgraph-t-may request the head

- . *y

for cvbersecurity purposes, provide such information to

another department or agency of the Federal

Government,
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Federal or State court against a protected entity,
self-protected entity, cybersecurity provider, or an
officer, employee, or agent of a protected entity, self-

protected entity, or cybersecurity provider, acting in
) monitering ks own ingopmatien) SySHMS anf
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ING THE DISCLOSURE OF INFORMATION.—The sub- ingorm atich Systems

threat information obtained, or
shared unde

“(5) RELATIONSHIP TO OTHER LAWS REQUIR-

mission of information under this subsection to the
Federal Government shall not satisfy or affect—
“(A) any requirement under any other pro-
vision of law for a person or entity to provide
information to the Federal Government; or
“(B) the applicability of other provisions of
law, including section 552 of title 5, United
States Code (commonly known as the ‘Freedom
of Information Act’), with respect to informa-
tion required to be provided to the Federal Gov-

ernment under such other provision of law.
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1 “(c) PEBERAE; GOVERNMENT USE OF INFORMA-

2 TION.— A Jsqu‘@) local or 'f'/‘;bﬂl
3 “(1) LIMITATION.—Thg,_{Federa.l [ vernmenta! em‘fﬁ
4 may use cyber threat information shared with the £nf ;’y
5 Federal-Government, in accordance with subsection

6 (b)—

7 “(A) for eybersecurity purposes;

8 “(B) for the investigation and prosecution

9 of eybersecurity crimes;

10 o ingn']‘“(C) for the protection of individuals from

11 danger of death or serious bodily harm and

12 the investigation and prosecution of crimes in-

13 volving such danger of death or serious bodily

14 harm; ?\f’

15 “(D) for the protection of minors from

16 child pornography, any risk of sexual exploi-

17 tation, and serious threats to the physical safe-

18 ty of minors, including kidnapping and traf-

19 ficking and the investigation and prosecution of

20 crimes involving child pornography, any risk of
21 sexual exploitation, and serious threats to the
22 physical safety of minors, including kidnapping

23 and trafficking, and any crime referred to in
24 section 2258A(a)(2) of title 18, United States
” CM@:?M’ any siolad state, local or T ibal @Z";’/
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1 “CH-to-proteet-the-nationnl-security-of-the=y _

2 Brnited-States;

3 “(2) AFFIRMATIVE SEARCH RESTRICTION.—

4 The Federal Government may not affirmatively

5 search cyber threat information shared with the

6 Federal Government under subsection (b) for a pur-

7 pose other than a purpose referred to in paragraph

8 (1)(B).

9 “(8) ANTI-TASKING RESTRICTION.—Nothing in
10 this section shall be eonstrued to permit the Federal
11 Government to—

12 “(A) require a private-sector entity to

13 share information with the Federal Govern-

14 ment; or

15 “(B) eondition the sharing of cyber threat

16 intelligence with a private-sector entity on the

17 provision of cyber threat information to the

18 Federal Government.

19 “(4) PROTECTION OF SENSITIVE PERSONAL

20 DOCUMENTS.—The Federal (Government may not

21 use the following information, containing informa-

22 tion that identifies a person, shared with the Federal

23 Government in accordanee with subsection (b):

24 “(A) Library circulation records.

25 “(B) Library patron lists.
EWHLC\021213\021213.008.xml (54038217)
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1 USE AND RETENTION OF INFORMA

2 Nothing in this-eg gttued to author-

3 ize, or to modify any exigting-Authority of, a depart-

4 ment or agency of the

5 or use inform

6 {b)(1) fo

7 suba

8 “(h) DEFINITIONS.—In this section:

9 “(1) AVAILABILITY.—The term ‘availability’
10 mcans ensuring timely and reliable access to and use
11 of information.

12 “(2) CERTIFIED ENTITY.—The term ‘certified
13 entity’ means a protected entity, self-protected enti-

14 ty, or cybersecurity provider that—

15 “(A) possesses or is eligible to obtain a se-
16 curity clearance, as determined by the Director
17 of National Intelligence; and

18 “(B) 1s able to demonstrate to the Director
19 of National Intelligence that such provider or
20 such entity can appropriately protect classified
21 cyber threat intelligence.

22 “(3) CONFIDENTIALITY.—The term ‘confiden-
23 tiality’ means preserving authorized restrictions on
24 access and disclosure, including means for protecting
25 personal privacy and proprietary information.
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1 volve violations of consumer terms of service or

2 consumer licensing agreements and do not oth-

3 erwise constitute unauthorized access.

4 “(5) CYBER THREAT INTELLIGENCE.—

5 “(A) IN GENERAL.—The term ‘cyber

6 threat intelligence’ means intelligence in the

7 possession of an element of the intelligence peaw qﬁ/
8 community direetly-pertainimgto— necessary t,
9 “(i) a vulnerability of a system or net- descrise
10 work of a government or private entity;

11 “(ii) a threat to the integrity, con-

12 fidentiality, or availability of a system or

13 network of a government or private entity

14 or any information stored on, processed on,

15 or transiting such a system or network;

16 “(ii1) efforts to deny access to or de-

17 grade, disrupt, or destroy a system or net-

18 work of a government or private entity; or

19 “(iv) efforts to gain unauthorized ac-

20 cess to a system or network of a govern-

21 ment or private entity, including to gain

22 such unauthorized access for the purpose

23 of exfiltrating information stored on, proe-

z: essed on, or transiting a system or rza::ro;l:m hich peasma b b

of a government or private enti eoporis have jeen made

1 remeve. ingormation
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“{iii) efforts to deny access to or de-
grade, disrupt, or destroy a system or net-
work; or

“(iv) efforts to gain unauthorized ac-
cess to a system or network, including to
gain such unauthorized access for the pur-
pose of exfiltrating information stored on,
processed on, or transiting a system or
network.

“(B) EXCLUSION.— Such term does not
inelude a system designed or employed to pro-
teet a system or network from efforts to gain
unauthorized acecess to such system or network
that solely involve violations of consumer terms
of service or consumer licensing agreements and
do not otherwise constitute unauthorized access.
“(10) INTEGRITY.—The term ‘integrity’ means

guarding against improper information modification
or destruction, including ensuring information non-

repudption syl suthentisty , g ttashed)

“(11) PROTECTED ENTITY.—The term ‘pro-
tected entity’ means an entity, other than an indi-
vidual, that contracts with a cybersecurity provider
for goods or services to be used for cybersecurity

purposes.
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( ) MONITOR.—The term “monitor” means to intercept, acquire, or collect, for
cybersecurity purposes, information that is stored on, processed by or transiting an
information system.



