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1 ÒBehavioral Advertising on Target É to Explode Online,Ó eMarketer (Jun. 2007), 
http://www.emarketer.com/Article.aspx?id=1004989.  
 
2 No fewer than five major mergers and acquisitions have been completed in the last 18 months: Google 
purchased online advertising company DoubleClick, Inc.; WPP Group, a large ad agency, acquired the 
online ad company 24/7 Real Media; Yahoo! acquired ad firm RightMedia; Microsoft acquired online ad 
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service provider aQuantive; AOL purchased Tacoda, a pioneering firm in the area of behavioral 
advertising.  
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'-3H*%A( <#63"*+;"( 3"$1( &*.-6( $1( -G*6G$';@( #1( H-( .$18+11( 0-6*H?C( D"-'( 3"-(
8*'1+&-%( G$1$31( #( 1$3-( H"-%-( 3"-( #.( '-3H*%A( "#1( B+%8"#1-.( #.( 1B#8-@( 3"-( #.(
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3 Michael Barbaro and Tom Zeller, Jr., ÒA Face Is Exposed for AOL Searcher No. 4417749,Ó The New 
York Times (Aug. 2006), 
http://www.nytimes.com/2006/08/09/technology/09aol.html?_r=1&ex=1312776000&adxnnl=1&oref=slogi
n&adxnnlx=1215021816-j7kbrLxHU1hCdcMyNqHEbA.  
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0,(#(&-%8"#'3(*%(0,(#(1-%G$8-(B%*G$.-%(&#,(B-%&$3(#'(#.G-%3$1$';(B%*2$6-(3*(0-(
3$-.( 3*( #'( $'.$G$.+#6E1( -&#$6( #88*+'3C( 5226$'-( .#3#( &#,( #61*( 0-( &-%;-.( H$3"(
*'6$'-(B%*2$6-1C(Y*%(,-#%1@(.#3#(1-%G$8-(8*&B#'$-1("#G-(&#$'3#$'-.(B%*2$6-1(#0*+3(
8*'1+&-%1(0#1-.( *'($'2*%&#3$*'( ;6-#'-.(2%*&(B+06$8(1*+%8-1(1+8"(#1(B%*B-%3,(
#'.(&*3*%(G-"$86-(%-8*%.1@(#1(H-66(#1(%-8*%.1(2%*&(1*+%8-1(6$A-(8#3#6*;(1#6-1(#'.(
&#;#I$'-(1+018%$B3$*'1C(:"-1-(.#3#(8*&B#'$-1(#%-('*H(#61*(-'3-%$';(3"-(*'6$'-(
#.G-%3$1$';( 0+1$'-11@( B*3-'3$#66,( #66*H$';( 3"-( 6$'A$';( *2( *'6$'-( #'.( *226$'-(
B%* 2$6- 1Ca(

$"# 54(#6.%,*'0%&#%7#3(4+.0%/+,#!-.(/'010&2#8#9%/(#:+'+;#9%/(#:+'+#<%*/=(1#

K1('*3-.(#0*G-@(%-8-'3(&#%A-3(8*'1*6$.#3$*'(2#8$6$3#3-1(&*%-(8*&B%-"-'1$G-(.#3#(
8*66-83$*'C( !*&B#'$-1( 3"#3( %+'( 8*'1+&-%1E( 2#G*%$3-( D-0X0#1-.( 1-%G$8-1(L( D-0(
1-#%8"@( D-0( &#$6@( &#B1@( 8#6-'.#%1@( *22$8-( #BB6$8#3$*'1@( #'.( 1*8$#6( '-3H*%A1(L(
"#G-(#66(B+%8"#1-.(0-"#G$*%#6(#.G-%3$1$';( '-3H*%A1(H$3"$'(3"-(6#13( ,-#%C()'(3"-(
B#13@( &#S*%( )'3-%'-3( 8*&B#'$-1( 8*+6.( ;#3"-%( $'2*%&#3$*'( #0*+3( "*H( #'(
$'.$G$.+#6( +1-.( $31( 1-%G$8-1( #'.( #BB6$8#3$*'1( 1+8"( #1( 1-#%8"@( 0+3( .$.( '*3( "#G-(
.$%-83(#88-11(3*($'2*%&#3$*'(#0*+3(3"-(+1-%E1(*3"-%(D-0(0%*H1$';("#0$31C(D$3"(3"-(
#8P+$1$3$*'( *2( 0-"#G$*%#6( #.G-%3$1$';( '-3H*%A1@( 3"-1-( 8*&B#'$-1( 8*+6.(
B*3-'3$#66,(&#%%,(3"-(%$8"(.#3#(#0*+3(#'($'.$G$.+#6E1(+1-(*2(*'-(1$3-(H$3"(#(0%*#.(
G$-H(*2("$1(*%("-%(#83$G$3$-1(#8%*11(3"-(D-0C(:"-(8*'8-%'1(#0*+3(3"$1(#;;%-;#3$*'(
*2(8*'1+&-%(.#3#(#%-("-$;"3-'-.(0-8#+1-(&#',(*'6$'-(8*&B#'$-1(%-3#$'(.#3 #(2*%(
&*'3"1(*%(,-#%1(*'(-'.($'($.-'3$2$#06-(*%(B1-+.*',&*+1(2*%&@(8%-#3$';(#("*13(*2(
B%$G#8,(%$1A1C(

Y$'#66,@( #.( '-3H*%A1( #%-( '*H( 3+%'$';( 3*( 3"-( &*13( 8*&B%-"-'1$G-( #'.(
8*'8-'3%#3-.(1*+%8-(*2($'2*%&#3$*'(#0*+3()'3-%'-3(+1-4(3"-($'.$G$.+#6(D-0(.#3#(
13%-#&1( 3"#3( 26*H( 3"%*+;"()TU1C[ ( )'( 3"$1( -&-%;$';( &*.-6@( 3"-( )TU( $'3-%8-B31( *%(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

4 See, e.g., Microsoft, Privacy Protections in MicrosoftÕs Ad Serving System and the Process of ÒDe-
identificationÓ (Oct. 2007), http://download.microsoft.com/download/3/1/d/31df6942-ed99-4024-a0e0-
594b9d27a31a/Privacy%20Protections%20in%20Microsoft%27s%20Ad%20Serving%20System%20and%
20the%20Process%20of%20De-Identification.pdf.   
  
5 Acxiom runs Relevance-X, an online ad network. Last year Experian acquired the online data analysis 
company Hitwise. See Acxiom, Acxiom: Relevance-X (last visited Jul. 2008), 
http://www.acxiom.com/Relevance-X; Experian, ÒAcquisition of HitwiseÓ (Apr. 2007), 
http://www.experiangroup.com/corporate/news/releases/2007/2007-04-17b/.  
 
6 See, e.g., Peter Whoriskey, ÒEvery Click You Make,Ó The Washington Post (Apr. 2008), 
http://www.washingtonpost.com/wp-
dyn/content/article/2008/04/03/AR2008040304052.html?nav=hcmodule; Saul Hansell, ÒI.S.P. Tracking: 
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#66*H1( #'( #.( '-3H*%A( 3*( $'3-%8-B3( 3"-( 8*'3-'3( *2( -#8"( $'.$G$.+#6E1( D-0( .#3#(
13%-#&C( :"-( #.( '-3H*%A( 3"-'( +1-1( 3"$1( 3%#22$8( .#3#( 2*%( 0-"#G$*%#6( #.G-%3$1$';@(
1-%G$';(3#%;-3-.(#.1(3*(3"-( )TUE1(8+13*&-%1(*'(B+06$1"-%(1$3-1(#1(3"-(8+13*&-%1(
1+%2(3"-(D-0C(D-(#..%-11(3"-(+'$P+-($11+-1(B*1-.(0,(3"$1(#.G-%3$1$';(&*.-6($'(
.-3#$6(0-6*HC(

III. The Privacy Risks of Behavioral Advertising  

M-"#G$*%#6(#.G-%3$1$';(B*1-1(#(;%*H$';(%$1A(3*(8*'1+&-%(B%$G#8,](8*'1+&-%1(#%-(
6#%;-6,( +'#H#%-( *2( 3"-( B%#83$8-( #'.( #%-( 3"+1( $66( -P+$BB-.( 3*( 3#A-( B%*3-83$G-(
#83$*'C(:"-,("#G-('*(-FB-83#3$*'(3"#3(3"-$%(0%*H1$';($'2*%&#3$*'(&#,(0-(3%#8A-.(
#'.(1*6.@(#'.(3"-,(#%-(%#%-6,(B%*G$.-.(1+22$8$-'3($'2*%&#3$*'(#0*+3(3"-(B%#83$8-1(
*2(#.G-%3$1-%1(*%(*3"-%1($'(3"-(#.G-%3$1$';(G#6+-(8"#$'(3*(;#+;-(3"-(B%$G#8,(%$1A1(
#'.(&#A-(&-#'$';2+6( .-8$1$*'1(#0*+3(H"-3"-%(#'.( "*H(3"-$%($'2*%&#3$*'(&#,(
0-(+1-.C( )'( #(%-8-'36,(%-6-#1-.( J#%%$1( )'3-%#83$G-bK6#'(YC(D-13$'( 13+.,@(acd( *2(
%-1B*'.-'31(1#$.(3"-,(H-%-( '*3(8*&2*%3#06-(H$3"( *'6$'-(8*&B#'$-1(+1$';( 3"-$%(
0%*H1$';( 0-"#G$*%( 3*( 3#$6*%( #.1( #'.( 8*'3-'3( 3*( 3"-$%( $'3-%-131( -G-'( H"-'( 3"-,(
H-%-(3*6.(3"#3(1+8"(#.G-%3$1$';(1+BB*%31(2%--(1- %G$8- 1Ce(K(%-8-'3(:fZT:-(1+%G-,(
B%*.+8-.(1$&$6#%(%-1+631Cg()3($1("$;"6,(+'6$A-6,(3"#3(3"-1-(%-1B*'.-'31(+'.-%13**.(
3"#3(3"$1(3,B-(*2(#.(3#%;-3$';($1(#6%-#.,(3#A$';(B6#8-(*'6$'-(-G-%,(.#,C((

)'(&*13(8#1-1@(.#3#(8*66-83$*'(2*%(0-"#G$*%#6(#.G-%3$1$';( *B-%#3-1(*'(#'( *B3X*+3(
0#1$1C(5B3X*+3(&-8"#'$1&1(2*%(*'6$'-(#.G-%3$1$';(#%-(*23-'(0+%$-.($'(2$'-(B%$'3@(
.$22$8+63( 3*( +'.-%13#'.@( "#%.( 3*( -F-8+3-( #'.( 3-8"'$8#66,( $'#.-P+#3-C( 5'6,( 3"-(
&*13( 1*B"$13$8#3-.( #'.( 3-8"'$8#66,( 1#GG,( 8*'1+&-%1( #%-( 6$A-6,( 3*( 0-( #06-( 3*(
1+88-112+66,( '-;*3$#3-(1+8"( *B3X*+3(B%*8-11-1C( /*%-*G-%@($'(&*13(8#1-1@(*B3X*+3(
&-8"#'$1&1(*22-%-.(2*%(0-"#G$*%#6(#.G-%3$1$';(*'6,(*B3(3"-(+1-%(*+3(*2(%-8-$G$';(
3#%;-3-.( #.1@( 0+3( .*( '*3( *B3( 3"-( +1-%( *+3( *2( .#3#( 8*66-83$*'( #0*+3( "$1( *%( "-%(
)'3-%'-3(+1#;-C((

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

The Mother of All Privacy Battles,Ó The New York Times: Bits Blog (Mar. 2008) at 
http://bits.blogs.nytimes.com/2008/03/20/isp-tracking-the-mother-of-all-privacy-battles/?scp=1-
b&sq=the+mother+of+all+privacy+battles&st=nyt.  
 
7 Alan F. Westin, How Online Users Feel About Behavioral Marketing and How Adoption of Privacy and 
Security Policies Could Affect Their Feelings (Mar. 2008). 
 
8 TRUSTe, ÒTRUSTe Report Reveals Consumer Awareness and Attitudes About Behavioral TargetingÓ 
(Mar. 2008), http://www.marketwire.com/mw/release.do?id=837437&sourceType=1 (Ò71 percent of online 
consumers are aware that their browsing information may be collected by a third party for advertising 
purposes . . .. 57 percent of respondents say they are not comfortable with advertisers using that browsing 
history to serve relevant ads, even when that information cannot be tied to their names or any other 
personal information.Ó). 
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Y*%( 0-"#G$*%#6( #.G-%3$1$';( 3*( *B-%#3-( $'( #( 3%+6,( B%$G#8,XB%*3-83$G-( H#,@( .#3#(
8*66-83$*'( '--.1( 3*( 0-( 6$&$3-.( #'.( .#3#( %-3-'3$*'( 6$&$31( 1"*+6.( 0-( 3$-.( 3*( 3"-(
*%$;$'#6(B+%B*1-1(2*%(8*66-83$';(3"-(.#3#C(!*'1+&-%1('--.(3*(0-($'2*%&-.(#0*+3(
H"#3(.#3#($1(0-$';(8*66-83-.(#0*+3(3"-$%()'3-%'-3(#83$G$3$-1@("*H(3"-($'2*%&#3$*'(
H$66( 0-( +1-.@( H"-3"-%( 3"-( $'2*%&#3$*'( H$66(0-( 1"#%-.( H$3"( *3"-%1@( #'.( H"#3(
&-#1+%-1( #%-( 0-$';( 3#A-'( 3*( -'1+%-( 3"#3( #',( 3%#'12-%( *2( .#3#( %-&#$'1( 1-8+%-C(
:"-,( 1"*+6.( 0-( B%-1-'3-.( H$3"( 3"$1( $'2*%&#3$*'( $'( #( &#''-%( 3"#3( 1+BB*%31(
$'2*%&-.( 8"*$8-( *G-%( 3"-$%( $'2*%&#3$*'( #'.( 3"#3( 8"*$8-( 1"*+6.( "*'*%-.(
B-%1$13-'36,(*G-%(3$&-C(!*'1+&-%1(&+13(#61*("#G-(*BB*%3+'$3$-1(2*%(6-;#6(%-.%-11(
2*%(&$1+1-(*2(3"-(.#3#C(K1(#(%-8-'3(7C!C(7$13%$83(!*+%3(*B$'$*'(-13#06$1"-.@(.#3#(
6-#A#;-(#'.(3"-(8*'8-%'(2*%(B*3-'3$#6(#0+1-1(*2(3"#3(.#3#(#%-(%-8*;'$I#06-("#%&1(
13#'.$';(#6*'-@( H$3"*+3(#',('--.(3*(1"*H(&$1+1-(*2(3"- (. #3#Cc(!*'1+&-%1(.*('*3(
'--.(3*(0-8*&-(G$83$&1(*2($.-'3$3,(3"-23(3*(1+22-%(2%*&(#'($'G#1$*'(*2(B%$G#8,C((

:"-%-( $1( #61*( #( %$1A( 3"#3( B%*2$6-1( 2*%( 0-"#G$*%#6( #.G-%3$1$';( &#,( 0-( +1-.( 2*%(
B+%B*1-1( *3"-%( 3"#'( #.G-%3$1$';C( Y*%( -F#&B6-@( #.( '-3H*%A1( 3"#3( 2*8+1( *'( =%-X
3#%;-3$';>( #.1( &#,( #6%-#.,( 0-( +1$';( B%*2$6-1( 3*( "-6B( &#%A-3-%1( -';#;-( $'(
.$22-%-'3$#6(B%$8$' ; COR(M-"#G$*%#6(B%*2$6-1@(B#%3$8+6#%6,(3"*1-(3"#3(8#'(0-(3$-.(3*(#'(
$'.$G$.+#6@( &#,( #61*( 0-( #( 3-&B3$';( 1*+%8-( *2( $'2*%&#3$*'( $'( &#A$';( .-8$1$*'1(
#0*+3(8%-.$3@($'1+%#'8-@(#'.(-&B6*,&-'3C(D"$6-(3"-(6#8A(*2(3%#'1B#%-'8,(&#A-1(
$3( #6&*13( $&B*11$06-( 3*( A'*H( H"-3"-%( 0-"#G$*%#6( B%*2$6-1( #%-( 0-$';( +1-.( 2*%(
*3"-%( B+%B*1-1@( 3"-( 6#8A( *2( -'2*%8-#06-( %+6-1( #%*+'.( 3"-( 8*66-83$*'( #'.( +1-( *2(
& *13(B-%1*'#6($'2*%&#3$*'(6-#G-1(3"-(.**%(H$.-(*B-'(2*%(#(&,%$#.(*2(1-8*'.#%,(
+1-1C((

Y$'#66,@( 0-8#+1-( 3"-( 6-;#6( 13#'.#%.1( 2*%( ;*G-%'&-'3( #88-11( 3*( B-%1*'#6(
$'2*%&#3$*'( "-6.( 0,( 3"$%.(B#%3$-1(#%-( -F3%#*%.$'#%$6,(6*H@(3"-1-(8*&B%-"-'1$G-(
8*'1+&-%( B%*2$6-1( #%-(#G#$6#06-( 3*( ;*G-%'&-'3( *22$8$#61( 0,( &-%-( 1+0B*-'#@(
H$3"*+3('*3$8-(3*(3"-($'.$G$.+#6(*%(#'(*BB*%3+'$3,(2*%(3"-($'.$G$.+#6(3*(* 0S- 83COO(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

9 Am. Fed'n of Gov't Employees v. Hawley, D.D.C., No. 07-00855, 3/31/08 (ruling, inter alia, that concerns 
about identity theft, embarrassment, inconvenience, and damage to financial suitability requirements after 
an apparent data breach constituted a recognizable "adverse effect" under the Privacy Act, 5 U.S.C. ¤ 
552(a) (citing Kreiger v. Dep't of Justice, 529 F.Supp.2d 29, 53 (D.D.C. 2008)). 
 

10 See Louise Story, ÒOnline Pitches Made Just For You,Ó The New York Times (Mar. 2008), 
http://www.nytimes.com/2008/03/06/business/media/06adco.html. 
 
11 See Center for Democracy & Technology, Digital Search and Seizure: Updating Privacy Protections to 
Keep Pace with Technology (2006), http://www.cdt.org/publications/digital-search-and-seizure.pdf at 7-9; 
Deirdre K. Mulligan, ÒReasonable Expectations in Electronic Communications: A Critical Perspective on 
the Electronic Communications Privacy Act,Ó 72 Geo. Wash. L. Rev. 1557 (Aug. 2004); Daniel J. Solove, 
ÒDigital Dossiers and the Dissipation of Fourth Amendment Privacy,Ó 75 S. Cal. L. Rev. 1083, 1135 
(2002). 
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IV. The Use of Sensitive Information for Behavioral 
Advertisin g 

:"-( 8*'8-%'1( #0*+3( 0-"#G$*%#6( #.G-%3$1$';( B%#83$8-1( #%-( "-$;"3-'-.( 0-8#+1-( *2(
3"-($'8%-#1$';6,(1-'1$3$G-('#3+%-(*2(3"-($'2*%&#3$*'(3"#3(8*'1+&-%1(#%-(B%*G$.$';(
*'6$'-( $'( *%.-%( 3*( 3#A-( #.G#'3#;-( *2( '-H( 1-%G$8-1( #'.( #BB6$8#3$*'1C( :H*( .#3#(
3,B-1(*2(B#%3$8+6#%(8*'8-%'(#%-("-#63"($'2*%&#3$*'(#'.(6*8#3$*'($'2*%&#3$*'C(

!" # >(/1%&+,#?(+,'4#@&7%/A+'0%&#8#@&=/(+10&2,B#!.+0,+C,(#D&,0&(#

U-%1*'#6( "-#63"( .#3#( $1( &$;%#3$';( *'6$'-( 3"%*+;"( #'( -G-%X-FB#'.$';( #%%#,( *2(
"-#63"($'2*%&#3$*'(#'.(1-#%8"(1$3-1@(*'6$'-(1+BB*%3(;%*+B1@(#'.(B-%1*'#6("-#63"(
%-8*%.(1$3-1C(Y-.-%#6(B%$G#8,(%+6-1(+'.-%(3"-(J-#63"()'2*%&#3$*'(U*%3#0$6$3,(#'.(
K88*+'3#0$6$3,(K83(<=J)UKK>?(.*( '*3(8*G-%(B-%1*'#6("-#63"($'2*%&#3$*'(*'8-($3(
&*G-1(*'6$'-(#'.(*+3(*2(3"-(8*'3%*6(*2(J)UKK X8*G-%-.(-'3$3$-1C(5'8-($3($1(B*13-.(
*'6$'-@($3(&#,( "#G-( '*(&*%-(6-;#6(B%*3-83$*'(3"#'(#',( *3"-%(B$-8-( *2(8*'1+&-%(
$'2*%&#3$*'C()'(#..$3$*'@($'2*%&#3$*'(B%*G$.-.(0,(8*'1+&-%1(3"#3($1('*3(B#%3(*2(#(
=&-.$8#6( %-8*%.>(L( 1+8"( #1( 1-#%8"( 3-%&1(L( &#,( '-G-%3"-6-11( %-G-#6( "$;"6,(
1-'1$3$G-($'2*%&#3$*'C(D-( .*( '*3(A'*H(3"-(2+66(-F3-'3(3*(H"$8"(B-%1*'#6("-#63"(
.#3#( $1( 0-$';( 8*66-83-.( 2*%( 0-"#G$*%#6( #.G-%3$1$';C( D-( .*( A'*H( 3"#3( 3"-( 6$&$31(
B6#8-.(*'($31(8*66-83$*'(0,(3"-($'.+13%,(#%-($'#.-P+#3-(#'.(3"#3(3"-%-($1(#'(+%;-'3(
'--.( 3*( .-G-6*B( #( .-2$'$3$*'( 2*%( B-%1*'#6( "-#63"( $'2*%&#3$*'( $'( 3"-( )'3-%'-3(
8*'3-F3(3"#3($1(%*0+13(-'*+;"(3*(B%*3-83(B%$G#8,C((

3"# E%=+'0%&#@&7%/A+'0%&#8#F%'#!,G+B1#>/%'(='(-#3B#$*//(&'#E+G#

K1(3-8"'*6*;$-1(8*'G-%;-(#'.()'3-%'-3(1-%G$8-1(#%-(B%*G$.-.(*G-%(8-66+6#%(B"*'-1(
#'.( *3"-%(&*0$6-( .-G$8-1@(3"-(#0$6$3,(3*(B",1$8#66,(6*8#3-(8*'1+&-%1($1(1B+%%$';(
6*8#3$*'X0#1-.( #.G-%3$1$';@( 3#%;-3-.( 3*( H"-%-( #( +1-%( $1( #3( #',( ;$G-'( &*&-'3C(
U6#'1(3*($'8*%B*%#3-(6*8#3$*'($'2*%&#3$*'($'3*(0-"#G$*%#6(#.G-%3$1$';(#%-(13$66($'(
.-G-6*B&-'3C( K63"*+;"( 6#H1( -F$13( 3*( B%*3-83( 6*8#3$*'( $'2*%&#3$*'( 8*66-83-.( 0,(
3-6-8*&&+'$8 #3$*'1( 8#%%$-%1@( #BB6$8#3$*'1( B%*G$.-%1( #%-( $'8%-#1$';6,( *22-%$';(
6*8#3$*'X0#1-.( 1-%G$8-1( 3"#3( 2#66( 8*&B6-3-6,( *+3( *2( 3"#3( 6-;#6( 2%#&-H*%AC(
T3#'.#%.1(2*%(;*G-%'&-'3(#88-11(3*(6*8#3$*'($'2*%&#3$*'(#%-(#61*(+'86-#%@(-G-'(#1(
6#H(-'2*%8-&-'3("#1(1"*H'(#(;%-#3- %($'3-%-13($'(1+8"($' 2* %& #3$* ' COQ(

V. The Emerging Use of ISP Data for Behavioral Advertising 

 

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

12 See Center for Democracy & Technology, Digital Search & Seizure: Updating Privacy Protections to 
Keep Pace with Technology (2006), http://www.cdt.org/publications/digital-search-and-seizure.pdf at 23-
29.  
 



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y 

 

 9 

:"-( +1-( *2( )TU( .#3#( 2*%( 0-"#G$*%#6( #.G-%3$1$';( $1( *'-( #%-#( 3"#3( %-P+$%-1( 86*1-(
18%+3$',(2%*&(6#H&#A-%1C(:"-($'3-%8-B3$*'(#'.(1"#%$';(*2()'3-%'-3(3%#22$8(8*'3-'3(
2*%(0-"#G$*%#6(#.G-%3$1$';(.-2$-1(%-#1*'#06-(+1-%(-FB-83#3$*'1@(8#'(0-(.$1%+B3$G-(
3*()'3-%'-3(#'.(D-0(2+'83$*'#6$3,@(#'.(&#,(%+'(#2*+6(*2(8*&&+'$8#3$*'1(B%$G#8,(
6#H1C(

!" # ?%G#@<>#:+'+#01#H1(-#7%/#3(4+.0%/+,#!-.(/'010&2#

)'( 3"$1( '-H( &*.-6@( #'( #.( '-3H*%A( 13%$A-1( #( .-#6( H$3"( #'( )TU( 3"#3( #66*H1( 3"-(
'-3H*%A(3*(%-8-$G-(3"-(8*'3-'31(*2(3"-($'.$G$.+#6(D-0(3%#22$8(13%-#&1(*2(-#8"(*2(
3"-()TUE1(8+13*&-%1C(:"-(#.('-3H*%A(#'#6,I-1(3"-(8*'3-'3(*2(3"-(3%#22$8($'(*%.-%(3*(
8%-#3-(#(%-8*%.(*2(3"-($'.$G$.+#6E1(*'6$'-(0-"#G$*%1(#'.($'3-%-131C(K1(8+13*&-%1(*2(
3"-( )TU( 1+%2( 3"-( D-0( #'.( G$1$3( 1$3-1( H"-%-( 3"-( #.( '-3H*%A( "#1( B+%8"#1-.( #.(
1B#8-@( 3"-,( 1--( #.G-%3$1-&-'31( 3#%;-3-.( 0#1-.( *'( 3"-$%( B%-G$*+1( )'3-%'-3(
0-"#G$*%C(D"$6-(3"-(&*.-6(#1($3(-F$131(3*.#,($'G*6G-1(#'( )TU(8*'3%#83$';(H$3"(#(
3"$%.(B#%3,(3"#3(*B-%#3-1(1+8"(#'(#.('-3H*%A@($3(H*+6.(#61*(0-(B*11$06-(2*%()TU1(3*(
.*( 3"-( 3%#22$8( 8*'3-'3( $'1B-83$*'@( 8#3-;*%$I#3$*'@( #'.( #.G-%3$1$';( .-6$G-%,(
3"-&1-6G-1C(

3"# >/0.+=B#@AI,0=+'0%&1#%7#'4(#H1(#%7#@<>#:+'+#7%/#3(4+.0%/+,#!-.(/'010&2#

:"-(B%$G#8,($&B6$8#3$*'1(*2(0-"#G$*%#6(#.G-%3$1$';(#3(6#%;-(#%-(#&B6$2$-.($'(3"$1(
)TU(&*.-6C(K.('-3H*%A1(3"#3(B#%3'-%(H$3"()TU1(&#,(B*3-'3$#66,(;#$'(#88-11(3*(#66(
*%( 1+013#'3$#66,( #66( *2( #'( $'.$G$.+#6E1( D-0( 3%#22$8( #1( $3( 3%#G-%1-1( 3"-( )TUE1(
$'2%#13%+83+%-@( $'86+.$';( 3%#22$8( 3*( #66( B*6$3$8#6@( %-6$;$*+1@( #'.( *3"-%( '*'X
8*&&-%8$#6(1$3-1C(D"$6-(3%#.$3$*'#6(#.('-3H*%A1(&#,(0-(6#%;-@(2-H($2(#',(B%*G$.-(
3"-( *BB*%3+'$3,(3*(8*66-83($'2*%&#3$*'(#0*+3(#'($'.$G$.+#6E1(*'6$'-(#83$G$3$-1(#1(
8*&B%-"-'1$G-6,( #1( $'( 3"-( )TU( &*.-6@( B#%3$8+6#%6,( H$3"( %-1B-83( 3*( #83$G$3$-1(
$'G*6G$';( '*' X8*&&-%8$#6( 8*'3-'3C( K'.( #63"*+;"( 3"-1-( #.( '-3H*%A1( 8+%%-'36,(
$'1B-83( B%-.*&$'#'36,( D-0( 3%#22$8@( )TU1( 8#%%,( -&#$61@( 8"#31@( 2$6-( 3%#'12-%1( #'.(
&#',( *3"-%( A$'.1( *2( .#3#( 3"#3( 3"-,( 8*+6.( .-8$.-( 3*( B#11( *'( 3*( 0- "#G$*%#6( #.(
'-3H*%A1($'(3"-(2+3+%-C(

/*%-*G-%@( 3"-( +1-( *2( )'3-%'-3( 3%#22$8( 8*'3-'3( 2*%( 0-"#G$*%#6( #.G-%3$1$';( .-2$-1(
+1-%(-FB-83#3$*'1(#0*+3(H"#3("#BB-'1(H"-'(3"-,(1+%2(3"-(D-0(#'.(8*&&+'$8#3-(
*'6$'-C(K01-'3(+'&$13#A#06-('*3$8-@(8*'1+&-%1(1$&B6,(.*('*3(-FB-83(3"-$%()TU(*%(
$31( B#%3'-%1( 3*( 0-( 6**A$';( $'3*( 3"-( 8*'3-'3( *2( 3"-$%( )'3-%'-3( 8*&&+'$8#3$*'1C(
Y$'.$';(*+3(3"#3(3"-%-($1(#(&$..6-&#'(6+%A$';(0-3H--'(8*'1+&-%1(#'.(3"-(D-0(
1$3-1(3"-,(G$1$3(H*+6.(8*&-(#1(#(+'H-68*&-(1+%B%$1-(3*(&*13()'3-%'-3(+1-%1C()TU1(
#%-( #( 8%$3$8#6( B#%3( *2( 3"-( 8"#$'( *2( 3%+13( 3"#3( +'.-%;$%.1( 3"-( )'3-%'-3C( h$G$';( #'(
+'A'*H'(3"$%.(B#%3,(0%*#.(#88-11(3*(#66(*%(&*13(8*'1+&-%(8*&&+'$8#3$*'1(&#,(
+'.-%&$'-(3"#3(3%+13C(

$"# $*//(&'#@AI,(A(&'+'0%&1#9+B#@&'(/7(/(#J0'4#F%/A+,#@&'(/&('#H1(#
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7-1B$3-(3"-1-(8*'8-%'1@(1-G-%#6(#.('-3H*%A(8*&B#'$-1(#%-(&*G$';(2*%H#%.(H$3"(
B6#'1( 3*( +1-( )TU( .#3#( 2*%( 0-"#G$*%#6( #.G-%3$1$';C( :"-( 3H*( &*13( B%*&$'-'3( #.(
'-3H*%A1(-';#;-.($'(3"$1(B%#83$8-(#%-(W-0+K.($'(3"-(Z'$3-.(T3#3-1(#'.(U"*%&($'(
3"-(ZiC(!"#%3-%(!*&&+'$8#3$*'1@(#(8#06-(0%*#.0#'.()TU@(%-8-'36,(#''*+'8-.( L(
#'.(3"-'(.-6#,-.( L(#(B6#'(3*(8*'.+83(3%$#61(*2(3"-(W-0+K.(0-"#G$*%#6(#.G-%3$1$';(
3- 8" ' * 6* ; , C13(T-G-%#6(*3"-%()TU1@(1+8"(#1(D$.-(5B-'(D-13(<D5Dj?@(!-'3+%,:-6@(
V&0#%P(#'.( i'*6*;,(#61*(#''*+'8-.(B6#'1(H$3"(W-0+K.(3*(3%$ #6(*%(.-B6*,($31(
0-"#G$*%#6( #.G-%3$1$';( 3-8"'*6*;,C( K63"*+;"( #( '+&0-%( *2( 3"-1-( )TU1( "#G-( B+3(
3"-$%(B6#'1(*'("*6.($'(3"-(H#A-(*2(#(2$%-13*%&(*2(8%$3$8$1&@(W-0+K.(8*'3$'+-1(3*(
H*%A( H$3"( ZCTC( )TU1( #'.( 1--A( '-H( )TU( B#%3'-%1C( U"*%&@( H"$8"( *%$;$'#66,(
#''*+'8-.(. -#61(H$3"(3"%--(*2(3"-(ZiE1(6#%;-13()TU1(#'.("#1(1*+;"3(B#%3'-%1"$B1(
H$3"(ZCTC()TU1@($1(#61*('*H(-'8*+'3-%$';("-1$3#3$*'(2%*&(1*&-(*2($31(B#%3' - %1C14(

)'.-B-'.-'3(#'#6,1-1(*2(0*3"(8*&B#'$-1E(1,13-&1("#G-(%-G-#6-.(3"#3(0,(G$%3+-(*2(
3"-$%(#0$6$3,(3*($'3-%8-B3()'3-%'-3(3%#22$8($'(3"-(&$..6-(*2(3"-('-3H*%A(L(#'.(0#1-.(
*'( 3"-$%( .-1$%-( 3*( 3%#8A( $'.$G$.+#6( )'3-%'-3( +1-%1(L( 3"-,( -';#;-( $'( #'( #%%#,( *2(
B%#83$8-1( 3"#3( #%-( $'8*'1$13-'3( H$3"( 3"-( +1+#6( 26*H( *2( )'3-%'-3( 3%#22$8C( W-0+K.(
%-B*%3-.6,($'S-831(8*&B+3-%(8*.-($'3*(D-0(3%#22$8(13%-#&1(3"#3(8#+1-1('+&-%*+1(
8**A$-1(3*(0-(B6#8-.(*'(+1-%1E(8*&B+3-%1(2*%(0-"#G$*%#6(3%#8A$';@('*'-(*2(H"$8"(
#%-( %-6#3-.( 3*( *%( 1#'83$*'-.( 0,( 3"-( D-0( 1$3-1( 3"-( +1-%1( G$1$3COa( D"-'( #( +1-%(
'#G$;#3-1(3*(#(B#%3$8+6#%(D-0(1$3-@(U"*%&(%-B*%3-.6,(B%-3-'.1(3*(0-(3"#3(D-0(1$3-(
1*(3"#3($3(8#'(B6#'3(#(0-"#G$*%#6(3%#8A$';(8**A$-(6$'A-.(3*(3"#3(1$3-(*'(3"-(+1-%E1(
8* & B+3- %CO[( )'( #..$3$*'( 3*( 3"-( B%$G#8,( $&B6$8#3$*'1( *2( 3%#8A$';( #66( *2( #'(
$'.$G$.+#6E1( D-0( #83$G$3$-1@( 3"$1( A$'.( *2( 8*'.+83( "#1( 3"-( B*3-'3$#6( 3*( 8%-#3-(
1-%$*+1( 1-8+%$3,( G+6'-%#0$6$3$-1( $'( 3"-( ' - 3H* %A@Oe( "#&B-%( 3"-( 1B--.( *2( +1-%1E(
)'3-%'-3( 8*''-83$*'1@( #'.( $'3-%2-%-( H$3"( *%.$'#%,( D-0( 2+'83$*'#6$3,C( K3( #( 3$&-(
H"-'( &#',( .$22-%-'3( A$'.1( *2( 8*&B#'$-1( #%-( H*%A$';( 3*( 0+$6.( #( 3%+13-.(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

13 Saul Hansell, ÒCharter Suspends Plan to Sell Customer Data to Advertisers,Ó The New York Times: Bits 
Blog (Jun. 2008), http://bits.blogs.nytimes.com/2008/06/24/charter-suspends-plan-to-sell-customer-data-to-
advertisers/?scp=3-b&sq=charter+nebuad&st=nyt. 
  
14 Chris Williams, ÒCPW builds wall between customers and Phorm,Ó The Register (Mar. 2008), 
http://www.theregister.co.uk/2008/03/11/phorm_shares_plummet/ 
 
15 Robert M. Topolski, NebuAd and Partner ISPs: Wiretapping, Forgery and Browser Hijacking, Free 
Press and Public Knowledge (Jun 2008), http://www.publicknowledge.org/pdf/nebuad-report-
20080618.pdf.  
 
16 Richard Clayton, The Phorm ÒWebwiseÓ System (May 2008), http://www.cl.cam.ac.uk/~rnc1/080518-
phorm.pdf.  
 
17 These types of behaviors have much in common with well-understood online security threats, and parts 
of the Internet security community are already investigating how to respond. See Anti-Spyware Coalition, 
ÒAnti-Spyware Coalition Aims to Address Behavioral TargetingÓ (Apr. 2008), 
http://antispywarecoalition.org/newsroom/20080425press.htm.  
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8*&B+3$';( B6#32*%&( 2*%( 3"-( )'3-%'-3@( "#G$';( )TU1( H*%A( H$3"( B#%3'-%1( H"*1-(
B%#83$8-1(+'.-%&$'-(3%+13(%#$1-1(2+3+%-(8,0-%X1-8+%$3,(8*'8-%'1C(

:" # $*//(&'#@AI,(A(&'+'0%&1#9+B#K0%,+'(#L(-(/+,#E+G#

7-B-'.$';(*'("*H(3"$1(#.G-%3$1$';(&*.-6($1($&B6-&-'3-.@($3(&#,(#61*(%+'(#2*+6(
*2(-F$13$';(8*&&+'$8#3$*'1(B%$G#8,(6#H1C(:"-(2-.-%#6(D$%-3#B(K83@(#1(#&-'.-.(
0,( 3"-( V6-83%*'$8( !*&&+'$8#3$*'1( U%$G#8,( K83( <=V!UK>?@( B%*"$0$31( 3"-(
$'3-%8-B3$*'( #'.( .$186*1+%-( *2( -6-83%*'$8( 8*&&+'$8#3$*'1(L( $'86+.$';( )'3-%'-3(
3%#22$8( 8*'3-'3(L( H$3"*+3( 8* ' 1- ' 3C18( K63"*+;"( -F8 -B3$*'1( 3*( 3"$1( %+6-( B-%&$3(
$'3-%8-B3$*'(#'.(.$186*1+%-(H$3"*+3(8*'1-'3@(H-(1-%$*+16,(.*+03(3"#3(#',(*2(3"-&(
#BB6,(3*(3"-($'3-%8-B3$*'( *%( .$186*1+%-( *2( )'3-%'-3(3%#22$8(8*'3-'3(2*%(0-"#G$*%#6(
#.G-%3$1$';( B+%B*1-1C( K88*%.$';6,@( H-( 0-6$-G-( 3"#3( 3"-( D$%-3#B( K83( %-P+$%-1(
+'#G*$.#06-('*3$8-(#'.(#22$%&#3$G-(*B3X$'(8*'1-'3(0-2*%-()'3-%'-3(3%#22$8(8*'3-'3(
&#,(0-(+1-.( 2%*&( )TU1(2*%(0-"#G$*%#6(#.G-%3$1$';(B+%B*1-1C( !-%3#$'(13#3-(6#H1(
&#,( 3#A-( 3"$1( *'-( 13-B( 2+%3"-%@( %-P+$%$';( 8*'1-'3( 2%*&( 0*3"( B#%3$-1( 3*( 3"-(
8*&&+'$8# 3$*'4(3"-(8*'1+&-%(#'.(3"-(D-0(1$3-("-(*%(1"-($1(G$1$3$';C(K(.-3#$6-.(
!7:( 6-;#6( &-&*%#'.+&( *'( 3"-( #BB6$8#3$*'( *2( 3"-( D$%-3#B( K83@( V!UK( #'.(
%-6-G#'3( 13#3-( H$%-3#B( 6#H1( 3*( 3"-( +1-( *2( )TU( .#3#( 2*%( 0-"#G$*%#6( #.G-%3$1$';( $1(
#33#8"-.(#1(KBB-'.$F(MC(

K1(1-G-%#6(&-&0-%1(*2(!*';%-11("#G-( '*3-.@(3"-( !#06-(!*&&+'$8#3$*'1(U*6$8,(
K83( #61*( #BB6$-1( " - %- COc( :"-( 6#H( B%*"$0$31( 8#06-( *B-%#3*%1( 2%*&( 8*66-83$';( *%(
.$186*1$';(B-%1*'#66,($.-'3$2$#06-($'2*%&#3$*'(H$3"*+3(B%$*%(8*'1-'3CQR(D"$6-(3"-(
3-%&(=B-%1*'#66,($.-'3$2$#06-($'2*%&#3$*'>($'(3"-(6#H($1(.-2$'-.(0,(H"#3($3(.*-1(
'*3($'86+.-( L(=#',(%-8*%.( *2(#;;%-;#3-( .#3#(H"$8"( .*-1( '*3($.-'3$2,(B#%3$8+6#%(
B-%1*'1>QO(L( H-( .*+03( 3"#3( #( +1-%E1( -'3$%-( D-0( 3%#22$8( 13%-#&@( +'$P+-( 3*( 3"#3(
$'.$G$.+#6@( *23-'( 8*'3#$'$';( 0*3"( U))( #'.( '*' XU))@( H*+6.( 0-( 8*'1$.-%-.(
#;;%-;#3-(.#3#(#1(3"#3(3-%&($1(8*&&*'6,(+'.-%13**.C((

D-(.*('*3(0-6$-G-(3"#3($3($1(B*11$06-(3*(1"*-"*%'(3"-(8*66-83$*'(#'.(.$186*1+%-(*2(#(
1+018%$0-%E1( -'3$%-( 0%*H1$';( "$13*%,( 2*%( #.G-%3$1$';( B+%B*1-1( $'3*( 3"-( 13#3+3-E1(
-F8-B3$*'(2*%(8*66-83$*'( *%( .$186*1+%-( *2($'2*%&#3$*'(3"#3($1( '-8-11#%,(3*(%-'.-%(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

18 18 U.S.C. ¤ 2511. 
 
19 House Representative Edward Markey and House Representative Joe Barton, Letter to Charter 
Communications CEO in Regards to the Charter-NebuAd Data Collection Scheme (May 2008) 
http://markey.house.gov/docs/telecomm/letter_charter_comm_privacy.pdf.  A 1992 amendment adding the 
phrase Òother servicesÓ to the Cable ActÕs privacy provision made it clear that the law covers Internet 
services provided by cable operators. 
 
20 47 U.S.C. ¤ 551(b)-(c). 
 
21 Id. ¤ 551(a)(2)(A). 
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1- %G$8- CQQ(:"+1@(H-(8*'86+.-(3"#3(8#06-X0#1-.()TU1(3"#3(H$1"(3*(.$186*1-(8+13*&-%(
$'2*%&#3$*'( 3*( #.G-%3$1$';( '-3H*%A1( H*+6.( #61*( "#G-( 3*( &--3( 3"-( 8*'1-'3(
%-P+$%-&-'31(*2(3"-(!#06-(!*&&+'$8#3$*'1(U*6$8,(K83C(

:"-( )TU( &*.-61( 3"#3( "#G-( 0--'( .-B6*,-.( 3"+1( 2#%( "#G-( 2#$6-.( 3*( *03#$'(
#22$%&#3$G-@(-FB%-11(*B3X$'(8*'1-'3(%-P+$%-.(0,(6#HC(T-G-%#6(1&#66(ZCTC()TU1@(2*%(
-F#&B6-@( "#G-( 2#$6-.( 3*( &--3( 3"$1( 3"%-1"*6.( %-P+$%-&-'3@( 0+%,$';( G#;+-(
$'2*%&#3$*'( #0*+3( 3"-$%( .-#61( H$3"( W-0+K.( $'( 3"-( )TU1E( 3-%&1( *2( 1- %G$8- C23(
!"#%3-%(!*&&+'$8#3$*'1@(3"-(6#%;-13(ZCTC()TU(3"#3("#.(B6#''-.(3*(B#%3'-%(H$3"(
W-0+K.@('*3$2$-.($31(1+018%$0-%1(3"#3(3"-,(H*+6.(0-(%-8-$G$';(&*%-(%-6-G#'3(#.1@(
0+3( .$.( '*3( -FB6#$'( $31( B6#'1( 3*( $'3-%8-B3( 1+018%$0-%1E( 3%#22$8( .#3#@( #'.( .$.( '*3(
B%*G$.-( #( H#,( 2*%( 1+018%$0-%1( 3*( ;$G-( *%( H$3""*6.( 8*'1-'3C( !"#%3-%( "#1( 1$'8-(
1+1B-'.-.($31(B6#'1C(

7-1$;'$';( #( %*0+13( *B3X$'( 8*'1-'3( 1,13-&( 2*%( )TUX0#1-.( 0-"#G$*%#6( #.G-%3$1$';(
B%-1-'31( #( 2*%&$.#06-( 8"#66-';-C( D-( #%-( 6-11( 3"#'( 1#';+$'-( 3"#3( 1+8"( #( 1,13-&(
8#'( 0-( -#1$6,( .-1$;'-.@( B#%3$8+6#%6,( 1$'8-( $3( &+13( '*3( *'6,( B%*G$.-( #( H#,( 2*%(
8*'1+&-%1( 3*( ;$G-( #22$%&#3$G-( 8*'1-'3@( 0+3( $3( &+13( #61*( B%*G$.-( #( &-3"*.( 2*%(
3"-&(3*(%-G*A-(3"#3(8*'1-'3C(:"-(0+%.-'($1(*'(3"*1-(H"*(H$1"(3*(&*G-(2*%H#%.(
H$3"( 3"-( &*.-6( 3*( .-&*'13%#3-( 3"#3( #'( -FB%-11( '*3$8-( #'.( 8*'1-'3( %-;$&-( 8#'(
H*%A($'(3"$1(8*'3-F3C((

VI. The Limits of Self-Regulation 

Y*%( #6&*13( #( .-8#.-@( 3"-( B%$&#%,( B%$G#8,( 2%#&-H*%A( 2*%( 3"-( 0-"#G$*%#6(
#.G-%3$1$';($'.+13%,("#1(0--'(B%*G$.-.(0,(3"-(W-3H*%A(K.G-%3$1$';()'$3$#3$G-@(#(
1-62X%-;+6#3*%,( ;%*+B( *2( *'6$'-( #.G-%3$1$';( '-3H*%A1( 2*%&-.( $'( %-1B*'1-( 3*(
B%-11+%-( 2%*&( 3"-( Y-.-%#6( :%#.-( !*&&$11$*'( #'.( 8*'1+&-%( #.G*8#3-1( $'( 3"-(
H#A-( *2( B%$G#8,( 8*'8-%'1( *G-%( 3"-( &-%;-%( *2( #.( '-3H*%A( 7*+06-!6$8A( #'.(
K0#8+1@(#'(*226$'-( .#3#(0%*A-%C(WK)(&-&0-%1(#;%--(3*(B%*G$.-(8*'1+&-%1(H$3"(
'*3$8-( #'.@( #3( &$'$&+&@( #( &-3"*.( 3*( *B3( *+3( *2( 0-"#G$*%#6( #.G-%3$1$';C( :"-,(
2+%3"-%( B6-.;-.( 3*( +1-( $'2*%&#3$*'( 8*66-83-.( 2*%( *'6,( 2*%( &#%A-3$';( B+%B*1-1C(
D"$6-( #3( 3"-( 3$&-( *2( 3"-$%( %-6-#1-( !7:( H-68*&-.( 3"-( WK)( B%$'8$B6-1( #1( #'(
$&B*%3#'3( 2$%13( 13-B@( H-( #61*( '*3-.( 3"-'( 3"#3( 3"-%-( H-%-( 26#H1( $'( 3"-( #BB%*#8"(
3"#3('--.-.(3*(0-(#..%-11-.(#'.(3"#3(1-62 X%-;+6#3$*'(H#1('*3(#(8*&B6-3-(1*6+3$*'C(
:"-( Y:!( #;%--.@( 8*'86+.$';( $'( $31( k+6,( QRRR( %-B*%3( 3*( !*';%-11( 3"#3( =0#8A13*B(
((((((((((((((((((((((((((((((((((((((((((((((((((((((((

22 Id. ¤ 551(a)(2)(B). 
 
23 See Mike Masnick, ÒWhere's The Line Between Personalized Advertising And Creeping People Out?,Ó 
TechDirt (Mar. 2008), http://www.techdirt.com/articles/20080311/121305499.shtml; Peter Whoriskey, 
ÒEvery Click You Make,Ó The Washington Post (Apr. 2008), http://www.washingtonpost.com/wp-
dyn/content/article/2008/04/03/AR2008040304052.html?nav=hcmodule.  
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6-;$16#3$*'( #..%-11$';( *'6$'-( B%*2$6$';( $1( 13$66( %-P+$%-.( 3*( 2+66,( -'1+%-( 3"#3(
8*'1+&-%1l(B%$G#8,($1(B%*3-83-.(* ' 6$' - C>Q (̀:"#3(%-&#$'1(3%+-(3*.#,C(

V$;"3( ,-#%1( #23-%( 3"-( 8%-#3$*'( *2( 3"-( B%$'8$B6-1@( 2-H( 8*'1+&-%1( #%-( #H#%-( *2(
0-"#G$*%#6(#.G-%3$1$';(#'.(2-H-%(13$66("#G-(0--'(#06-(3*(1+88-112+66,('#G$;#3-(3"-(
8*'2+1$';( #'.( 8*&B6-F( *B3 X*+3(B%* 8- 11CQa( K63"*+;"( $'.$G$.+#6( WK)( 8*&B#'$-1(
"#G-(6#+'8"-.(3"-$%(*H'(8*'1+&-%(#H#%-'-11($'$3$#3$G-1@(&*%-(H*%A(%-&#$'1(3*(
0- (. * ' - CQ[(Y*%(3"*1-(8*'1+&-%1(H"*(1+88-112+66,(*B3(*+3@(3"-(WK)E1(%-6$#'8-(*'(
26#H-.( *B3X*+3( 8**A$-1( &-#'1( 3"#3( +1-%( B%-2-%-'8-1( #%-( *23-'( '*3( B-%1$13-'36,(
"*'*%-.C (

)'(#..$3$*'@(3"-(WK)E1(;+$.-6$'-1(2*%(3"-(+1-(*2(1-'1$3$G-($'2*%&#3$*'("#G-('-G-%(
0--'( #.-P+#3-( 3*( ;+#%.( 8*'1+&-%( B%$G#8,C( Z'3$6( %-8-'36,@( 3"-( .-2$'$3$*'( H#1(
6$&$3-.(3*(#( '#%%*H6,(.-2$'-.(1-3(*2(U))C(D"$6-(3"-(.-2$'$3$*'($1(0-$';(%-G$1-.@($3(
13$66(2#661(2#%(1"*%3(*2(H"#3($1('--.-.(3*(#..%-11(3"-($'8%-#1$';6,(1-'1$3$G-('#3+%-(
*2(8*'1+&-%($'2*%&#3$*'(* ' 6$' - CQe((

Y$'#66,@( 3"-( WK)( B%$'8$B6-1( *'6,( #BB6,( 3*( 8*&B#'$-1( 3"#3( G*6+'3#%$6,( S*$'( 3"-(
$'$3$#3$G-C( :"-( WK)( "#1( '*( H#,( 3*( 2*%8-( 8*&B#'$-1( 3*( S*$']( 3"-( 8+%%-'3(
&-&0-%1"$B($1(&$11$';( '+&-%*+1(0-"#G$*%#6(#.G-%3$1$';(2$%&1@($'86+.$';(1*&-(
A-,( $'.+13%,( B6#,-%1C( )'( #..$3$*'@( &-#1+%-1( 3*( -'1+%-( 8*&B6$#'8-( #'.(
3%#'1B#%-'8,("#G-(H$3"-%-.(*'(3"-(G$' - CQg(:"-(*%$;$'#6(WK)(B%$'8$B6-1(B%*G$.-.(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

24 Federal Trade Commission, Online Profiling: A Report to Congress (Jul. 2000), 
http://www.ftc.gov/os/2000/07/onlineprofiling.htm. 
 
25 The drawbacks of opt-out cookies have been well documented: they are confusing for the majority of 
consumers who do not understand the technology and counter-intuitive to those who are accustomed to 
deleting their cookies to protect their privacy. Cookies are susceptible to accidental deletion and file 
corruption. While the NAI is in the process of updating the principles, it has not proposed changes to the 
opt-out regime. See Center for Democracy & Technology, Applying the FTCÕs Spyware Principles to 
Behavioral Advertising: Comments of the Center for Democracy & Technology in regards to the FTC 
Town Hall, ÒEhavioral Advertising: Tracking, Targeting, and TechnologyÓ (Oct. 2007), 
http://www.cdt.org/privacy/20071019CDTcomments.pdf at 8. 
 
26 See, e.g., AOL, Mr. Penguin (last visited Jul. 2008), http://corp.aol.com/o/mr-penguin/; Yahoo!, 
Customized Advertising (last visited Jul. 2008), http://info.yahoo.com/relevantads/; Google, The Google 
Privacy Channel (last visited Jul. 2008), http://youtube.com/user/googleprivacy.  
 
27 Center for Democracy & Technology, Comments Regarding the NAI Principles 2008: The Network 
Advertising InitiativeÕs Self-Regulatory Code of Conduct for Online Behavioral Advertising (June 2008), 
http://www.cdt.org/privacy/20080612_NAI_comments.pdf at 6-9. 
 
28 CDT testing has revealed that only a tiny fraction of companies that collect data that could be used for 
behavioral advertising are NAI members. See Center for Democracy & Technology, Statement of The 
Center for Democracy & Technology before The Antitrust, Competition Policy and Consumer Rights 
Subcommittee of the Senate Committee on the Judiciary on ÒAn Examination of the Google-DoubleClick 
Merger and the Online Advertising Industry: What Are the Risks for Competition and Privacy?Ó (Sept. 
2007), http://www.cdt.org/privacy/20070927committee-statement.pdf. 
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2*%( $'.-B-'.-'3( #+.$31( #'.( -'2*%8-&-'3( #;#$'13( '*' X8*&B6$#'3( &-&0-%1@( 0+3(
3"-(#+.$3(%-1+631(H-%-('-G-%(&#.-(B+06$8@(#'.(%-B*%3$';(*'(8*&B6$#'8-(H$3"(3"-(
B%$'8$B6-1("#1(0--'($' 8* ' 1$13- ' 3CQc((

Y*%(#66(3"-1-(%-#1*'1@(H"$6-(H-(-'8*+%#;-(&*%-(%*0+13(1-62X%-;+6#3*%,(-22*%31@(H-(
8*'3$'+-(3*("#G-(.*+031(#0*+3(3"-(-22-83$G-'-11(*2(3"-(1-62X%-;+6#3*%,(2%#&-H*%AC(
K1(*'6 $'-(#.G-%3$1$';(0-8*&-1($'8%-#1$';6,(8*&B6-F(#'.(.#3#(8*66-83$*'(0-8*&-1(
&*%-( B-%G#1$G-@( !*';%-11( #'.( 3"-( Y:!( &+13( 13-B( $'( 3*( -'1+%-( 3"#3( 8*'1+&-%(
$'3-%-131(#%-(2+66,(B%*3-83-.C(

VII. The Role of Congress 

!*';%-11(1"*+6.(3#A-(#83$*'(3*(#..%-11(3"-(1$;'$2$8#'3(B%$G#8,(8*'8-%'1(%#$1-.(0,(
0-"#G$*%#6(#.G-%3$1$';4(

• K1(#(2$%13(13-B@(H-(+%;-(3"-(!*&&$33--(3*("*6.(#(1-%$-1(*2("-#%$';1(3*(
-F#&$'-(1B-8$2$8(#1B-831(*2(0-"#G$*%#6(#.G-%3$1$';C()'(B#%3$8+6#%@(H-(0-6$-G-(
3"#3(2+%3"-%($'G-13$;#3$*'(*2('-H(&*.-61(*2(0-"#G$*%#6(#.G-%3$1$';(+1$';(
)TU(.#3#($1(H#%%#'3-.@(#'.(3"#3(3"-(!*&&$33--(1"*+6.(-FB6*%-("*H(8+%%-'3(
6#H1(1+8"(#1(V!UK@(3"-(D$%-3#B(K83(#'.(3"-(!#06-(!*&&+'$8#3$*'1(U*6$8,(
K83(#BB6,C(T-8*'.#%,(+1-1(*2(0-"#G$*%#6(#.G-%3$1$';(B%*2$6-1(2*%(B+%B*1-1(
*3"-%(3"#'(&#%A-3$';(#61*(.-1-%G-(#..$3$*'#6($'G-13$;#3$*'(#'.(18%+3$',@(#1(
.*-1(3"-(+1-(*2(1-'1$3$G-($'2*%&#3$*'C((

• :"$1(!*&&$33--(1"*+6.(1-3(#(;*#6(*2(-'#83$';($'(3"-('-F3(,-#%(;-'-%#6(
B%$G#8,(6-;$16#3$*'(8*G-%$';(0*3"(3"-(*'6$'-(#'.(*226$'-(H*%6.1C(!7:("#1(
6*';(#%;+-.(2*%(1$&B6-@(26-F$06-(0#1-6$'-(8*'1+&-%(B%$G#8,(6-;$16#3$*'(3"#3(
H*+6.(B%*3-83(8*'1+&-%1(2%*&($'#BB%*B%$#3-(8*66-83$*'(#'.(&$1+1-(*2(3"-$%(
B-%1*'#6($'2*%&#3$*'(H"$6-(-'#06$';(6-;$3$&#3-(0+1$'-11(+1-(3*(B%*&*3-(
-8*'*&$8(#'.(1*8$#6(G#6+-C()'(B%$'8$B6-@(1+8"(6-;$16#3$*'(H*+6.(8*.$2,(3"-(
2+'.#&-'3#61(*2(2#$%($'2*%&#3$*'(B%#83$8-1@(%-P+$%$';(3%#'1B#%-'8,(#'.(
'*3$8-(*2(.#3#(8*66-83$*'(B%#83$8-1@(B%*G$.$';(8*'1+&-%1(H$3"(&-#'$';2+6(
8"*$8-(%-;#%.$';(3"-(+1-(#'.(.$186*1+%-(*2(3"#3($'2*%&#3$*'@(#66*H$';(
8*'1+&-%1(%-#1*'#06-(#88-11(3*(B-%1*'#6($'2*%&#3$*'(3"-,("#G-(B%*G$.-.@(
B%*G$.$';(%-&-.$-1(2*%(&$1+1-(*%(+'#+3"*%$I-.(#88-11@(#'.(1-33$';(
13#'.#%.1(3*(6$&$3(.#3#(8*66-83$*'(#'.(-'1+%-(.#3#(1-8+%$3,C(

• :"-(Y-.-%#6(:%#.-(!*&&$11$*'("#1(B6#,-.(#("-6B2+6(%*6-($'(8*'1+&-%(
-.+8#3$*'(-22*%31(#%*+'.(0-"#G$*%#6(#.G-%3$1$';C(M+3($3(#61*(&+13(-F-%8$1-(
$31(#+3"*%$3,(+'.-%($31(.-8-B3$*'(#'.(+'2#$%'-11(S+%$1.$83$*'(3*($11+-(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

 
29 See Pam Dixon, The Network Advertising Initiative: Failing at Consumer Protection and at Self-
Regulation (Nov. 2007), http://www.worldprivacyforum.org/pdf/WPF_NAI_report_Nov2_2007fs.pdf at 
16-17. 
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-'2*%8-#06-(;+$.-6$'-1(2*%(0-"#G$*%#6(#.G-%3$1$';C(D-(#1A(3"-(!*&&$33--(3*(
13%*';6,(+%;-(3"-(!*&&$11$*'(3*(-F-%8$1-(3"-(2+66(&-#1+%-(*2($31(
-'2*%8-&-'3(#+3"*%$3,(*G-%(*'6$'-(#.G-%3$1$';(B%#83$8-1C((

• !*';%-11(1"*+6.(#61*(-F#&$'-(#'.(13%-';3"-'(-F$13$';(8*&&+'$8#3$*'1(
B%$G#8,(6#H1(3*(8*G-%('-H(1-%G$8-1@(3-8"'*6*;$-1(#'.(0+1$'-11(&*.-61(H$3"(
8*'1$13-'3(%+6-1C(V!UK(H#1(B#11-.(&*%-(3"#'(QR(,-#%1(#;*@(6*';(0-2*%-(
3"-%-(H#1(#(D*%6.(D$.-(D-0(#'.(3"-()'3-%'-3(0-8#&-($'3-;%#3-.($'3*(
K&-%$8#'1E(.#$6,(6$G-1C(:"-(#BB6$8#3$*'(*2(3"-(6#H(3*(8*&&*'(*'6$'-(
#83$G$3$-1($'86+.$';(D-0(1-#%8"(%-&#$'1(+'86-#%(#'.(3"-(6-;#6(B%*3-83$*'1($3(
B%*G$.-1(2*%(3"-(-'*%&*+1(#&*+'31(*2(B-%1*'#6(.#3#(13*%-.(*'6$'-(#%-(2#%(
3**(6*HC((

• Y$'#66,@(!*';%-11(1"*+6.(-'8*+%#;-(3"-(Y:!(3*($'G-13$;#3-("*H(3-8"'*6*;,(
8#'(0-("#%'-11-.(3*(;$G-(8*'1+&-%1(0-33-%(8*'3%*6(*G-%(3"-$%(*'6$'-(
$'2*%&#3$*'C(:"-(6#8A(*2(-22-83$G-(8*'3%*61(#'.(3"-(.$22$8+63,(3"#3(8*'1+&-%1(
"#G-($'(-F-%8$1$';(8"*$8-(#0*+3(3"-$%(B#%3$8$B#3$*'($'(*'6$'-(3%#8A$';(#'.(
3#%;-3$';(H#1(3"-(&*3$G#3$*'(0-"$'.(3"-(=7*(W*3(:%#8A>(6$13($.-#(B%*B*1-.(
0,(!7:(#'.('$'-(*3"-%(8*'1+&-%(#'.(B%$G#8, (; %* +B1C_R(K63"*+;"(3"- (
B%*B*1#6("#1(0--'(8*'3%*G-%1$#6@(3"-($.-#(0-"$'.(7*(W*3(:%#8A($1(0*3"(
1$&B6-(#'.($&B*%3#'34(B%*G$.-(8*'1+&-%1(H$3"(#'(-#1,X3*X+1-@(3-8"'*6*;, X
'-+3%#6@(B-%1$13-'3(H#,(3*(*B3(*+3(*2(0-"#G$*%#6(#.G-%3$1$';C(!*';%-11(
1"*+6.(B%*&*3-(2+%3"-%(13+.,(*2(3"$1($.-#(#'.(*3"-%($''*G#3$G-(H#,1(3*(B+3(
8*'1+&-%1($'(8*'3%*6(*2(3"-$%($'2*%&#3$*'C(

VIII. Conclusion 

)(H*+6.(6$A-(3*(3"#'A(3"-( !*&&$33--(#;#$'( 2*%( "*6.$';( 3"$1($&B*%3#'3( "-#%$';C(
D-( 0-6$-G-( 3"#3( !*';%-11( "#1( #( 8%$3$8#6( %*6-( 3*( B6#,( $'( -'1+%$';( 3"#3( B%$G#8,( $1(
B%*3-83-.($'(#'($'8%-#1$';6,(8*&B6-F(*'6$'-(#.G-%3$1$';(-'G$%*'&-'3C(!7:(6**A1(
2*%H#%.(3*(H*%A$';(H$3"(3"-(!*&&$33--(#1($3(B+%1+-1(3"-1-($11+-1(2+%3"-%C(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

30 See Pam Dixon et al, Consumer Rights and Protections in the Behavioral Advertising Sector (Oct. 2007), 
http://www.cdt.org/privacy/20071031consumerprotectionsbehavioral.pdf. 
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Appendix A:  

Simplified Illustration of a Traditional Online Ad Network  

Y$;+%-(O(0-6*H(1"*H1(#(1$&B6$2$-.(G-%1$*'(*2(#(3%#.$3$*'#6(*'6$'-(#.('-3H*%AC(K.(
'-3H*%A1(8*'3%#83(H$3"(#.G-%3$1-%1(*'(*'-(1$.-(#'.(B+06$1"-%1(*'(3"-(*3"-%C(:"-,(
3#A-(3"-(#.1(3"-,(%-8-$G-(2%*&(#.G-%3$1-%1(#'.(&#38"(3"-&(3*(*B-'(#.(1B#8-1(*'(
B+06$1"-%(1$3-1C(

!

!

"#$%&'!()!
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Y$;+%-( Q( 1"*H1( "*H( #'( #.( '-3H*%A( 8*66-831( .#3#( #0*+3( #( 8*'1+&-%E1( D-0(
#83$G$3$-1C( D"-'( 3"-( 8*'1+&-%( 2$%13( G$1$31( #( B+06$1"-%( 1$3-( $'( 3"-( '-3H*%A( <TYX
"*3-6X%-G$-HC8*&?@(3"-(#.( '-3H*%A(B6#8-1(#(8**A$-(H$3"(#(+'$P+-( )7(<OQ_`a?(*'(
3"-( 8*'1+&-%E1( 8*&B+3-%C( D"-'( 3"-( +1-%( 1+01-P+-'36,( G$1$31( *3"-%( B+06$1"-%(
1$3-1( $'( 3"-( '-3H*%A( <$'86+.$';( .*;I06*;1C8*&( #'.( 1*8$#6X'-3H*%AC'-3?@( 3"-(
8**A$-( 8*'3#$'$';( 3"-( )7( $1( #+3*&#3$8#66,( 3%#'1&$33-.( 3*( 3"-( #.( '-3H*%AC( :"$1(
#66*H1(3"-(#.( '-3H*%A(3*(A--B(3%#8A(*2(H"#3(1$3-1(3"-(8*'1+&-%("#1(G$1$3-.(#'.(
0+$6.(#(0-"#G$*%#6(B%*2$6-(0#1-.(*'(3"#3($'2*%&#3$*'@(6$'A-.(3*(3"-(8**A$-()7C(

(

(

"#$%&'!*
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Appendix B:  
 
An Overview of the Federal Wiretap Act, Electronic 
Communications Privacy Act, and State Two-Party Consent Laws 
of Relevance to the NebuAd System and Other Uses of Internet 
Traffic Content from ISPs for Behavioral Advertising 

 
July 8th, 2008  

/+8"(*2(3"-(8*'3-'3(*'(3"-()'3-%'-3(<S+13(6$A-(8*'3-'3($'( '-H1B# B-%1@(0%*#.8#13(
:m@(%#.$*(#'.(8#06-?($1(1+BB*%3-.($'(H"*6-(*%(B#%3(0,(#.G-%3$1$';(%-G-'+-C(:"-(
)'3-%'-3( *22-%1( 1B-8$#6( *BB*%3+'$3$-1( 3*( 3#%;-3( #.1( 0#1-.( *'( 3"-( -FB%-11-.( *%(
$'2-%%-.($'3-%-131(*2(3"-($'.$G$.+#6(+1-%C(:"-%-(#%-(G#%$*+1(&*.-61(2*%(.-6$G-%$';(
3#%;-3-.( #.1( *'6$'-C( :"-1-( %#';-( 2%*&( 3"-( B+%-6,( 8*'3-F3+#6( <-G-%,*'-( H"*(
G$1$31( #( 3%#G-6( 1$3-( 1--1( 3"-( 1#&-( #$%6$'-( #.?( 3*( &*.-61( 3"#3( $'G*6G-(
8*&B$6$';($'2*%&#3$*'(#0*+3(3"-(*'6$'-(0-"#G$*%(*2($'.$G$.+#6()'3-%'-3(+1-%1@(3*(
0-(+1-.($'(1-%G$';(3"-&(#.G-%3$1-&-'31C(Y*%(,-#%1@(D-0(1$3-1("#G-(-'3-%-.($'3*(
#;%--&-'31(H$3"(#.G-%3$1$';('-3H*%A1(3*(+1-(=8**A$-1>(3*(3%#8A($'.$G$.+#6(+1-%1(
#8%*11( D-0( 1$3-1( $'( *%.-%( 3*( 8*&B$6-( B%*2$6-1C( :"$1( #BB%*#8"( "#1( #6H#,1( 0--'@(
#'.(%-&#$'1@(#(1*+%8-( *2(B%$G#8,(8*'8-%'@($'(B#%3(0-8#+1-(3"-(8*'.+83(+1+#66,(
*88+%1(+'0-A'*H'13(3*(&*13()'3-%'-3(+1-%1C(f-8-'3(.-G-6*B&-'31@($'86+.$';(3"-(
&-%;-%1( 0-3H--'( *'6$'-( 1-%G$8-( B%*G$.-%1( #'.( 1*&-( *2( 3"-( 6#%;-13( *'6$'-(
#.G-%3$1$';( '-3H*%A1@( "#G-( "-$;"3-'-.( 3"-1-( 8*'8-%'1C( :"-( !-'3-%( 2*%(
7-&*8%#8, ( 9( :-8"'*6*;,( "#1( 0--'( 8*'.+83$';( #( &#S*%( B%*S-83( *'( 0-"#G$*%#6(
#.G-%3$1$';@($'(H"$8"(H-("#G-(0--'(%-1-#%8"$';(0-"#G$*%#6(#.G-%3$1$';(B%#83$8-1@(
8*'1+63$';( H$3"( )'3-%'-3( 8*&B#'$-1( #'.( B%$G#8,( #.G*8#3-1@( .-G-6*B$';( B*6$8,(
B%*B*1#61@( 2$6$';( -F3-'1$G-( 8*&&-'31( #3( 3"-( Y:!@( #'.( #'#6,I$';( $'.+13%,( 1-62X
%-;+6#3*%,(;+$.-6$'-1C(

:"$1( &-&*( 2*8+1-1( *'( 3"-( $&B6$8#3$*'1( *2( #( 1B-8$2$8( #BB%*#8"( 3*( 0-"#G$*%#6(
#.G-%3$1$';( 0-$';( 8*'1$.-%-.( 0,( )'3-%'-3( #.G-%3$1$';( '-3H*%A1( #'.( )'3-%'-3(
T-%G$8-( U%*G$.-%1( <)TU1?C( :"$1( '-H( #BB%*#8"( $'G*6G-1( 8*B,$';( #'.( $'1B-83$';(
3"-(8*'3-'3(*2(-#8"($'.$G$.+#6E1()'3-%'-3(#83$G$3,(H$3"(3"-(8**B-%#3$*'(*2("$1(*%(
"-%()TUC_O(Z'.-%(3"$1('-H(&*.-6@(#'(#.G-%3$1$';( '-3H*%A(13%$A-1(#(.-#6(H$3"(#'(
((((((((((((((((((((((((((((((((((((((((((((((((((((((((

31 See, e.g., Peter Whoriskey, Every Click You Make, WASH. POST (Apr. 3, 2008), 
http://www.washingtonpost.com/wp-
dyn/content/article/2008/04/03/AR2008040304052.html?nav=hcmodule; Saul Hansell, I.S.P. Tracking: 
The Mother of All Privacy Battles, N.Y. TIMES: BITS BLOG (Mar. 20, 2008), 
http://bits.blogs.nytimes.com/2008/03/20/isp-tracking-the-mother-of-all-privacy-battles/?scp=1-
b&sq=the+mother+of+all+privacy+battles&st=nyt. 
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)TU@(#'.(3"-()TU(#66*H1(3"-('-3H*%A(3*(8*B,(3"-(8*'3-'31(*2(3"-($'.$G$.+#6(D-0(
3%#22$8(13%-#&1(*2(-#8"(*2(3"-()TUE1(8+13*&-%1C(:"-(#.G-%3$1$';('-3H*%A(#'#6,I-1(
3"-( 8*'3-'3( *2( 3"-1-( 3%#22$8( 13%-#&1( $'( *%.-%( 3*( 8%-#3-( #( %-8*%.( *2( -#8"(
$'.$G$.+#6E1(*'6$'-(0-"#G$*%1(#'.($'3-%-131C( \#3-%@(#1(8+13*&-%1(*2(3"-( )TU(1+%2(
3"- ( D-0( #'.( G$1$3( 1$3-1( H"-%-( 3"-( #.G-%3$1$';( '-3H*%A( "#1( B+%8"#1-.(
#.G-%3$1$';( 1B#8-@( 3"-,( 1--( #.1( 3#%;-3-.( 0#1-.( *'( 3"-$%( B%-G$*+1( )'3-%'-3(
0-"#G$*%C(

W-0+K.( $1( *'-( 1+8"( #.G-%3$1$';( '-3H*%A( 8*&B#',( *B-%#3$';( $'( 3"-( Z'$3-.(
T3#3-1C()'(3"-(B#13(2-H(&*'3"1@($3("#1(8*&-(3*(6$;"3(3"#3(W-0+K.(H#1(B6#''$';(3*(
B#%3'-%(H$3"(!"#%3-%(!*&&+'$8#3$*'1@(#(8#06-(0%*#.0#'.()TU@(3*(8*'.+83(3%$#61(
*2( 3"-( W-0+K.( 0-"#G$*%#6( #.G-%3$1$';( 3-8"'*6*;,C( T-G-%#6( *3"-%( 1&#66-%( )TU1@(
1+8"(#1(D$.-(5B-'(D-13(<D5Dj?@(!-'3+%,:-6@(V&0#%P@(#'.(i'*6*;,@("#G-(#61*(
#''*+'8-.( B6#'1( H$3"( W-0+K.( 3*( 3%$#6( *%( .-B6*,( $31( 0-"#G$*%#6( #.G-%3$1$';(
3-8"'*6*;,C( )'( %-1B*'1-( 3*( 8*'8-%'1( %#$1-.( 0,( 1+018%$0-%1@( B%$G#8,( #.G*8#3-1@(
#'.(B*6$8,&#A-%1@(!"#%3-%@(!-'3+%,:-6(#'.(V&0#%P("#G-( .-6#,-.(3"-1-(B6#'1@(
0+3( W-0+K.( #'.( *3"-%( 1$&$6#%( 8*&B#'$-1( #%-( 8*'3$'+$';( 3*( 1--A( '-H( )TU(
B#%3'-%1C(

:"-( +1-( *2( )'3-%'-3( 3%#22$8( 8*'3-'3( 2%*&( )TU1( 2*%( 0-"#G$*%#6( #.G-%3$1$';( $1(
.$22-%-'3(2%*&(3"-(=8**A$->X0#1-.(&*.-6($'(1$;'$2$8#'3(H#,1(#'.(%#$1-1(+'$P+-(
8* ' 8- %' 1C_Q( K&*';( *3"-%( .$22-%-'8-1@( $3( 8*B$-1( #66( *%( 1+013#'3$#66,( #66( D-0(
3%#'1#83$*'1@( $'86+.$';( G$1$31( 3*( 1$3-1( 3"#3( .*( '*3( +1-( 8**A$-1C( :"+1@( $3( &#,(
8#B3+%-( '*3( *'6,( 8*&&-%8$#6( #83$G$3,@( 0+3( #61*( G$1$31( 3*( B*6$3$8#6@( #.G*8#8,@( *%(
%-6$;$*+1(1$3-1(*%(*3"-%('*'X8*& &-%8$#6(1$3-1(3"#3(.*('*3(+1-(8**A$-1C(

)'(3"$1(&-&*@(H-(8*'86+.-(3"#3(3"-(+1-(*2()'3-%'-3(3%#22$8(8*'3-'3(2%*&()TU1(&#,(
%+'( #2*+6( *2( 2-.-%#6( H$%-3#B( 6#H1( +'6-11( 3"-( #83$G$3,( $1( 8*'.+83-.( H$3"( 3"-(
8*'1-'3(*2(3"- (1+018%$0- %C__(:*(0-(-22-83$G-@(1+8"(8*'1-'3(1"*+6.('*3(0-(0+%$-.($'(
3-%&1( *2( 1-%G$8-( #'.( 1"*+6.( '*3( 0-( $'2-%%-.( 2%*&( #( &#$6-.( '*3$8-C( D-(
%-8*&&-'.( B%$*%@( -FB%-11( 8*'1-'3@( 0+3( H-( .*( '*3( *22-%( "-%-( #',( .-3#$6-.(
%-8*&&-'.#3$*'1( *'( "*H( 3*( *03#$'( 1+8"( 8*'1-'3( $'( #'( )TU( 8*'3-F3C( K61*@( H-(
'*3-( 3"#3( 3"#3( 3"-(!#6$2*%'$#( 6#H( %-P+$%$';( 8*'1-'3( *2( #66( 3"-( B#%3$-1( 3*( #(
8*&&+'$8#3$*'("#1(0--'(#BB6$-.(0,(3"-(13#3-(T+B%-&-(!*+%3(3*(3"-(&*'$3*%$';(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

32 Privacy concerns also apply to advertising-based models that have been developed for services, such as 
email, that ride over ISP networks. See CDT Policy Post 10.6, Google GMail Highlights General Privacy 
Concerns (Apr. 12, 2004), http://www.cdt.org/publications/policyposts/2004/6 (recommending express 
prior opt-in for advertising-based email service). 
33 Additional questions have been raised under the Cable Communications Policy Act. See Rep. Edward 
Markey and Rep. Joe Barton, Letter to Charter Communications CEO in Regards to the Charter-NebuAd 
Data Collection Scheme (May 2008), 
http://markey.house.gov/docs/telecomm/letter_charter_comm_privacy.pdf. In this memo, we focus on 
issues arising under the federal Wiretap Act, as amended by the Electronic Communications Privacy Act. 



C E N T E R  F O R  D E M O C R A C Y  &  T E C H N O L O G Y 

20(

*2(3-6-B"*'-(8#661(H"-'(3"-(&*'$3*%$';($1( .*'-(#3(#(2#8$6$3,( *+31$.-( !#6$2*%'$#C(
:"-(!#6$2*%'$#(6#H(1*(2#%("#1('*3(0--'(#BB6$-.(3*()'3-%'-3(8*&&+'$8#3$*'1(#'.($3(
$1(+'86-#%(H"-3"-%($3(H*+6.(#BB6,(1B-8$2$8#66,(3*(3"-(8*B,$';(*2(8*&&+'$8#3$*'1(
#1(8*'.+83-.(2*%(0-"#G$*%#6(&*'$3*%$';(B+%B*1-1@(0+3($2($3(*%(#'*3"-%(13#3-E1(#66X
B#%3,(8*'1-'3(%+6-(H-%-(#BB6$-.(3*(+1-(*2()'3-%'-3(3%#22$8(2*%(0-"#G$*%#6(B%*2$6$';@(
$3(H*+6.(1--&(3*(B*1-(#'($'1+%&*+'3#06-(0#%%$-%(3*(3"-(B%#83$8-C(

  Wiretap Act  

+) !!,'&-#.'!/&0-#1'&2!345506!78#-%9$':!;<'!3056'562!0=!,%>2.&#>'&!
30??%5#.46#052@!AB.'C6!/%&2%456!60!D#?#6'1!AB.'C6#052!

  
:"-(2-.-%#6(D$%-3#B(K83@(#1(#&-'.-.(0,(3"-(V6-83%*'$8(!*&&+'$8#3$*'1(U%$G#8,(
K83@( B%*3-831( 3"-( B%$G#8,( *2( H$%-@( *%#6@( #'.( -6-83%*'$8( 8* & & +' $8#3$* ' 1C_`(
=nVo6-83%*'$8( 8*&&+'$8#3$*'>( $1( .-2$'-.( #1( =#',( 3%#'12-%( *2( 1$;'1@( 1$;'#61@(
H%$3$';@($&#;-1@(1*+'.1@(.#3#@(*%($'3-66$;-'8-(*2(#',('#3+%-(3%#'1&$33-.($'(H"*6-(
*%( $'( B#%3( 0,( #( H$%-@( %#.$*@( -6-83%*&#;'-3$8@( B"*3*-6-83%*'$8( *%( B"*3**B3$8#6(
1,13-&( C( C( C(C>_a( D-0( 0%*H1$';( #'.( *3"-%( )'3-%'-3( 8*&&+'$8#3$*'1( #%-( 86-#%6,(
-6-83%*'$8(8*&&+'$8#3$*'1(B%*3-83-.(0,(3"-(D$%-3#B(K83C((

)'( 6#';+#;-( B-%3$'-'3( 3*( 3"-( &*.-6( +'.-%( 8*'1$.-%#3$*'@( p( QaOO<_?( *2( 3"-( K83(
13#3-1(3"#3(=#(B-%1*'(*%(-'3$3,(B%*G$.$';(#'(-6-83%*'$8(8*&&+'$8#3$*'(1-%G$8-(3*(
3"-(B+0$8(1"#66('*3($'3-'3$*'#66,(.$G+6;-(3"-(8*'3-'31(*2(#',(8*&&+'$8#3$*'1(C(C(C(
H"$6-( $'( 3%#'1&$11$*'( *'( 3"#3( 1-%G$8-( 3*( #',( B-%1*'( *%( -'3$3,( *3"-%( 3"#'( #'(
#..%-11--(*%($'3-'.-.(%-8$B$-'3(C(C(C(C>_[(

:"-%-( #%-( -F8-B3$*'1( 3*( 3"$1( B%*"$0$3$*'( *'( .$186*1+%-@( 3H*( *2( H"$8"( &#,( 0-(
%-6-G#'3("-%-C(5'-(-F8-B3$*'(1B-8$2$-1(3"#3(=n$o3(1"#66('*3(0-(+'6#H2+6(+'.-%(3"$1(
8"#B3-%(2*%(#'(C(C(C(-6-83%*'$8(8*&&+'$8#3$*'(1-%G$8-@(H"*1-(2#8$6$3$-1(#%-(+1-.($'(
3"-(3%#'1&$11$*'(*2(#n'o(C(C(C(-6-83%*'$8(8*&&+'$8#3$*'@(3*($'3-%8-B3@(.$186*1-@(*%(
+1-(3"#3(8*&&+'$8#3$*'($'(3"-('*%&#6(8*+%1-(*2("$1(-&B6*,&-'3(H"$6-(-';#;-.(
$'(#',(#83$G$3,(H"$8"($1(#(&(=(11+/B#0&=0-(&'#'%#'4(#/(&-0'0%&#%7#401#1(/.0=((*%(3*(3"-(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

34 18 U.S.C. ¤¤ 2510-2522.  
35 Id. ¤ 2510(12). 
36 Id. ¤ 2511(3)(a). Lest there be any argument that the disclosure does not occur while the 
communications are Òin transmission,Ó we note that the Stored Communications Act (SCA) states that Òa 
person or entity providing an electronic communication service to the public shall not knowingly divulge 
to any person or entity the contents of a communication while in electronic storage by that service.Ó Id. ¤ 
2702(a)(1). We do not comment further here on the SCA because, in our judgment, the approach that has 
been described so far clearly involves the divulging of communications Òwhile in transmission.Ó 
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B%*3-83$*'( *2( 3"-( %$;"31( *%( B%*B-%3,( *2( 3"-( B%*G$.-%( *2( 3"#3(1- %G$8- C>_e( D-( H$66(
%-2-%(3*(3"$1(#1(3"-(='-8-11#%,($'8$.-'3>( -F8-B3$*'C( :"-(1-8*'.( -F8-B3$*'($1(2*%(
.$186*1+%-1( H$3"( 3"-( 8*'1-'3( *2( *'-( *2( 3"- ( B#%3$- 1C_g( D-( H$66( .$18+11( 0*3"(
-F8-B3$*'1( 0-6*HC(D -( 8*'86+.-( 3"#3( *'6,( 3"-( 8*'1-'3( -F8-B3$*'( #BB6$-1( 3*( 3"-(
.$186*1+%-(*2(1+018%$0-%(8*'3-'3(2*%(0-"#G$*%#6(#.G-%3$1$';@(#'.(H-(H$66(.$18+11(
B%-6$&$'#%$6,(H"#3(=8*'1-'3>(H*+6.(&-#'($'(3"$1(8*'3-F3C(

E)!!F#6<!D#?#6'1!AB.'C6#052@!G56'&.'C6#05!G2!+920!/&0<#>#6'1!

:"-(D$%-3#B(K83(%-;+6#3-1(3"-(=$'3-%8-B3$*'>(*2(-6-83%*'$8(8*&&+'$8#3$*'1C(:"-(
K83(.-2$'-1(=$'3-%8-B3>(#1(3"-(=#8P+$1$3$*'(*2(3"-(8*'3-'31(*2(#',(q(-6-83%*'$8(q(
8*&&+'$8#3$*'(3"%*+;"(3"-(+1-(* 2(#',(-6-83%*'$8@(&-8"#'$8#6@(*%(*3"-%(. - G$8- C>_c((

:"-( D$%-3#B( K83( 0%*#.6,( 0#%1( #66( $'3-'3$*'#6( $'3-%8-B3$*'( *2( -6-83%*'$8(
8* & & +' $8#3$* ' 1C̀R( :"-(K83(-'+&-%#3-1(1B-8$2$8(-F8-B3$*'1(3*(3"$1(B%*"$0$3$*'C`O(
\#H(-'2*%8-&-'3(*22$8-%1@(2*%(-F#&B6-@(#%-(#+3"*%$I-.(3*(8*'.+83($'3-%8-B3$*'1(
B+%1+#'3(3*(#(8*+%3(*%.-%C(Y*%()TU1(#'.(*3"-%(1-%G$8-(B%*G$.-%1@(3"-%-(#%-(3"%--(
-F8-B3$*'1( 3"#3( &$;"3( 0-( %-6-G#'3C( :H*( H-( "#G-( &-'3$*'-.( #6%-#.,4( 3"-(
='-8-11#%,($'8$.-'3>(-F8-B3$*'(#'.(#(8*'1-'3 (- F8- B3$* ' C̀Q(

K(3"$%.( -F8-B3$*'@(#BB6$8#06-(3*($'3-%8-B3$*'( 0+3( '*3(3*( .$186*1+%-@(#%$1-1(2%*&(
3"-( .-2$'$3$*'( *2(=$'3-%8-B3@>(H"$8"($1( .-2$'-.(#1(#8P+$1$3$*'(0,(#'(=-6-83%*'$8@(
&-8"#'$8#6@( *%( *3"-%( .-G$8-@>( H"$8"( $'( 3+%'( $1( .-2$'-.( #1( =#',( .-G$8-( *%(
#BB#%#3+1(H"$8"(8#'(0-(+1-.(3*($'3-%8-B3(#n'o(C(C(C(-6-83%*'$8(8*&&+'$8#3$*'(%'4(/#
'4+&r <#?(#',( 3-6-B"*'-( *%(3-6-;%#B"($'13%+&-'3@( -P+$B&-'3( *%(2#8$6$3,@(*%(#',(
8*&B*'-'3( 3"-%-*2( C( C( C( <$$?( 0-$';( +1-.( 0,( #( B%*G$.-%( *2( C( C( C( -6-83%*'$8(
8*&&+'$8#3$*'(1-%G$8-($'(3"-(%/-0&+/B#=%*/1(#%7#0'1#C*10&(11(C(C(C(C>`_(:"$1(B%*G$1$*'(
3"+1(1-%G-1(3*(6$&$3(3"-( .-2$'$3$*'( *2(=$'3-%8-B3@>(B%*G$.$';(H"#3($1(1*&-3$&-1(
8#66-.(3"-(=3-6-B"*'-(-F3-'1$*'>(-F8-B3$*'@(0+3(H"$8"(H-(H$66(8#66(3"-(=0+1$'-11(
+1->(-F8-B3$*'C(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

37 Id. ¤ 2511(2)(a)(i) (emphasis added). This analysis focuses on the capture of electronic communications 
and definitions are abridged accordingly. 
38 Id. ¤ 2511(3)(b)(ii). 
39 Id. ¤ 2510(4).  
40 Id. ¤ 2511(1). 
41 Id. ¤ 2511(2). 
42 Separate from the consent provision for disclosure, the consent exception for interception is set forth in 
18 U.S.C. ¤ 2511(2)(d): ÒIt shall not be unlawful under this chapter for a person not acting under color of 
law to intercept a[n] . . . electronic communication where such person is a party to the communication or 
where one of the parties to the communication has given prior consent to such interception . . . .Ó 
43 Id. ¤ 2510(5) (emphasis added). 
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3)! ;<'!30CH#5$!0=!G56'&5'6!3056'56!=0&!8#2.902%&'!60!+1-'&6#2#5$!
I'6J0&K2!30526#6%6'2!G56'&.'C6#05!

D"-'(#'()TU(8*B$-1(#(8+13*&-%E1(8*&&+'$8#3$*'1(*%(#66*H1(3"-&(3*(0-(8*B$-.(
0,( #'( #.G-%3$1$';( '-3H*%A@( 3"*1-( 8*&&+'$8#3$*'1( "#G-( +'.*+03-.6,( 0--' (
=$' 3- %8- B3n- . oC>44( :"-%-2*%-@( +'6-11( #'( -F8-B3$*'( #BB6$-1@( $3( 1--&1( 6$A-6,( 3"#3(
B6#8$';(#( .-G$8-(*'(#'( )TUE1( '-3H*%A(#'.(+1$';($3(3*(8*B,(8*&&+'$8#3$*'1(2*%(
+1-( $'( .-G-6*B$';( #.G-%3$1$';( B%*2$6-1( H*+6.( 8*'13$3+3-( $66-;#6( $'3-%8-B3$*'(
+'.-%( p( QaOO<O?<#?]( 1$&$6#%6,@( 3"-( .$186*1+%-( *%( +1-( *2( 3"-( $'3-%8-B3-.(
8*&&+'$8#3$*'1(H *+6.(%+'(#2*+6(*2(p(QaOO<O?<8?(*%(p(QaOO<O?<.?@(%-1B-83$G-6,C(

8)! !;<'!7I'.'224&H!G5.#1'56:!AB.'C6#05!/&0>4>9H!80'2!I06!/'&?#6!6<'!
G56'&.'C6#05!0&!8#2.902%&'!0=!30??%5#.46#052!=0&!E'<4-#0&49!
+1-'&6#2#5$!/%&C02'2!

:"-( D$%-3#B( K83( B-%&$31( $'3-%8-B3$*'( *2( -6-83%*'$8( 8*&&+'$8#3$*'1( H"-'( 3"-(
#83$G$3,(3#A-1(B6#8-(#1(=#('-8-11#%,($'8$.-'3(3*(3"-(%-'.$3$*'(*2(n3"-()TUE1o(1-%G$8-(
*%(3*(3"-(B%*3-83$*'( *2(3"-(%$;"31(*%(B%*B-%3,(*2(3"-(B%*G$.-%(*2(3"#3(1- %G$8- C>45(
:"-( 6#33-%(B%*';( 8*G-%1(#'3$X1B#&(#'.( #'3$ XG$%+1(&*'$3*%$';( #'.( 2$63-%$';( #'.(
G#%$*+1( #'3$X2%#+.( #83$G$3$-1@( 0+3( 8#''*3( 0-( -F3-'.-.( 3*( #.G-%3$1$';( #83$G$3$-1@(
H"$8"@(H"$6-(3"-,(&#,(-'"#'8-(3"-(1-%G$8-(B%*G$.-%E1(%-G-'+-@(.*('*3(=B%*3-83>(
$31(%$;"31C( !*+%31( "#G-(8*'13%+-.(3"-(='-8-11#%,($'8$.-'3>(B%*';(P+$3-(13%$836,@(
%-P+$%$';(#(1-%G$8-(B%*G$.-%(3*(1"*H(3"#3($3(A*1' (-';#;-($'(3"-(#83$G$3,($'(*%.-%(
3*(8#%%,(*+3($31(0+1$' - 11C̀[ ()3($1(+'6$A-6,(3"#3(3"-(8*B,$';@(.$G-%1$*'@(*%(.$186*1+%-(
*2( )'3-%'-3( 3%#22$8( 8*'3-'3( 2*%( 0-"#G$*%#6( #.G-%3$1$';( H*+6.( 0-( 8*'13%+-.( #1( #(
='-8 -11#%,($'8$.-'3>(3*(#'()TUE1(0+1$'-11C(!*'8-$G#06,@(#'()TU(8*+6.(#%;+-(3"#3(
$31( 0+1$'-11( $'86+.-.( 8*B,$';( $31( 1+018%$0-%1( 8*&&+'$8#3$*'1( #'.( B%*G$.$';(
3"-&( 3*( 3"$%.( B#%3$-1( 2*%( B+%B*1-1( *2( B6#8$';( #.G-%3$1-&-'31( *'( D-0( 1$3-1(
+'#22$6$#3-.( H$3"( 3"-( )TU@( 0+3(3"-( )TU( H*+6.( B%*0#06,( "#G-( 3*( 13#3-( 3"#3( 3"#3(
0+1$'-11(-F$13-.(#'.( ;-3(3"-(-FB%-11(#;%--&-'3(*2($31(8+13*&-%1(3"#3(3"-,(H-%-(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

44 See, e.g., United States v. Rodriguez, 968 F.2d 130, 136 (2d Cir. 1992) (holding in context of telephone 
communications that Òwhen the contents of a wire communication are captured or redirected in any way, 
an interception occurs at that timeÓ and that Ò[r]edirection presupposes interceptionÓ); In re State Police 
Litig., 888 F. Supp. 1235, 1267 (D. Conn. 1995) (stating in context of telephone communications that Òit is 
the act of diverting, and not the act of listening, that constitutes an ÔinterceptionÕÓ). 
45 18 U.S.C. ¤ 2511(2)(a)(i). 
46 See United States v. Councilman, 418 F.3d 67, 82 (1st Cir. 2005) (en banc) (holding that service 
providerÕs capture of emails to gain commercial advantage ÒclearlyÓ was not within service provider 
exception); Berry v. Funk, 146 F.3d 1003, 1010 (D.C. Cir. 1998) (holding in context of telephone 
communications that switchboard operatorsÕ overhearing of a few moments of phone call to ensure call 
went through is a Ònecessary incident,Ó but anything more is outside service provider exception). 
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1+018%$0$';( 3*( 3"#3( 0+1$'-11( #1( H-66( #1( 3"-( 0#1$8( 0+1$'-11( *2( )'3-%'-3( #88-11@(
H"$8"(6-#.1(#',"*H(3*(3"-(8*'1-'3(&*.-6(3"#3(H-(8*' 86+.-($1('-8-11#%,C(

A)! F<#9'!G6!G2!L5.9'4&!F<'6<'&!6<'!7E%2#5'22!L2':!AB.'C6#05!F0%91!
+CC9H!60!6<'!L2'!0=!4!8'-#.'!G526499'1!0&!3056&099'1!>H!4!/4&6H!M6<'&!
6<45!6<'!,'&-#.'!/&0-#1'&@!6<'!AB.'C6#05!80'2!I06!+CC9H!60!6<'!
/&0<#>#6#05!+$4#526!8#-%9$#5$!4!,%>2.&#>'&N2!30??%5#.46#052!

:"-(=0+1$'-11(+1->(-F8-B3$*'@(p(QaOR<a?<#?@(8*'13%$831(3"-( .-2$'$3$*'(*2(=.-G$8->(
#'.(3"-%-0,('#%%*H1(3"-(.-2$'$3$*'(*2(=$'3-%8-B3>($'(3"-(D$%-3#B(K83C(:"-%-(#%-(
3H*(P+-13$*'1($'G*6G-.($'(#11-11$';(#BB6$8#0$6$3,(*2(3"$1(-F8-B3$*'(3*(3"-(+1-(*2(
)'3-%'-3( 3%#22$8( 8*'3-'3( 2*%( 0-"#G$*%#6( #.G-%3$1$';4( <O?( H"-3"-%( 3"-( .-G$8-( 3"#3(
8*B$-1( 3"-( 8*'3-'3( 2*%( .-6$G-%,( 3*( 3"-( #.G-%3$1$';( '-3H*%A( 8*'13$3+3-1( #(
=3-6-B"*'-( *%( 3-6-;%#B"( $'13%+&-'3@( -P+$B&-'3( *%( 2#8$6$3,@( *%( #',( 8*&B*'-'3(
3"-%-*2@>( #'.( <Q?( H"-3"-%( #'( )TUE1( +1-( *2( 3"-( .-G$8-( H*+6.( 0-( H$3"$'( 3"-(
=*%.$'#%,(8*+%1-(*2($31(0+1$'-11C>(

D-(H$66(.$18+11(3"-(=0+1$'-11(+1->(-F8-B3$*'(#3(1*&-(6-';3"@(0-8#+1-(3"-%-("#1(
0--'( 8*'1$.-%#06-( .$18+11$*'( #6%-#.,( #0*+3( H"-3"-%( 8*B,$';( *2( #'( )TU(
1+018%$0-%E1( 8*&&+'$8#3$*'1( 2*%( 0-"#G$*%#6( #.G-%3$1$';( $1( #'( =$'3-%8-B3$*'>(
+'.-%(p(QaOO<O?(*2(3"-(D$%-3#B(K83C(J*H-G-%@(-G-'($2(3"-(0+1$'-11(+1-(-F8-B3$*'(
#BB6$-.@( #'( )TU( H*+6.( *'6,( #G*$.( 6$#0$6$3,( 2*%( 3"-(0&'(/=(I'0%&( *2( -6-83%*'$8(
8*&&+'$8#3$*'1C( )3( H*+6.( 13$66( 0-( B%*"$0$3-.( 2%*&( .$G+6;$';( 3"-(
8*&&+'$8#3$*'1(*2($31(8+13*&-%1(3*(#'(#.G-%3$1$';( '-3H*%A(+'.-%(3"-(1-B#%#3-(
1-83$*'(*2(3"-(D$%-3#B(K83@(p(QaOO<_?@(H"$8"(13#3-1(3"#3(#(1-%G$8-(B%*G$.-%(=1"#66(
'*3( $'3-'3$*'#66,( .$G+6;-( 3"-( 8*'3-'31( *2( #',( 8*&&+'$8#3$*'( C( C( C( H"$6-( $'(
3%#'1&$11$*'(*'(3"#3(1-%G$8-(3*(#',(B-%1*'(*%(-'3$3,(*3"-%(3"#'(#'(#..%-11--(*%(
$'3-'.-.( %-8$B$-'3( C( C( C(C>`e( :"-( 0+1$'-11( +1-( -F8-B3$*'( .*-1( '*3( #BB6,( 3*( 3"$1(
B%*"$0$3$*'(#;#$'13(.$G+6;$';C48(

K3(2$%13(;6#'8-@($3(H*+6.(1--&(3"#3(3"-(0+1$'-11(+1-(-F8-B3$*'($1($'#BB6$8#06-(3*(
3"-( 2#8$6$3$-1( *2( #'( )TU( 0-8#+1-( 3"-( -F8-B3$*'( #BB6$-1( *'6,( 3*( #( =3-6-B"*'-( *%(
3-6-;%#B"( $'13%+&-'3@( -P+$B&-'3( *%( 2#8$6$3,@( *%( #',( 8*&B*'-'3( 3"-%-*2C>(
J*H-G-%@(3"-(8*+%31("#G-(%-8*;'$I-.(3"#3(V!UK(H#1(&*3$G#3-.($'(B#%3(0,(3"-(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

47 18 U.S.C. ¤ 2511(3)(a). 
48 By adopting two different exceptionsÑ Ònecessary incidentÓ and Òordinary courseÓÑ Congress 
apparently meant them to have different meanings. Based on our reading of the cases, the necessary 
incident exception is narrower than the ordinary course exception. It is significant that the Ònecessary 
incidentÓ exception applies to both interception and disclosure while the Òordinary courseÓ exception is 
applicable only to interception. This suggests that Congress meant to allow service providers broader 
latitude in examining (that is, ÒinterceptingÓ or ÒusingÓ) subscriber communications so long as they did 
not disclose the communications to third parties. This permits providers to conduct a range of in-house 
maintenance and service quality functions that do not involve disclosing communications to third parties. 
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=.%#&#3$8( 8"#';-1( $'( '-H( 8*&B+3-%( #'.( 3-6-8*&&+'$8#3$*'1 ( 3- 8" ' * 6* ; $- 1>`c(
#'.(3"-%-2*%-(H#1($'3-'.-.(3*(&#A-(3"-(D$%-3#B(K83(6#%;-6,('-+3%#6(H$3"(%-1B-83(
3*($31(3%-#3&-'3(*2(G#%$*+1(8*&&+'$8#3$*'1(3-8"'*6*;$-1C(:"-(T-8*'.(!$%8+$3@(2*%(
-F#&B6-@( 8*'86+.-.( $'( #( %-6#3-.( 8*'3-F3( 3"#3( 3"-( 3-%&( =3-6-B"*'->( 1"*+6.(
0%*#.6,( $'86+.-( 3"-( =$'13%+&-'31@( -P+$B&-'3( #'.( 2#8$6$3$-1( 3"#3( )TU1( +1-( 3*(
3%#'1&$3(- X& #$6C>aR(:"-%-2*%-@(#1(#(;-'-%#6(&#33-%@($3(1"*+6.(0-(#11+&-.(3"#3(3"-(
0+1$'-11(+1-(-F8-B3$*'($1(#G#$6#06-(3*()TU1C(

J*H-G-%@($3($1( '*3( 8-%3#$'( 3"#3( 3"-( .-G$8-( +1-.( 3*( 8*B,( #'.( .$G-%3( 8*'3-'3( 2*%(
0-"#G$*%#6( #.G-%3$1$';( H*+6.( 0-( 8*'1$.-%-.( 3*( 0-( #( 8*&B*'-'3( *2( 3"-(1-%G$8-(
B%*G$.-%E1(-P+$B&-'3( *%( 2#8$6$3$-1C()'( 1*&-( *2( 3"-( 0-"#G$*%#6( #.G-%3$1$';(
$&B6-&-'3#3$*'1(3"#3("#G-(0--'( .-18%$0-. @(3"-(&*'$3*%$';( .-G$8-(*%(B%*8-11($1(
'*3(.-G-6*B-.(*%(8*'3%*66-.(0,(3"-()TU(0+3(%#3"-%(0,(3"-(#.G-%3$1$';('-3H*%AC(

:"-(1-8*'.(P+-13$*'($1(H"-3"-%(#'()TUE1(+1-(*2(#(.-G$8-(3*(8*B,(3%#22$8(8*'3-'3(
2*%( 0-"#G$*%#6( #.G-%3$1$';( 2#661( H$3"$'( 3"-( =*%.$'#%,( 8*+%1-( *2( $31( 0+1$'-11C>(
:"-%-(#%-(#('+&0-%(*2(8#1-1($'3-%B%-3$';(3"$1(-F8-B3$*'@(0+3('*'-(*2(3"-&(86-#%6,(
#..%-11-1( #( 1$3+#3$*'( H"-%-( #( 1-%G$8-( B%*G$.-%( $1( 8*B,$';( #66( *2( 3"-(
8*&&+'$8#3$*'1( *2( $31( 8+13*&-%1C( /#',( *2( 3"-( 8#1-1( #%$1-( $'( 1$3+#3$*'1( H"-%-(
-&B6*,- %1( #%-( &*'$3*%$';( 3"-( 8#661( *2( 3"-$%( -&B6*,--1( 2*%( B+%B*1-1( *2(
1+B-%G$1$*'( #'.( P+#6$3,( #11+%#'8-C( =:"-1-( 8#1-1( "#G-( '#%%*H6,( 8*'13%+-.( 3"-(
B"%#1-(s*%.$'#%,(8*+%1-(*2(0+1$' - 11CE>51(523-'(1+8"(8#1-1(#61*($'G*6G-( '*3$8-(3*(
3"-(-&B6*,--1(#'.($&B6$-.(8*'1-'3C 52(5 '-(8*+%3("#1(13#3-.(3"#3@(-G-'($2(#'(-'3$3,(
8*+6.( 1#3$12,( 3"-( 0+1$'-11( +1-( -F8-B3$*'@( '*3$8-( 3*( *'-( *2( 3"-( B#%3$-1( 0-$';(
&*'$3*%-.(H*+6.(0- (%- P+$%- . Ca_(53"-%(8#1-1($'G*6G-(3"-(&*'$3*%$';(*2(B%$1*'-%1C((

T*&-(8#1-1("#G-($'3-%B%-3-.(=*%.$'#%,(8*+%1->(3*(&-#'(#',3"$';(3"#3($1(+1-.($'(
='*%&#6>( *B-%#3$*'1C( :"-( 7C!C( !$%8+$3@( 2*%( $'13#'8-@( "#1( 1+;;-13-.( 3"#3(
&*'$3*%$';( =+'.-%3#A-'( '*%&#66,>( P+#6$2$-1( #1( 0-$';( H$3"$'( 3"-( =*%.$'#%,(
8*+%1-(*2(0+1$' - 11C>a`()'(3"-(8*'3-F3(*2(6#H(-'2*%8-&-'3(3#B$';(*2(3"-(B"*'-(8#661(
*2(B%$1*'-%1@(3"-(W$'3"(#'.(:-'3"(!$%8+$31("#G-(8*'86+.-.(3"#3(1*&-3"$';($1($'(
3"-(=*%.$'#%,(8*+%1->($2($3($1(.*'-(%*+3$'-6,(#'.(8* ' 1$13- ' 36, Caa()3(&$;"3(0-(3"#3(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

49 S. Rep. No. 99-541, at 1 (1986), reprinted in 1986 U.S.C.C.A.N. 3555, 3555. 
50 Hall v. Earthlink Network, Inc., 396 F.3d 500, 505 (2d Cir. 2005) (quoting S. Rep. No. 99-541 at 8). 
51 United States v. Murdock, 63 F.3d 1391. 1396 (6th Cir 1995). 
52 E.g., James v. Newspaper Agency Corp., 591 F.2d 579 (10th Cir. 1979). 
53 See, e.g., Adams v. City of Battle Creek, 250 F.3d 980, 984 (6th Cir. 2001). 
54 Berry v. Funk, 146 F.3d 1003, 1009 (D.C. Cir. 1998) (workplace monitoring). 
55 See United States v. Van Poyck, 77 F.3d 285, 292 (9th Cir. 1996); United States v. Gangi, 57 Fed. 
Appx. 809, 814 (10th Cir. 2003). 
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8*+%31(H*+6.( ;$G-( -P+#6( *%( ;%-#3-%(6#3$3+.-(3*(1-%G$8-(B%*G$.-%1($'(&*'$3*%$';(
3"-$%('-3H*%A1(3"#'(3"-,(H*+6.(;$G-(3*(&-%-(1+018%$0-%1(*%(+1-%1C((

53"-%( 8$%8+$3( 8*+%31( "#G-( +1-.( #( &*%-( 6$&$3-.( $'3-%B%-3#3$*'@( 8*'86+.$';( 3"#3(
=*%.$'#%,( 8*+%1->( *'6,( #BB6$-1( $2( 3"-( .-G$8-( $1( 0-$';( +1-.( 3*( $'3-%8-B3(
8*&&+'$8#3$*'1( 2*%( =6-;$3$&#3-( 0+1$'-11(%- #1* ' 1C>a[( K63"*+;"( 3"-( 8*+%31( "#G-(
'*3( 0--'( -'3$%-6,( 86-#%( #1( 3*( H"#3( 3"#3( &-#'1@( 1*&-( "#G-( 1+;;-13-.( 3"#3( $3( $1(
&+8"(86*1-%(3*('-8-11$3,(3"#'(3*(&-%-(B%*2$3(& * 3$G- Cae(5'-(2%-P+-'36, X8$3-.(8#1-(
-FB6$8$36,( "*6.1(3"#3(3"-(0+1$'-11(+1-( -F8-B3$*'( .*-1( '*3(0%*#.6,( -'8*&B#11(#(
8*&B #',E1(2$'#'8$#6(*%(*3"-%(&*3$G#3$*'14(=:"-(B"%#1-(s$'(3"-(*%.$'#%,(8*+%1-(*2(
0+1$'-11E(8#''*3(0-(-FB#'.-.(3*(&-#'(#',3"$';(3"#3($'3-%-131(# (8* & B#' , C>ag(

W*%&#6( B%$'8$B6-1( *2( 13#3+3*%,( $'3-%B%-3#3$*'( H*+6.( %-P+$%-( 3"#3( 1*&-(
$'.-B-'.-'3(H-$;"3(0-(;$G-'(3*(3"-( H*%.(=*%.$'#%,@>(1*(3"#3(3"-(-F8-B3$*'(.*-1(
'*3(-'8*&B#11(#',3"$';(.*'-(2*%(0+1$'-11(B+%B*1-1C()3($1(+'86-#%@("*H-G-%@("*H(
&+8"(H-$;"3(8*+%31(H*+6.( ;$G-(3*(3"-(H*%.(=*%.$'#%,>($'(#(%#B$.6,(8"#';$';(
&#%A-3C()3( .*-1( '*3(1--&(3"#3(3"-(B"%#1-(=*%.$'#%,(8*+%1-(*2(0+1$'-11>(1"*+6.(
B%-86+.-( $''*G#3$*'@( 0+3( 8*+%31( &$;"3( %-2-%( 3*( B#13( B%#83$8-1( #'.( '*%&#6(
-FB-83#3$*'1(1+%%*+'.$';(#(6$'-(*2(0+1$'-11(#'.(1B-8$2$8#66,(&$;"3(6**A(3*(H"#3(
8+13*&-%1("#G-(8*&-(3*(-FB-83C(

m$-H-.( *'-( H#,@( $3( $1( "#%.( 3*( 1--( "*H( 3"-( 8*B,$';( *2 ( 8*'3-'3( 2*%( 0-"#G$*%#6(
#.G-%3$1$';($1(B#%3(*2(3"-(=*%.$'#%,(8*+%1-(*2(0+1$'-11>(*2(#'()TUC(K23-%(#66@(3"-(
)TU( $1( '*3( 3"-( *'-( 3"#3( H$66( 0-( +1$';( 3"-( 8*'3-'3( 3*( .-G-6*B( B%*2$6-1( *2( $31(
8+13*&-%1]( 3"-( B%*2$6$';( $1( .*'-( 0,( 3"-( #.G-%3$1$';( '-3H*%A@( H"$8"( .*-1('*3(
-G-'( .$186*1-( 3*( 3"-( )TU( 3"-( B%*2$6-1( *2( $31( *H'( 1+018%$0-%1C( <:"-( B%*2$6-1( #%-(
B%*B%$-3#%,(3*(3"-(#.G-%3$1$';( '-3H*%A(#'.($3($1(8#%-2+6( '*3(3*( .$186*1-(3"-&(3*(
#',*'-C?(m-%,(2-H(<$2(#',?(*2(3"-(#.1(3"#3(#%-(B6#8-.(+1$';(3"-(B%*2$6-1(H$66(0-(
#.1(2*%(3"-()TUE1(1-%G$8-1](3"-,(H$66(0-(#.1(2*%(B%*.+831(#'.(1-%G$8-1(8*&B6-3-6,(
+'%-6#3-.(3*(3"-()TUE1(=*%.$'#%,(8*+%1-(*2(0+1$'-11C>(/*%-*G-%@(3"-(#.1(H$66(0-(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

56 See Arias v. Mutual Central Alarm Serv., Inc., 202 F.3d 553, 560 (2d Cir. 2000) (monitoring calls to an 
central alarm monitoring service). 
57 See id. (concluding that alarm company had legitimate reasons to tap all calls because such businesses 
Òare the repositories of extremely sensitive security information, including information that could facilitate 
access to their customersÕ premisesÓ); see also First v. Stark County Bd. of CommÕrs, 234 F.3d 1268, at *4 
(6th Cir. 2000) (table disposition). 
58 Watkins v. L.M. Berry & Co., 704 F.2d 577, 582 (11th Cir. 1983). Watkins states: ÒWe hold that a 
personal call may not be intercepted in the ordinary course of business under the exemption in section 
2510(5)(a)(i), except to the extent necessary to guard against unauthorized use of the telephone or to 
determine whether a call is personal or not. In other words, a personal call may be intercepted in the 
ordinary course of business to determine its nature but never its contents.Ó 704 F.2d at 583. This language 
supports the conclusion that the business use exception could not cover wholesale interception of ISP 
traffic, no more than switchboard operators can perform wholesale monitoring of telephone traffic. 
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B6#8-.( *'(D-0(1$3-1("#G$';( '*(#22$6$#3$*'(H$3"(3"-( )TUC(5'(3"-( *3"-%("#'.@(3"-(
)TU( 8*+6.( #%;+-( 3"#3( B#%3( *2( $31( 0+1$'-11( &*.-6r B#%3( *2( H"#3( A--B1( $31( %#3-1(
6*Hr $1(.-%$G$';(%-G-'+-(2%*&($31(B#%3'-%1"$B(H$3"(#.G-%3$1$';('-3H*%A1C(

:"-( 6-;$16#3$G-( "$13*%$-1( *2( 3"-( D$%-3#B( K83( #'.( V!UK( H-$;"( #;#$'13( #( 0%*#.(
%-#.$';(*2(3"-(0+1$'-11(+1-(-F8-B3$*'C(:"%*+;"(3"-1-(6#H1@(!*';%-11($'3-'.-.(3*(
8%-#3-( #( 13#3+3*%,( %-;$&-( ;-'-%#66,( #22*%.$';( 13%*';( B%*3-83$*'( 3*( -6-83%*'$8(
8*&&+'$8#3$*'1C(!*';%-11($'86+.-.(6$&$3-.@(1B-8$2$8(#'.(.-3#$6-.(-F8-B3$*'1(2*%(
6#H( -'2*%8-&-'3( #88-11( 3*( 8*&&+'$8#3$*'1@( #'.( *3"-%( 6$&$3-.@( 1B-8$2$8( #'.(
.-3#$6-.( -F8-B3$*'1( 3*( #66*H( 8*&B#'$-1( B%*G$.$';( -6-83%*'$8( 8*&&+'$8#3$*'1(
1-%G$8-( 3*( 8*'.+83( *%.$'#%,( 1,13-&( &#$'3-'#'8-( #'.( *B-%#3$*'#6( #83$G$3$-1C(
!*';%-11( ;#G-( -1B-8$#66,( "$;"( B%*3-83$*'( 3*( 8*&&+'$8#3$*'1( 8*'3-'3C()2( 3"-(
0+1$'-11( +1-( -F8-B3$*'( 8#'( #BB6,( #',( 3$&-( #'( )TU( $.-'3$2$-1( #( '-H( %-G-'+-(
13%-#&( 3"#3( 8#'( 0-( 3#BB-.( 3"*+;"( +1-( *2( $31( 8+13*&-%1E( 8*&&+'$8#3$*'1@( 3"$1(
8#%-2+6(13#3+3*%,(18"-&-(H*+6.(0-(1-%$*+16,(+'.-%&$'-.C(

") ! ;<'!3052'56!AB.'C6#05O!;<'!3056'B6!F'#$<2!P'4-#9H!#5!"4-0&!0=!
+==#&?46#-'@!MC6QG5!3052'56!=&0?!G,/!,%>2.&#>'&2!!

!*'1-'3( $1( #'( -FB6$8$3( -F8-B3$*'( 0*3"( 3*( 3"-( B%*"$0$3$*'( #;#$'13( $'3-%8-B3$';(
-6-83%*'$8(8*&&+'$8#3$*'1(+'.-%(3"-(D$%-3#B(K83(#'.(3*(3"-(K83E1(B%*"$0$3$*'(
#;#$'13(.$186*1$';(1+018%$0-%(8*&&+'$8#3$*'1C(:"-(A-,(P+-13$*'($14(J*H(1"*+6.(
8*'1-'3(0-(*03#$'-.(2*%(+1-(*2()'3-%'-3(3%#22$8(8*'3-'3(2*%(0-"#G$*%#6(#.G-%3$1$';t(
!*+%31( "#G-( "-6.( $'( 3-6-B"*'-( &*'$3*%$';( 8#1-1( +'.-%( 3"-( D$%-3#B( K83( 3"#3(
8*'1-'3(8 #'(0-($&B6$-.@(0+3(3"-%-(#%-(%-6#3$G-6,(2-H(8#1-1(1B-8$2$8#66,(#..%-11$';(
8*'1-'3(#'.(-6-83%*'$8(8*&&+'$8#3$*'1C(J*H-G-%@($'(8#1-1($'G*6G$';(3-6-B"*'-(
&*'$3*%$';@(*'-(8$%8+$3(8*+%3("#1(13#3-.(3"#3(8*'1-'3(+'.-%(3"-(D$%-3#B(K83(=$1(
'*3( 3*( 0-( 8#G#6$-%6,( $& B6$- . C>ac( K'*3"-%( 8$%8+$3( 8*+%3( "#1( '*3-.( 3"#3( 8*'1-'3(
=1"*+6.( '*3( 8#1+#66,( 0-( $' 2- %%- . >[R( #'.( 3"#3( 8*'1-'3( &+13( 0-( =#83+#6@>( '*3(
=8*'13%+83$G-C>61( ^-3( #'*3"-%( 8$%8+$3( 8*+%3( "#1( 13#3-.4( =D$3"*+3( #83+#6( '*3$8-@(
8*'1-'3(8#'( *'6,(0-($&B6$-.(H"-'(3"-(1+%%*+'.$';(8$ %8+&13#'8-1(=%&.0&=0&2,B(
1"*H( 3"#3( 3"-( B#%3,( A'-H( #0*+3( #'.( 8*'1-'3-.( 3*( 3"- ( $' 3- %8- B3$* ' C>[Q(
Y+%3"-%&*%-@( =A'*H6-.;-( *2( 3"-(=+I+C0,0'B( *2( &*'$3*%$';( #6*'-( 8#''*3( 0-(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

59 Watkins. 704 F.2d at 581 ("Consent under title III is not to be cavalierly implied. Title III expresses a 
strong purpose to protect individual privacy by strictly limiting the occasions on which interception may 
lawfully take place."). 
60 Griggs-Ryan v. Smith, 904 F.2d 112, 117 (1st Cir. 1990). 
61 In re Pharmatrak, Inc. Privacy Litig., 329 F.3d 9, 20 (1st Cir. 2003); see also United States v. Corona-
Chavez, 328 F.3d 974, 978 (8th Cir. 2003). 
62 Berry v. Funk, 146 F.3d 1003, 1011 (D.C. Cir. 1998) (internal quotation omitted). 
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8*'1$.-%-.( $&B6$-. ( 8* ' 1- ' 3C>[_( :"-( 8#1-1( H"-%-( 8*'1-'3( "#1( 0--'( $&B6$-.(
$'G*6G-(G-%,(-FB6$8$3('*3$8-](&#',(*2(3"-&($'G*6G-(3"-(&*'$3*%$';(*2(B%$1*'-%1E(
B"*'-(8#661C64(

!*'1-'3( $1( 8*'3-F3 X0#1-.C( )3( $1( *'-( 3"$';( 3*( $&B6,( 8*'1-'3( $'( 3"-( 8*'3-F3( *2( #(
B%$1*'(*%(#(H*%AB6#8-@(H"-%-('*3$8-(&#,(0-(B%-1-'3-.(#1(B#%3(*2(3"-(.#$6,(6*;X$'(
B%*8-11C()3($1(P+$3-(#'*3"-%(3*($&B6,($3($'(3"-(8*'3-F3(*2(*%.$'#%,()'3-%'-3(+1#;-(
0,(%-1$.-'3$#6(1+018%$0-%1@(H"*@(0,(.-2$'$3$*'@(#%-(+1$';(3"-(1-%G$8-(2*%(B-%1*'#6(
#'.( *23-'( "$;"6,( 1-'1$3$G-(8*&&+'$8#3$*'1C( !*'3$'+ -.(+1-( *2(#(1-%G$8-(#23-%(#(
&#$6-.( '*3$8-( &$;"3( '*3( 0-( -'*+;"( 3*( 8*'13$3+3-( 8*'1-'3C( ! -%3#$'6,@( &#$6$';(
'*3$2$8#3$*'(3*(3"-(0$66(B#,-%($1(B%*0#06,($'1+22$8$-'3(3*(B+3(#66(&-&0-%1( *2(3"-(
"*+1-"*6.(H"*(1"#%-(3"-()'3-%'-3(8*''-83$*'(*'('*3$8-C (

:"+1@( $3( 1--&1(3"#3( #'( #11-%3$*'( *2( $&B6$-.( 8*'1-'3@( H"-3"-%( *%( '*3( +1-%1( #%-(
B%*G$.-.(#'(*BB*%3+'$3,(3*(*B3(*+3(*2(3"-(1,13-&@(H*+6.(&*13(6$A-6,('*3(1#3$12,(
3"-( 8*'1-'3( -F8-B3$*'( 2*%( 3"-( 3,B-( *2( $'3-%8-B3$*'( *%( .$186*1+%-( +'.-%(
8*'1$.-%#3$*'( "-%-C( VFB%-11( B%$*%( 8*'1-'3(<*B3X$'( 8*'1-'3?( $1( 86-#%6,( B%-2-%#06-(
#'.( &#,( 0-( %-P+$%-.C( D"$6-( &-#'$';2+6( *B3 X$'( 8*'1-'3( H*+6.( 0-( 1+22$8$-'3@(
8*+%31(H*+6.(6$A-6,(0-(1A-B3$8#6(*2(#'(*B3X$'(8*'1$13$';(&-%-6,(*2(#(86$8AX3"%*+;"(
#;%--&-'3 r $C-C@( #( 1-3( *2( 3-%&1( 3"#3( #( +1-%( #;%--1( 3*( 0,( 86$8A$';( #'( *' X18%--'(
0+33*' r $2($3(.$1B6#,1(8"#%#83-%$13$81(3,B$8#6(*2(1+8"(#;%--&-'31@(1+8"(#1(#(6#%;-(
#&*+'3( *2( 3-F3( .$1B6#,-.( $'( #( 1&#66( 0*F@( '*( %-P+$%-&-'3( 3"#3( 3"-( +1-%( 18%*66(
3"%*+;"(3"-(-'3$%-(#;%--&-'3@(*%(3"-(*B3X$'(B%*G$1$*'(0+%$-.(#&*';(*3"-%(3-%&1(
*2(1- %G$8- C[a(

)'(%-;#%.1(3*(8*'1-'3@(3"-(&*.-6(+'.-%(.$18+11$*'("-%-($1(.$13$';+$1"#06-(2%*&(
3"-(+1-( *2(=8**A$-1@>(H"$8"(H-%-(2*+'.( 3*(0-(B-%&$11$06-(0,( #(2-.-%#6( .$13%$83(
8*+%3( $'( #( QRRO( 8#1-( $'G*6G$';( 7 * +06- ! 6$8AC66( )'( 3"#3( 8#1-@( 3"-( D-0( 1$3-1(
B#%3$8$B#3$';($'(3"-(7*+06-!6$8A(#.G-%3$1$';('-3H*%A(H-%-(2*+'.(3*(0-(B#%3$-1(3*(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

63 Watkins, 704 F.2d at 581; see also Deal v. Spears, 980 F.2d 1153, 1157 (8th Cir. 1992) (holding that 
consent not implied when individual is aware only that monitoring might occur, rather than knowing 
monitoring is occurring). 
64 ÒThe circumstances relevant to an implication of consent will vary from case to case, but the 
compendium will ordinarily include language or acts which tend to prove (or disprove) that a party knows 
of, or assents to, encroachments on the routine expectation that conversations are private. And the ultimate 
determination must proceed in light of the prophylactic purpose of Title III-a purpose which suggests that 
consent should not casually be inferred.Ó Griggs-Ryan, 904 F.2d at 117. 
65 See, e.g., Specht v. Netscape CommcÕns Corp., 306 F.3d 17 (2d Cir. 2002) (rejecting online arbitration 
agreement because, among other things, site permitted customer to download product without having 
scrolled down to arbitration clause and agreement button said only ÒDownloadÓ); United States v. Lanoue, 
71 F.3d 966, 981 (1st Cir. 1995) (ÒDeficient notice will almost always defeat a claim of implied 
consent.Ó). 
66 In re DoubleClick Inc. Privacy Litig., 154 F.Supp.2d 497 (S.D.N.Y. 2001). 
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3"-(8*&&+'$8#3$*'1(*2(3"-( )'3-%'-3(+1-%1(H"*(G$1$3-.(3"*1-(1$3-1C(K1(B#%3$-1(3*(
3"-( 8*&&+'$8#3$*'1@( 3"-( D-0( 1$3-1( 8*+6.( 8*'1-'3( 3*( 3"-( +1-( *2( 3"-( 8**A$-1( 3*(
8*66-83( $'2*%&#3$*'( #0*+3( 3"*1-( 8*&&+'$8#3$*'1C( J-%-@( *2( 8*+%1-@( 3"-( )TU1( #%-(
'*3( B#%3$-1( 3*( 3"-( 8*&&+'$8#3$*'1( 0-$';( &*'$3*%-.( #'.( 3"-( $'3-%8-B3$*'( *%(
.$186*1+%-(-'8*&B#11-1(8*&&+'$8#3$*'1(H$3"(1$3-1(3"#3(#%-('*3(&-&0-%1(*2(3"-(
#.G-%3$1$';( '-3H*%AC(:"-%-2*%-@( 3"-( 1*+%8-( *2( 8*'1-'3( &+13( 0-( 3"-( )TUE1(
$'.$G$.+#6(1+018%$0-%1@(#1($3(H*+6.(0-($&B*11$06-(3*(*03#$'(8*'1-'3(2%*&(-G-%,(
1$';6-(D-0(1$3-(3"#3(-G-%,(1+018%$0-%(&#,(8*'8-$G#06,(G$1$3C(

  State Laws Requiring Two-Party Consent to Interception  

+) ! ,%??4&H !

)'( #..$3$*'( 3*( 3"-( 2-.-%#6( D$%-3#B( K83@( #( &#S*%$3,( *2( 13#3-1( "#G-( 3"-$%( *H'(
H$%-3#B( 6#H1@( H"$8"( 8#'( 0-( &*%-( 13%$';-'3( 3"#'( 3"-( 2-.-%#6( 6#HC( /*13(
1$;'$2$8#'36,@(3H-6G-(13#3- 1[e(%-P+$%-(#66(B#%3$-1(3*(8*'1-'3(3*(3"-($'3-%8-B3$*'(*%(
%-8*%.$';(*2(8-%3#$'(3,B-1(*2(8*&&+'$8#3$*'1(H"-'(1+8"($'3-%8-B3$*'($1(.*'-(0,(
#(B%$G#3-(B#%3,('*3(+'.-%(3"-(8*6*%(*2(6#HC(

)'( 1-G-%#6( *2( 3"-1-( 13#3-1r 2*%( -F#&B6-@( !*''-83$8+3r 3"-( #66XB#%3,( 8*'1-'3(
%-P+$%-&-'3( #BB6$-1( *'6,( 3*( 3"-( %-8*%.$';( *2( *%#6( 8*'G-%1#3$*'1C( )'( *3"-%1@( 3"-(
#66XB#%3,( 8*'1-'3( %+6-( -F3-'.1( 3*( 0*3"( G*$8-( #'.( .#3#( 8*&&+'$8#3$*'1C( Y*%(
-F#&B6-@( Y6*%$.#E1( T-8+%$3,( *2( !*&&+'$8#3$*'1( K83( &#A-1( $3( #( 2-6*',( 2*%( #',(
$'.$G$.+#6( 3*( $'3-%8-B3@( .$186*1-@( *%( +1-( #',( H$%-@( *%#6@( *%( -6-83%*'$8(
8*&&+'$8#3$*'@( +'6-11( 3"#3( B-%1*'( "#1( *03#$'-.( 3"-( B%$*%( 8*'1-'3( *2( #66(
B#%3$- 1C[g( T$&$6#%6,@( 3"-( )66$'*$1( 13#3+3-( *'( 8%$&$'#6( -#G-1.%*BB$';( B%*"$0$31( #(
B-%1*'( 2%*&( =$'3-%8-B3n$';o@( %-3#$'n$';o@( *%( 3%#'18%$0n$';( #'o( -6-83%*'$8(
8*&&+'$8#3$*'( +'6-11( "-( .*-1( 1*( C( C( C( H$3"( 3"-( 8*'1-'3( *2( #66( *2( 3"-( B#%3$-1( 3*(
1+8"(C(C(C(-6-83%*'$8(8* & & +' $8#3$* ' C>[c (

:"-( &*13( $&B*%3#'3( #66XB#%3,( 8*'1-'3( 6#H( &#,( 0-( !#6$2*%'$#E1@( 0-8#+1-( 3"-(
!#6$2*%'$#( T+B%-&-( !*+%3( "-6.( $'( QRR[( 3"#3( 3"-( 6#H( 8#'( 0-( #BB6$-.( 3*( #83$G$3,(
*88+%%$';(*+31$.-(3"-(13#3-C((

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

67 The twelve states are California, Connecticut, Florida, Illinois, Maryland, Massachusetts, Michigan, 
Montana, Nevada, New Hampshire, Pennsylvania, and Washington. 
68 Fla. Stat. ¤ 934.03(1). 
69 Ill. Comp Stat. 5/14-1(a)(1). 
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E)! 349#=0&5#4!

:"-( Oc[e( !#6$2*%'$#( )'G#1$*'( *2( U%$G#8,( K83( &#A-1( 8%$&$'#66,( 6$#06-( #',(
$'.$G$.+#6(H"*(=$'3-'3$*'#66,(3#B1@(*%(&#A-1(#',(+'#+3"*%$I-.(8*''-83$*'(C(C(C(
*%(H"*(H$662+66,(#'.(H$3"*+3(3"-(8*'1-'3(*2(#66(B#%3$-1(3*(3"-(8*&&+'$8#3$*'(C(C(C(
%-#.1@(*%(#33-&B31(3*(%-#.@(*%(3*(6-#%'(3"-(8*'3-'31(*%(&-#'$';(*2(#',(&-11#;-(C(C(
C(*%(8*&&+'$8#3$*'(H"$6-(3"-(1#&-($1($'(3%#'1$3(*%(B#11$';(*G-%(#',(H$%-@(6$'-@(*%(
8#06-@( *%( $1( 0-$';( 1-'3( 2%*&@( *%( %-8-$G-.( #3( #',( B6#8->( $'( ! #6$2* %' $#CeR( )3( #61*(
-13#06$1"-1( 6$#0$6$3,( 2*%( #',( $'.$G$.+#6( =H"*( +1-1@( *%( #33-&B31( 3*( +1-@( $'(#',(
&#''-%(C(C(C(#',($'2*%&#3$*'(1*(*03#$'-.>(*%(H"*(#$.1(#',(B-%1*'($'(.*$';(3"- (
1#& - CeO( :"-( 6#H( "#1( #( 1-B#%#3-( 1-83$*'( 8%-#3$';( 6$#0$6$3,( 2*%( #',( B-%1*'(
-#G-1.%*BB$';(+B*'( *%(%-8*%.$';( #(8*'2$.-'3$#6(8*&&+'$8#3$*'(=$'3-'3$*'#66,(
#'.( H$3"*+3( 3"-( 8*'1-'3( *2 ( #66( B#%3$-1@>( H"-3"-%( 3"-( B#%3$-1( #%-( B%-1-'3( $'( 3"-(
1#&-( 6*8#3$*'( *%( 8*&&+'$8#3$';( *G-%( 3-6-;%#B"@( 3-6-B"*'-@( *%( *3"-%( .-G$8-(
<-F8-B3(#(%#. $* ?CeQ(

!*'1-'3(8#'(0-($&B6$-.(*'6,($'(G-%,(6$&$3-.(8$%8+&13#'8-1C(:"-(!#6$2*%'$#(13#3-(
!*+%3(*2(KBB-#61("-6.($'(>(%I,(#."#M+/C(/(3"#3(#(1+018%$0-%(3*(#(3-6-B"*'-(1,13-&(
$1(.--&-.(3*("#G-(8*'1-'3-.(3*(3"-(3-6-B"*'-(8*&B#',E1(&*'$3*%$';(*2("$1(8#661(
$2("-(+1-1(3"-(1,13-&($'(#(&#''-%(3"#3(%-#1*'#06,(S+13$2$-1(3"-(8*&B#',E1(0-6$-2(
3"#3("-($1(G$*6#3$';("$1(1+018%$B3$*'(%$;"31@(#'.(-G-'(3"-'(3"-(8*&B#',(&#,(*'6,(
&*'$3*%( "$1( 8#661( 3*( 3"-( -F3-'3( '-8-11#%,( 2*%( 3"-($' G- 13$; #3$* ' Ce_( K'( $'.$G$.+#6(
8#'( &#$'3#$'( #'( *0S-83$G-6,( %-#1*'#06-( -FB-83#3$*'( *2( B%$G#8,( 0,( -FB6$8$36,(
H$3""*6.$';(8*'1-'3(2*%(#(3#B-(%-8*%.$';@(-G-'($2(3"-(*3"-%(B#%3,("#1($'.$8#3-.(
#'($'3-'3$*'(3*(%-8*%.(3"-(8* & & +' $8#3$* ' Ce`(

)'( N(+/&(B#."#<+,%A%&#<A0'4#3+/&(B;#@&="@(3"-(13#3-(T+B%-&-(!*+%3(#..%-11-.(3"-(
8*'26$83(0-3H--'(3"-(!#6$2*%'$#(#66XB#%3,(8*'1-'3(13#'.#%.(#'.(h-*%;$#E1(H$%-3#B(
6#H@(H"$8"($1(&*.-6-.(#23-%(3"-(2-.-%#6(*'- XB#%3,(13#' . #%. Cea()3("-6.(3"#3@(H"-%-(
#( h-*%;$#( 2$%&( %-8*%.-.( 8#661( &#.-( 2%*&( $31( h-*%;$#( *22$8-( 3*( %-1$.-'31( $'(
!#6$2*%'$#@(3"-(!#6$2*%'$#(6#H(#BB6$-.C(:"-(8*+%3(1#$.(3"#3($3(H*+6.(0-(+'2#$%(3*(
$&B*1-( .#&#;-1( *'( 3"-( h-*%;$#( 2$%&@( 0+3( B%*1B-83$G-6,( 3"-( 8#1-( -22-83$G-6,(
%-P+$%-.( *+3X*2X13#3-( 2$%&1( "#G$';( 3-6-B"*'-( 8*&&+'$8#3$*'1( H$3"( B-*B6-( $'(
!#6$2*%'$#( 3*( #''*+'8-( 3*( #66( B#%3$-1( #3( 3"-( *+31-3( 3"-$%( $'3-'3( 3*( %-8*%.( #(
((((((((((((((((((((((((((((((((((((((((((((((((((((((((

70 Cal. Pen. Code ¤ 631(a). 
71 Id. 
72 Id. ¤ 632(a). The statute explicitly excludes radio communications from the category of confidential 
communications. 
73 275 Cal. App. 2d 119 (Cal. App. 1st Dist. 1969). 
74 Nissan Motor Co. v. Nissan Computer Corp., 180 F. Supp. 2d 1089 (C.D. Cal. 2002). 
75 39 Cal. 4th 95 (2006). 
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8*&&+'$8#3$*'C(!6-#%('*3$8-(#'.($&B6$-.(8*'1-'3(#%-(1+22$8$-'3C(=)2@(#23-%(0-$';(
1*(#.G$1-.@(#'*3"-%(B#%3,(.*-1('*3(H$1"(3*(B#%3$8$B#3-($'(3"-(8*'G-%1#3$*'@("-(*%(
1"-(1$&B6,(&#,(.-86$'-(3*(8*'3$'+-(3"- (8* & & +' $8#3$* ' C>e[ ((

3)! ;<'!G?C9#.46#052!0=!!"#$%"&!

:"-( i-#%'-,( 8#1-(#%*1-($'( 3"-( 8*'3-F3( *2(3-6-B"*'-(&*'$3*%$';@(#'.( 3"-%-($1(#(
%-&#%A#06-(6#8A(*2(8#1-(6#H(#..%-11$';(H"-3"-%(3"-(!#6$2*%'$#(13#3+3-(#BB6$-1(3*(
)'3-%'-3(8*&&+'$8#3$*'1C()2($3(.*-1@(*%($2(3"-%-($1(*'-(*3"-%(13#3-(3"#3(#BB6$-1($31(
#66XB#%3,(8*'1-'3(%+6-(3*(8*'.+83(#22-83$';()'3-%'-3(8*&&+'$8#3$*'1( #8%*11(13#3-(
6$'-1@( 3"-'( '*( B%#83$8#6( 2*%&( *2( *B3X$'@( '*( &#33-%( "*H( %*0+13@( H*+6.( 1#G-( 3"-(
B%#83$8-( *2(8*B,$';( )'3-%'-3(8*'3-'3(2*%(0-"#G$*%#6(#.G-%3$1$';C( :"#3($1@(-G-'($2(
3"-( )TU(*'6,(8*B$-1(3"-(8*&&+'$8#3$*'1( *2(3"*1-(1+018%$0-%1(3"#3(8*'1-'3@(#'.(
3"-(&*'$3*%$';( *88+%1(*'6,($'1$.-(#( *'- XB#%3,(8*'1-'3(13#3-@(#1(1**'(#1( *'-( *2(
3"*1-( 8+13*&-%1( "#1( #( 8*&&+'$8#3$*'( H$3"( #( '*' X8*'1-'3$';( B-%1*'( <*%( D-0(
1$3-?($'(#'(#66XB#%3,(8*'1-'3(13#3-(3"#3(#BB6$-1($31(%+6-(3*($'3-%8-B3$*'1(*88+%%$';(
*+31$.-( 3"-( 13#3-@( 3"-( )TU( H*+6.( 1--&( 3*( 0-( $'( S-*B#%.,C( :"-( )TU( 8*+6.( '*3(
8*'8- $G#06,( *03#$'( 8*'1-'3( 2%*&( -G-%,( B-%1*'( #'.( D-0( 1$3-( $'( 3"-( #66XB#%3,(
8*'1-'3(13#3-C(W*%(8*+6.($3($.-'3$2,(<2*%(3"-(B+%B*1-(*2(*03#$'$';(8*'1-'3?(H"$8"(
B-*B6-(*%(D-0(1$3-1($31(*B3-.X$'(1+018%$0-%1(H*+6.(H#'3(3*(8*&&+'$8#3-(H$3"($'(
#.G#'8-(*2(3"*1-(8*&&+'$8 #3$*'1(*88+%%$';C(

K(8*+'3-%G#$6$';(#%;+&-'3(8*+6.(0-(&#.-(3"#3(#'(#66XB#%3,(8*'1-'3(%+6-($1( '*3(
#BB6$8#06-(3*(3"-(0-"#G$*%#6(#.G-%3$1$';(&*.-6@(1$'8-(3"-(B%*8-11(*'6,(8*B$-1(*%(
.$G+6;-1( *'-( "#62( *2( 3"-( 8*&&+'$8#3$*'@( '#&-6,( 3"-( "#62( 2%*&( 3"-( 8*'1-'3$';(
1+018%$0-%C((

  Conclusion 

:"-(B%#83$8-(3"#3( "#1(0--'( .-18%$0-.(3*(+1@(H"-%-0,(#'( )TU(&#,( -'3-%($'3*(#'(
#;%--&-'3(H$3"(#'(#.G-%3$1$';( '-3H*%A(3*(8*B,(#'.(#'#6,I-(3"-(3%#22$8(8*'3-'3(
*2(3"-()TUE1(8+13*&-%1@(B*1-1(1-%$*+1(P+-13$*'1(+'.-%(3"-(2-.-%#6(D$%-3#B(K83C()3(
1--&1( 3"#3( 3"-( .$186*1+%-( *2( #( 1+018%$0-%E1( 8*&&+'$8#3$*'1( $1( B%*"$0$3-.(
H$3"*+3( 8*'1-'3C( )'( #..$3$*'@( -1B-8$#66,( H"-%-( 3"-( 8*B,$';( $1( #8"$-G-.( 0,( #(
.-G$8-( *H'-.( *%( 8*'3%*66-.( 0,( 3"-( #.G-%3$1$';( '-3H*%A@( 3"-( 8*B,$';( *2( 3"-(
8*'3-'31(*2(1+018%$0-%(8*&&+'$8#3$*'1(1--&1(3*(0-@($'(3"-(#01-'8-(*2(8*'1-'3@(#(
B%*"$0$3-.($'3-%8-B3$*'C(K22$%&#3$G-(-FB%-11(8*'1-'3@(#'.(#(8-11#3$*'(*2(8*B,$';(
+B*'(H$3".%#H#6(*2(8*'1-'3@(H*+6.(B%*0#06,(1#G-(1+8"(B%#83$8-1(+'.-%(2-.-%#6(
6#H@(0+3(3"-%-(&#,(0-(13#3-(6#H1(%-P+$%$';(#66XB#%3,(8*'1-'3(3"#3(H*+6.(0-(&*%-(
.$22$8+63(3*(1#3$12,C(

((((((((((((((((((((((((((((((((((((((((((((((((((((((((

76 Id. at 118. 


