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! OBehavioral Advertising on Target E to Explode Onlinerketer(Jun. 2007),
http://www.emarketer.com/Article.aspx?id=1004989

2 No fewer than five major mergers and acquisitions have been completed in the last 18 months: Google
purchased online advertising company DoubleClick, Inc.; WPP Group, a large ad agency, acquired the
online ad company 24/7 Real Media; Yahoo! acquiredrad RightMedia; Microsoft acquired online ad
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service provider aQuantive; AOL purchased Tacoda, a pioneering firm in the area of behavioral
advertising.
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% Michael Barbaro and Tom Zeller, Jr., OA Face Is Exposed for AOL Searcher No. 44ThHg49a
York Times(Aug. 2006),
http://www.nytimes.com/2006/08/09/technology/09aol.html?_r=1&ex=1312776000&adxnnlef&bwgi
n&adxnnix=1215021816/kbrL xHU1hCdcMyNgHEDA
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* See, e.g., MicrosofBrivacy Protections in MicrosoftOs Ad Serving System and the Process of ODe
identification®(Oct. 2007) http://download.microsoft.com/download/3/1/d/31df6%4994024a0e0
594b9d27a31a/Privacy%20Protections%20in%20d4i0ft%27s%20Ad%20Serving%20System%20and%
20the%20Process%200f%20xentification. pdf

® Acxiom runs RelevaneX, an online ad network. Last year Experian acquired the online data analysis
company HitwiseSeeAcxiom, Acxiom: RelevaneX (last visitedJul. 2008),
http://www.acxiom.com/Relevaneé; Experian, OAcquisition of HitwiseO (Apr. 2007),
http://www.experiangroup.coftorporate/news/releases/2007/2@R%17b/.

® See, e.gPeter Whoriskey, OEvery Click You Mak&@ Washington PogApr. 2008),
http://www.washingtonpost.com/wp .
dyn/content/article/2008/04/03/AR2008040304052.htmI?nav=hcmp8ald Hansell, OI.S.P. Tracking:
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The Mother of All Privacy Battles;The New York Times: Bits BlgNlar. 2008) at
http://bits.blogs.nytimes.com/2008/03/204spckingthe-motherof-all-privacy-battles/?scp=1
b&sqg=the+mother+of+all+privacy+battles&st=nyt

" Alan F. WestinHow Online Users Feel About Behavioral Marketing and How Adoption of Privacy and
Security Policies Could Affect Their Feelin@ggar. 2008).

8 TRUSTe, OTRUSTe Report Reveals Consumer Awareness and Attitudes About Behavioral Targeting®
(Mar. 2008),http://www.marketwire.com/mw/release.do?id=837437&source Ty@©71 percent of online
consumers are aware that their browsing information may be collected by a thjrtbpadvertising

purposes . . .. 57 percent of respondents say they are not comfortable with advertisers using that browsing
history to serve relevant ads, even when that information cannot be tied to their names or any other
personal information.O).




Y*0%( 0-"#G$*%6#6( #.G-%3$1$';( 3*( *B-%#3-( $'( #( 3%-+6,( BBHBGBBSG-( H#, @ ( .H#3#(
8*66-83%*('--.1( 3*( 0-( 6$&B-. (#'.( H#3#( %-3-'3%*( 6$&$3L( 1"*+6.( 0-( 3%-.( 3*(3"~(
*06$: $'#6(B+%B*1-1(2*%(8*66-83%";(3"-(H#3H#C(1* 1+&-%1("--.(3*(0-($'2*%&- . (#0*+3(
H"#3( #3#($1(0-$';(8*66-83-.(#0*+3(3"-$%()'3-%'-3(#83$G$3$-1@ ("*H(3"-($'2*%&H3$*(
H$66( 0-( +1-.@( H"-3"-%( 3"-( $'2*%&#3%*'( HPBBL"#%-.( H$3"(*3"-%1@ ( #'.( H"#3(
&-#1+%-1( #%-( 0-$';( 3HA-'( 3*( ~'1+%-( 3"#3(#',( 3%#'12-%( *2( H#3#( %-&#$'1( 1-8+%-C(
- (146 0-( B%-1-'3-.( H$3"( 3"$1( $'2*06&H#3$*( $'( #( &#"-%( 3"#3( 1+BB*%31(
$'2%06&-.( 8"$8-( *G-%( 3"-$%( $2*%&H3S( #.( 3"#3( 8"$8-( 1"*+6.( "**+%-.(

B-06$13-'36,(*G-%(3$&-C(1*'1+&-%1(&+13(#61*("#G-(*BB*%3+'$3$-1(2*06(6-:#6(%-.%-11(
2*0( &$1+1-(*2(3"-(H3HC(K1(#(%-8-"3(7CIC(7$13%$83(1*+%3(*BS'$* (-13#06$1"-. @ (H#3#(

B-#AH:-(#.(3"-(8'8-%'(2*9%(B*3- 3$#6(#0+1-1(*2(3"#3( H#3H#(#%-(%-8*: $I#06-("#%&1(
13#.$'(#6%-@(H$3"™ +3(#',(--.(3*(1*H(&S$1+1-(*2(3"- (. #IHC(*'1+&-%L(*(*3(
' (3*(0-8*&-(G$83$&L(*2($.-'3$3,(3"-23(3*(1+22-%(2%*&(# ($' G#1$* (*2(BU$G#8,C(

"-0-( $L( HEL*( #( %S1A( 3"#3( BY%*2$6-1( 2*06( 0-"#G$*YoH6( #.G-%3$1%$";( &#,( 0-( +1-.( 2*%(

B+96B*1-1(*3"-%( 3"#'( #.G-%3$1$'; &Xo(-F#&B6-@ (#.('-3H*%AL( 3"#3( 2*8+1(* (X%-
3#9%:;-3%">( #.1( &#,( #6%-#.,( 0-( +1$';( B%*2$6-1( 3*( "-6B( &#%A-3-%1( -';#:-( $'(

$22-%-'3$4BUBS ; CTM-"#G$*%#6(B%*2$6-1@ (B#I63$8+6#%66, (3"+1-(3"#3(8#(0-(3$-.(3*(#(

$'.$GS.+#6@( &#, (#61*(0-(#(3-&B3$';( 1*+%8-(*2( $'2*%&EBERHAS":(.-8$1$*'1(
#0*+3(8%-.$3@($'1+%#'8-@ (#'.(-&B6*,&-'3C(D"$6-(3"-(6#8A(*2(3%# 1B#%-'8, (&H#A-1(
$3(#6&*13( $&B*11$06-( 3*( A*H( H"-3"-%( 0-"#G$*%#6( B%*2$6-1( #%-( 0-$";( +1-.( 2*%(
*3".0/p( B+%B*1-1@( 3"-( 6#8A( *2( -'2*%8-#06-( %+6-1( #%6*+'.( 3"-( 8*66-83$*(#'.(+1-(*2(
& *13(B-%1*'#6($'2*%&#3%*' (6-#G-1(3"-(.**%(HS$.-(*B-'(2*% (#(&, % $#. (*2(1-8*" .#%,(
+1-1Q(

Y$'#66,@( 0-8#+1-( 3"-( 6-#6( 13# #%.1( 2*%( *G-%'&'3( #88-11( 3*( B-%1*#6(

$'2*06&#3$* ("-6.(0,(3"$%. ( B#I63$-1(#%-(-F3%#*%.$'#%$6,(6*H@(3"-1-(8*&B%-"-'"1$G(

8'1+&-%( BY%*2$6-1( #WGHS6#06-( 3*( *G-%'&-'3( *22$8$#61( 0,( &Y%-( 1+0B*-#@(
H$3"+3(*3$8-(3%(3"-($'. $G$. +#6(*%(# (*BB*%3+'$3,(2+%(3"-($'. $G$. +#61$8?

CRECCECCeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

® Am. Fed'n of Gov't Employees v. HawlByD.C., No. 0700855, 3/31/08 (rulingnter alia, that concerns

about identity theft, embarrassment, inconvenience, and damage to financial suitability requirements after
an apparent data breach constituted a razabte "adverse effect" under the Privacy Act, 5 U.S.C. n

552(a) (citingKreiger v. Dep't of Justice29 F.Supp.2d 29, 53 (D.D.C. 2008)).

' seelouise Story, OOnline Pitches Made Just For YoheNew York Timg#ar. 2008),
http://www.nytimes.com/2008/03/06/business/media/06adco.html

1 seeCenter for Democracy & Technolog®jgital Search and Seizure: Updating Privacy Protections to
Keep Pace with Technolog®006),http://www.cdt.org/publications/digitedearchandseizure.pdfat 7-9;
Deirdre K. Mulligan, OReasonable Expectations in Electronic Communications: A Critical Perspective on
the Electronic Comunications Privacy Act,0 72 Geo. Wash. L. Rev. 1557 (Aug. 2004); Daniel J. Solove,
ODigital Dossiers and the Dissipation of Fourth Amendment Privacy,0 75 S. Cal. L. Rev. 1083, 1135
(2002).
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12 5eeCenter for Democracy & Technolog®jgital Search & SeizureUpdating Privacy Protections to
Keep Pace with Technolog®006),http://www.cdt.org/publications/digitedearchandseizure.pdft 23
29.
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$G*6GS(* MB*8&-%8SH#6( 8+3-3C(K'.(#63"+;"(3"-1-(#.(-3H*%AL( 8+%6%-'36,(

$'1B-83( B%-.*&$'#'36,( D-0( 3%#22$8@ () TUL( 8#%%, ( -&#$61@( 8"#31@( 2$6-( 3%#'12-%1( #'.
&#'(*3"-96( AS'.1(*2( #3#( 3"#3(3"-,( 8*+6.( .-8$.-( 3*(BHLL(*(3*(0- "HGS*%#6(#.(
-3H*0bAL($(3"-(2+3+%-C

I*%-*G-%@( 3"-( +1-( *2()'3-%'-3( 3%#22$8( 8*'3-'3( 2*%6( 0-"HG$*%#6( #.G-%3$1$";( .-2$-1(
+1-9%(-FB-83#3$* 1 (#0*+3(H"#3("#BB-"1(H"-'(3"-,(1+%2(3"-(D-0(#.(8*&&+'$8#3~(
*6$'-C(KO1-'3(+'&$13#A#06-("*3$8-@ (8% 1+8&-%1(1$&B6, (. *(*3EB-83(3"-$%() TU(*%(

$31( B#%3'-%1( 3*( 0-( 6**A$';( $'3*( 3"-( 8*'3-'3( *2( 3"-$%( )'3-%'-3( 8*&&+'$8#3$*'1C(
Y$.$(*+3(3"#3(3"-%-($L(#(&S$..6-&# (6+%AS';(0-3H--'(8*1+&-% L (#.(3"-(D-0(
1$3-1(3"-,(GS1$3(H*+6.(8*&-(#L(#(+H-68*&-(1+%B%$1-(3*(&*13()'3-%"-3(+1-%1C() TUL(
#9%-(#( 8%$3$8HE( BHY3(*2( 3"-( 8"#$'(*2( 3%-+13( 3"#3( +'.-%:$%.1( 3"-()'3-%"-3C(h$G$"; (#!(
+HAH'(3"$%. (B#963,(0%*#. (#88-11(3*(#66(*%(&*13(8* 1+&-%(8*&&+'$SHIS* 1 (&, (
+.-068$'-(3"#3(3%+13C

$'#  $HI(&H@AL (A& +0%&1HO+BH@E (I7(/(#IO'AHF Y%A+ #@ &' (H&(HH1(



7-1B$3-(3"-1-(8*'8-%'1@(1-G-%6#6(#.('-3H*%A(8*&BH#'$-1(#%-(&*GS$';(2*%H#%. (H$3"(
B6#'1( 3*(+1-() TU( #3#( 2*%( 0-"#G$*%#6( #.G-%3$1$C(:"-( 3H*( &*13( B%*&S$'-'3(#.(
3H*LAL(-#-. ($'(3"$1(BY#E3$8-(#%-(W-0+K.($'(3"-(Z'$3-.(T3#3-1(#' . (U"%&($(
3"-(ZiC(!"#%3-%(1*&&+'$8H3S* 1@ (#(806-(0%*#.0#'.() TU@(%-8-'36, (#"*+'8-.( L(
#.(3"(-6#,-.( LG (B6# (3*(8*.+83(3%$#61(*2(3"-(W-0+K.(0-"#G$*%#6(#.G-%B$1S;
38" *6;, B(T-G-%#6(*3"-%()TUL@(1+8"(#1(D$.-(5B-'(D-13(<D5Dj?@(!-'3+%,:-6 @(
V&OHYOP(#'.(I"6*;, (#E1*(#"*+'8-.(B6# L(H$3"(W-0+K.(3*(3%$  #6(*%(.-B6*,($31(
0-"HG$*Y6H6( #.G-%3$1$";( 3-8"*6*:, C( K63 +;"(#('+8&0-%(*2(3"-1-() TUL( "#G-( B+3(
3"-$9%(B6H#L(*'("*6.($'(3"-(H#A-(*2(#(2$%-13*%&(*2(8%$3$8$1&@ (W-0+K. (83" +-1(3*(
H*%A( H$3"( ZCTC()TUL( #.( 1--A( -H( )TU( B#%3-%1C( U"*0%6&@( H"$8"( *%$:$#66,(
#4480 -#B61(H$3"(3"%--(*2(3"-(ZIEL(6#%;-13() TUL(#' .("#1(1*+;"3(B#%3'-%1"$B1(
H$3"(ZCTCOTUL@($SLHBL*(*H(-'8*+'3-%$"; ("-1$3#3$* (296*& (1*&- (BB 1 9C(

)'.-B-'.-'3(##6,1-1(*2(0*3"(8*&B#'$-1E(1,13-&1("#G-(%-G-#6-.(3"#3(0,(G$%3+-(*2(
3"-$%(#0$6$3,(3*($'3-%0BBR(-3(3%0#22$8($'(3"-(&$..6-(*2(3"-("-3H*%aA#' . (0#1-.(

*'(3"-$%( .-1$%-( 3*(3%#8A($.$GS$.+#6()'3-%"-3(+ LIBL((-';#;-($' (# (#% %0, (*2(
BY%#83$8-1( 3"#3( #%-( $'8*'1$13-'3( H$3"(3"-( +1+#6( 26*H(*2()'3-%"-3( 3%#22$8C( W-0+K..(
%-B*%3-.6,($'S-831(8*&B+3-%(8*.-($'B0(3%#22$8(13%-#&1(3"#3(8#+1-1('+&-%*+1(
8**A$-1(3*(0-(B6#8-.(*'(+1-%1E(8*&B+3-%1(2*%(0-"#G$*%#6(3%#8AS$ ;@ (*'-(*2(H"$8"(
#%-( %-6#3-.( 3*( *%( 1#'83%$*'-.( 0,( 3"-( D-0( 1$3-1( 3"-( +1{GHEBK D"-'( #( +1-%(
HG$;#3-1(3*(#(B#%3$8+6#%(D-0(1$3-@ (U"*%&(%-B*%3-.4,(BY0-33"#3(D-0(1$3-(
1%(3"#3($3(8#'(B6#'3(#(0-"#G$*%#6(3%#BAS';(8**A$-(6$'A-.(3*(3"#3(1$3-(*'(3"¢(+1-%E1
8 & B+3 %I )'( #..$3%*'( 3*( 3"-( B%$G#8,( $&B6$8#3$*'1( *2( 3%#8AS';( #66( *2( #'(
$'.$G$.+#6E1( D-0( #83$G$33$-1@( 3"$1( A$'.( *2( 8*.+83( "#1( 3"-( B*3-'3$#6( 3(( 8%-#3
1-%$*+1( 1-8+%$3,( G+6'-%#0$6$3%$-1( '$:(F™ 9@ "#&B-%( 3"-( 1B--.( *2( +1-%1E(
)'3-%'-3(8*"-83$*' 1@ (#'.($'3-%2-%-( H$3"(*%.$'#%,( D-0( 2+'83%$*'#6$3,C( K3(#(3%$&-(
H"-'( &#',( .$22-%-'3( A$'.1( *2( 8*&B#'S-1( #%-( H*%AS$';( 3*( 0+$6.( #( 3%+13-.(

CRECCECCeeCeeeaeeeeeecceeecceeeeeeeee(((C((

13 saul Hansell, OCharter Suspends b Sell Customer Data to Advertisersi@ New York Times: Bits
Blog (Jun. 2008)http://bits.blogs.nytims.com/2008/06/24/charteuspendplanto-sellcustomerdatato-
advertisers/?scp=B&sqg=charter+nebuad&st=nyt

14 Chris Williams, OCPW builds wall between customers and Phdime, Registe(Mar. 2008),
http://www.theregister.co.uk/2008/03/11/phorm_shares_plummet/

5 Robert M. TopolskiNebuAd and Partner ISPs: Wiretapping, Forgery and Browser Hijaclnee
Press and Public Knowledge (Jun 2008)p://www.publicknowledge.org/pdf/nebuaeport

20080618.pdf

8 Richard ClaytonThe Phorm OWebwiseO Syststay 2008) http://www.cl.cam.ac.uk/~rnc1/080518
phorm.pdf

" These types of behaviors have much in common with-uvelerstood online security threats, and parts
of the Internet security community are already investigating how to resgeednti-Spyware Coalitin,
OAntiSpyware Coalition Aims to Address Behavioral TargetingO (Apr. 2008),
http://antispywarecoalition.org/newsroom/20080425press.htm
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8*&B+3%";( B6#32*%&( 2*%( 3"FP'-3@( "#GS$';( ) TUL( H*%A( H$3"( B#%3'-%1( H"*1-(
BY6#83$8-1(+'.-%&$'-(3%+13(%#$1-1(2+3+9K(8;09853,(8+'8-%'1C

MH S H@AI (A& +0%E&IHI+BHKO%, + (HL(-(/+ #E+G

7-B-". 8 (¥ ("*H(3"$1(#.G-%3$1$";(&*.-6($1($&B6-&-'3-. @ ($3(&H, (#61*(Yo+' (#2*+6(
*2(-F$13$';(8*8&+'$8#3$*' 1(BY%SGHS, (6#HLC(:"-(2-.-%#6( D$%-3#B(K83@ (#1(#&-'.-.(

0,( 3"-( V6-83%*$8( *&&+'$8#3$*1( U%$GH8,( K83( <=VIUK>?@( B%*'$0$31( 3"-(
$'3-068-B3$* (#.(.$186*1+%-( *2( -6-83%*'$8( 8*&&+ $8#3$*Y($'86+.$";( )'3-%'-3(

396#22$8( 8*3-B( H$3"*+F 8" 1-' L K63"*+:"( -F8 -B3$*'1( 3*( 3"$1( %+6-( B-%&$3(
$'3-968-B3$* (#.(.$186*1+%6-(H$3"*+3(8*'1-'3@ (H-(1-%$*+16, (.*+03(3"#3(#, (*2(3"-&(
#BB6,(3*(3"-($'3-%8-B3$* (*%(.$186*1+%-(*2()'3-%'-3( 3%6#22$8( 8*'3-'3( 2*%( 0-"#G$*%6#6(
#.G-%3%$1%";( B+%B*1-1C( K88*%.$";6,@( H-( 0-6$-G-( 3"#3( 3"-( D$%SHBOHR+$%-1(
+HG*$ H06-("*3$8-(#'.(#225%&H#3$G-(*BB(8*'1-'3(0-2*%-()'3-%'-3(3%#22$8(8*'3-'3(
&#,(0-(+1-.(2%*&() TUL( 2*%( 0-"#G$*%#6(#.G-%3$1$';( B+%B*1-1C(1-%3#$'( 13#3-( 6#H1(
&#,( 3#A-( 3"$1( *'-( 13-B( 2+%3"-%@( %-P+$%$';( 8*'1-'3( 29%*&( 0*3"( B#9%3$-1( 3*( 3"-(
8*&&+'$8# 3$+4(3"-(8*1+&-%6(#'.(3"-(D-0(1$3-("-(*%(1"-($1(G$1$3$;C(K(.-3#$6-.(

17:( 6-:#6( &-&*%# . +&( *'( 3"-( #BB6$SHIS( *2( 3"-( D$%-3#B( K83@( VIUK( #'.(

06-6-G#'3( 13#3-( H$%-3#B( 6#HL(3*(3"-(+1-(*2() TU( .#3#( 2*%( 0-"#G$*%#6( #.G-%3$1$';($1(
#33#8"-.(#1(KBB-'.$F(MC

K1(1-G-%#6(&0-%1(*2(1*;%-11("#G-("*3-.@(3"-(1#06-(1*&&+'$8#3$*'1(U*6$8, (

K83( #61*( #BB6$ L %Cq :"-( 6#H( BY%*"$0$31( 8#06-( *B-%#3*%1( 2%6*&( 8*66-83$";( *%(
$186*1$";(B-%1*#66,($.-' 3$2$#06-($'2*%8&H#3$* (H$3"++3(B%$*%(8RXEBH6-(3"~(
3-%&(=B-%1*#66,($.- 3$2$#06-($'2+%&H3$'>($'(3"-(6#H($1(.-2$'-. (0, (H"#3($3(.*-1(
*3($'86+.-( L(=H',(%-8*%. (*2(#:;%-;#3-( #3#(H"$8"(.*-1("*3($.-'3$2,( B#I63$8+64%(
B-061*' 1399 L( H-( .*+03( 3"#3( #( +1-%E1( -'3$%-( D-0( 3%#22$8( 13%-#&@ ( +$P+-( 3*( 3"#3(
$.$GS.+#6@( *23-'( 8*3#$'S:( 0%3"( U))( #.( ™ M))@( H*+6.( 0-( 8*1$.-%-.(
#::%-#3-(H#3H(H1(3"#3(3-%&($1(8*&&*'6, (+'.-%13**.C(

D-(*(*3(0-6$-G-(3"#3($3($1(B*11$06-(3*(1"*-"*06'(3"-(8*66-83$* (#'.(.$186*1+%-(*2(#(
1+018%$0-%E1( -'3$%-( 0%*H1$';("$13*%, ( 2*%( #.G-%IBBSL(H$'3*( 3"-( 13#3+3-E1(
-F8-B3$*(2*%( 8*66-83$* (*%6(.$186*1+%-(*2($'2*%&#3$*' (3" #3($1('-8-11#%, (3¢(%-'.-%

CRECCECCeeCeeeaeeeeeecceeecceeeeeeeee(((C((

1818 U.S.C. n 2511.

¥ House RepresentadvEdward Markey and House Representative Joe Barédter to Charter
Communications CEO in Regards to the ChaiNebuAd Data Collection Scherfiday 2008)
http://markeyhouse.gov/docs/telecomm/letter _charter_comm_privacy.Adf992 amendment adding the

phrase Oother servicesO to the Cable ActOs privacy provision made it clear that the law covers Internet
services provided by cable operators.

2047 U.S.C. = 551(b[c).

21d. @ 551(a)(2)(A).

11



1- 9688 GF:"+1@ (H-(8*'86+.-(3"#3(8#060#1-.() TUL(3"#3(H$1"(3*(.$186*1-(8+13*&-%(
$'2%068#3$* ( 3*( #.G-%3$1$"( -3H*%AL( H*+6.( #61*( "#G-( 3*( &--3( 3"-( 8F'3(
06-P+$%-&-'31(*2(3"-(1#06-(1*&&+ $8#3$* 1 (U*6$8, (K83C

o()TU( &*.-61( 3"#3( "#G-( 0--'( .-B6*,-.( 3"+1( 2#%( "#G-( 2#$6-.( 3*( *03#S(
#22$%8&#3$G-@ (-FB%-HB1(BBB-'3(%-P+$%-.(0,(6#HC(T-G-%#6( 1&#66(ZCTC()TUL@(2*%(
-F#&B6-@( "#G-( 2#$6-.( 3*( &-3( 3"$1( 3"%-1"*6.P5%-&'3@( 0+%,$';( G#;+-(
$'2*%6&H3$'( #0*+3( 3"-$%( .-#61( H$3"( W-0+K.( $'( 3"-( ) TULE( 3-%&(11- 988 X
I"#063-%(1*&&+ $BHIS* 1@ (3"-(6#%:;-13(ZCTC()TU(3"#3("#.(B6#"-.(3*(B#%3'-%6( H$3"(
W-0+K.@('*3$2$-.($31(1+018%$0-%1(3"#3(3"-,(H*+6.(0-(%-8-$G$';(&*%-(%-6-G@BB(#.1
0+3(.$.(*3(-FB6#$'($31( B6#' 1( 3*($'3-%8-B3( 1+018%$0-%1E( 3%#22$8( .#3#@(#'.(.$.("*3(
BY%*GS$.-( #( H#,( 2*%( 1+018%$0-%1( 3*(;$G-( *%( H$3""*6.( 8*'1-'3C( "#%3-%( "#1( 1$'8-(
1+1B-'.-.($31(B6#'1G

7-1$;'$"(#( %*0+13(*B3$'(8*'1-'3( 1,13-&( 2*%( ) TWO#1-.( 0-"#G$*%#6( #.G-% 3%
BY%-1-'31(#(2*%&$.#06-( 8"#66-":-C( D-(#%-( 6-11(3"# (1#:+$'-(3"#3(1+8"(#(1,13-&(

8#'( 0-(-#1$6,( .-13$;-. @ ( B#%3$8+6#%6,( 1$'8-( $3( &+13( *3(*'6,( BY%*G$.-( #( H#,( 2*%(

84 1+&-%1( 3*(;$G-( #22$%&#3$G-( 8*'1-'3@( 0+3( $3( &+13( #61*( BY%*GS$.-( #( &-3"*.( 2*%(
3"-&(3*(%-G*A-(3"#B*'1-'3C(:"-(0+%.- ($1(*'(3"*1-(H"*(H$1"(3*(&*G-(2*%H#%.(
H$3"(3"-(&*.-6( 3*(.-&* 13%#3-( 3"#3(#'(-FBY%-11( *3$8-(#'.(8*'1-'3( %-:$&-( 8#'(
H*06A($'(3"$1(8*'3-FZC(

VI. The Limits of Self-Regulation

Y*06( #6&*13( #( .-8#.-@( 3"-( BU$EHI,( BUSGHS,( 296#8&H*WA( 2*06( 3*YBEHGS
#.G-%3%$1%';($'.+13%, ("#1(0--'(B%*G$.-.(0,(3"-(W-3H*%A(K.G-%3$1$'; () $3$#3$G-@ (#(
1-6%6-;+64#3%0%, ( ;%*+B( *2( *6$'-( #.G-%3$1$";( -3H*%AL( 2*%&-.( $'( %-1B*1-( 3*(
BY%-11+%-( 2%*&( 3"-( Y-.-%#6( :%6#.-( *&&SL1$* (#'.( 8 1+&-%( #.G*8#3-1( $'(3"~(

H#A-( *2( B%S$G#8,( 8*'8-9b( *G-%( 3"-( &-%;-%( *2( #.( '-3H*%A( 7*+06-16$8A( #'.(
KO#8+1@ (#'(*226$'-(.#3#( 0%*A-%C(WK)(&-8&0-%1(#;%--(3*(B%*G$.-(8*'1+&-%1(H$3"(
*3$8-(#. @ (#3( &$'$&+8& @ (#( &-3"*.( 3*(*B3(*+3(*2( 0-"#G$*%o#6( #.G-%3$1$:C(:"-(
2+9%3"-%( B6-.;-.( 3*( +1-( $2*%6&#3$* ( 8+66-83-.( 2*%6( *'6, 0Bt &#%A-3$';( B+%B*1-1C(
D"$6-( #3( 3"-( 3$&-( *2( 3"-$%( %-6-#1-( 17:( H-68*&-.( 3"-( WK)( B%$'8$B6-1( #1( #'(
$&B*%3#'3(2$%13(13-B@(H-(#61*("*3-.(3"-'(3"#3(3"-%-( H-%-( 26#H1($'(3"-(#BB%*#8"(
3'H3(---.(3*(0-(#..%-11-.(#'.(3"#3(1-62  Wo-:+6#3$* (H#1(*3(#(8*&B6-3-(1*6+3$*C(
(YN (#:%--. @ (8486+.$'($'($31(k+6,( QRRR(%-B*963( 3*(1*:%-11(3"#3( =0#8A13*B(
CEECCCCCCCCEEerrerereeeccceceeeeeeeeeeee ((CCCCC

22|d. o 551(a)(2)(B).

2 seeMike Masnick, OWhere's The Line Between Personalized Advertising And Creeping People Out?,0
TechDirt(Mar. 2008) http://www.techdit.com/articles/20080311/121305499.shtRéter Whoriskey,

OEvery Click You Make The Washington Pogfpr. 2008) http://www.washingtonpost.cafwp-
dyn/content/article/2008/04/03/AR2008040304052.html?nav=hcmodule
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6-;$164#38'( #..%-118";( *'6$'-( B%*2$6$";( $1( 13$66( %-P+$%-.( 3*( 2+66,( -'1+%-( 3"#3(
8'1+&-%11(B%$GHS, ($1(BY*3-B36 - G ("#3(%-&H#S$'1(3%+-(3* #,C

V$;"3( ,-#%1( #23-%( 3"-( 8%-#3R(3"-( B%$'8$B6-1@( 2-H( 8*'1+&-%1( #%-( #H#Y%-( *2(
0-"#G$*%#6(#.G-%3$1$;(# . (2-H-%(13$66("#G-(0--'(#06-(3*(1+88-112+66,(#G$;#3-(3"-(
8% 2+1%'(#.(8*&B6-F(*B3 X+3(B%8- 11G( K63"+;"($'.$G$. +#6( WK)( 8*&B#$-1(
"HG-(6#+'8"-.(3"-$%(*H' (8% 1+&-Yo(#H#%--11($'$3$#3SC @ (&*%-(H*%A(%-&#S$'1(3%(
0-(. *' - G Y*0%(3"*1-(8*1+&-%1(H"*(1+88-112+66,(*B3(*+3@(3"-(WK)EL(%-6$#8-(*(
26#H-.(*BIX+3( 8**A$-1( &-#'1( 3"#3( +1-%( B%-2-%-'8-1( #%-( *23-'( *3( B-%1$13-'36,(
"*x0/h- C (

)'(#..$3$* @ (3"-(WK)EL(;+$.-6$"-1(2*96(3"-(+1-(*2(1-'1$3$G-($'2* U-HBG - (- G-%(

0--'( #.-P+#3-( 3*(;+#9%.( 8*'1+&-%( B%$G#8,C( Z'3$6( %-8-'36,@( 3"-( .-2$'$3$*( H#1(
6S&S$3-.(3*(H('#%%*H6, (.-2$'-.(1-3(*2(U))C(D"$6-(3"-(.-2$'$3$* ($1(0-$';(%-G$1-.@($3(
13$66(24661(24#9%6(1"*%3(*2(H"#3($L(—-.-.(3*(#..%-11(3"-($'8%-#1$"6,(1-'1$3BG{(#3+
*2 (8% 1+8&-96($'2*%&H3S ' 6 - B(

Y$#66,@( 3"-( WK)( B%S$'8$B6-1( *'6,( #BB6,( 3*( 8*&B#'$-1( 3"#3( G*6+'3#%$6,( S*$'( 3"~(
$'SIBH3SG-C( :"-( WK)( "#1( *( H#,( 3*( 2*%8-( 8*&B#'$-1( 3*( S*$7( 3"-( 8+%%-'3(
&-80-%1"$B($1(&$11$';('+&-%*+1(0-"HGS*%H6(#.G-%3$1$';(2$%&1@ ($'665EH;

A-( $.+13%,( B6#,-%1C( )'( #.$3$*@( &#1+%-1( 3*( -'1+%-( 8*&B6$H'S-( #:.(
39%#' 1B#%-'8, ("#G-(H$3"-%-.(*(3"-(GB - C(:"-(*%$:$#6(WK)(B%$'8$B6-1(B%*G$.-.(

CEECCECCeeCeeeeaeeceeecceeecceaeeeeeee(((C((

%4 Federal Trade Commissio@nline Profiling: A Report to Congregdul. 2000),
http://www.ftc.gov/0s/2000/07/onlineprofiling.htm

% The drawbacks of ogiut cookies have been well documented: they are confusing for the majority of
consumers who do not understand the technology and cantuiive to those who are accustomed to
deleting their cookies to protect their privacy. Cookies are susceptible to accidental deletion and file
corruption. While the NAl is in the process of updating the principles, it has not proposed changes to the
opt-out regime SeeCenter for Democracy & Teablogy, Applying the FTCOs Spyware Principles to
Behavioral Advertising: Comments of the Center for Democracy & Technology in regards to the FTC
Town Hall, OEhavioral Advertising: Tracking, Targeting, and Techn@o@yct. 2007),
http://www.cdt.org/privacy/20071019CDTcomments.ptiB.

% see, e.g AOL, Mr. Penguin(last visited Jul. 2008)ttp://corp.aol.com/o/mpenguin] Yahoo!,
Customized\dvertising(last visited Jul. 2008http://info.yahoo.com/relevantac€soogle,The Google
Privacy Channe(last visited Jul. 2008http://youtube.com/ser/googleprivacy

27 Center for Democracy & Technologgpmments Regarding the NAI Principles 2008: The Network
Advertising InitiativeOs Sétegulatory Code of Conduct for Online Behavioral Advertigihge 2008),
http://www.cdt.org/privacy/20080612_NAI_comments.pd6-9.

28 CDT testing has revealed that only a tiny fraction of companies that collect data that could be used for
behavioral advertising are NAI membe8geCenter for Demacracy & TechnologyStatement of The

Center for Democracy & Technology before The Antitrust, Competition Policy and Consumer Rights
Subcommittee of the Senate Committee on the Judiciary on OAn Examination of theD@abkg€Elick

Merger and the Online Aertising Industry: What Are the Risks for Competition and Priva¢gapt.
2007),http://www.cdt.org/privacy/20070927committstatement. pdf
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206( $'.-B-'-3(#+.$3L(#.(-2%8-&-'3(#H#S'13(*  Y8*&B6SH'3( &-&0-%1@(0+3(
3"-(#+.$3(%-1+631(H-%-(-G&#(-(B+06$8@ (#.(%-B*%3$';(*'(8*&B6$H'8-(H$3"(3"-(
B%$'8$B6-1("#1(0-($ 8+' 1913 ' 35Y(

Y*0(#66(3"-1-(Yo-#1* 1@ (H"$6-(H-(-'8*+9%6#; - (&*%-(%*0+ 1 Fd-=6B#3*%, (-22*%31@ (H-(
8*'3$'+-(3*("#G-(*+031(#0*+3(3"-(-22-83$G-'- 11 (*2(3"-(1-80-; +6#3*%, (2%6#&-H*%AC(
K1(*6 $'-(#.G-%3$1$';(0-8*&-1($'8%-#1%';6,(8*&B6-F(#'.(.#3#(8*66-83%*'(0-8*&-1(
&*%-( B-%GH#1$G-@( 1*;%-11(#.(3"-(Y:!( &+13( 13-B($'( 3*(-'1+%-( 3"#3( 8*'1+&-%(
$'3-%-131(#%-(2+66,(B%*3{83-.C

VIl.The Role of Congress

1%:06-11(1"*+6. (3HA-(#83$* (3*(#..%-11(3"-(1$; $2$818(BY%SG#8, (8*'8-%'1 (%#$1-.(0,(
0-"#G$*%#6(#.G-%3$16' ;4

K1(#(2$%13(13-B@ (H-(+%;-(3"-(1*&&$33--(3*("*6.(#(1-%$-1(*2("-#%$'; 1(3*(
-FH#&$'-(1B-8$2$8(#1B-831(*2(0-"#G$*06#6(#.G-%3$1$";,C()' (B#%3$8+6#%@ (H-(0-6$-G~(
3"#3(2+%3"-%($'G-13$;#3%* (*2(-H(&*.-61(*2(0-"#G S BYHG-%3$1$'; (+15'5(
)TU(#3#(SL(H#%Y# 3-. @ (#'.(3"#3(3"-(1*&&$33--(1"++6.(-FB6*%-("+H(8+%6%-'3(
6#H1(1+8"(#1(VIUK@(3"-(D$%-3#B(K83(#'.(3"-(1#06-(1*&&+'$8#3$* 1 (U*6$8, (
K83(#BB6,C(T-8* .#%, (+1-1(*2(0-"#G$*%#6(#.G-%3$1$';(BY%*2$6-1(2*%(B+%B*1-1(
*3"-0/0(3"H#' (EHUA-3FHE1*(.- 1-%G-(#..$3$*#6($'G-13$;#3$* (#'.(18%+3$', @ (#1(
*1(3"-(+1-(*2(1-' 1$3$G-($'2*%&H#3$*C(

S (18 &$33--(1"+6. (1-3(H(*#6(*2(- #83$';($'(3"-(-F3(,-#%(;--%o#6(
B%$G#8,(6-;$16#3%* (8*G-%$';(0*3"(3"-(*'6%'-(#'.(*226$'-(H*%66. 1C(17: ("#1(

6% (#%;+-.(2*% (158 B6-@(26-F$06-(0#1-6$'-(8*' 1+&-96(BY%SGH#S, (6-;$16#3%* (3"#3(
H*+6.(B%*3-83(8*'1+&-%1(2%*&($'#BBY%*B%$#3-(8*66-83%* (#'.(&$1+1-(*2(3"-$%(
B-0%1*#6($'2*%&H#3$* (H"$6-(-#06$';(6-;$358#3-(0+1$'- 11 (+1-(3*(B%*&*3-(
-8*+&$8(#'.(1*8$#6(G#6+-C()'(B%S$'8$B6-@ (1+8(6#3$* (H*+6.(8*.$2,(3"-(

2+ #&-'3HBL(*2(2#$%6($'2* % &H#3$* (BU#83$8-1@ (%6-P+$%$'; (3%#' 1B#%-'8, (#'.(
*3$8-(*2( . #3#(8*66-83%* (BY#83$8-1@ (B%*G$.$'; (8% 1+&-%1(H$3" (&-#'$';2+6(

8" $8-(%-:#%.$';(3"-(+1-(#. (. $186*1+%-(*2(3"#3($' 2*%E&H3$* @ (#66*HS':(
8*'1+&-%1(%-#1*H06-(#88-11(3*(B-% 1*#6($ 2*%&H#3$* (3", ("#G-(B%*GS$.-.@(
BY*G$.$';(%-&-.$-1(2*%(&S1+1-(*%(+#+3"*%$I-. (#88-11@ (#.(1-33%';(

13#' #%.1(3*(6$8$3(#3#(8*66-83%* (#'.(-'1+%-(#3#(1-8+%$3,C

(Y- -6 (:Y0#.-(F&&SLIS ("#1(BOH, -. (H("-6B2+6(%*6-($'(8*' 1 +&-%(

- +BH3S(-22%%31 (HY%*+'.(0-"HGSI#6(#.G-%3$1$; C(M+3($3(#61*(&+13(-F-%8%$1-(
$3L(H+3"4%6$3,(+'.-%6($3L(.-8-B3S* (#'.(+'2#$%'- 11 (S+%$1.$83$* (3*($11+-(

CEECCECCeeCeeeeaeeaeeeeeceeecceeeeeeeee(((C((

29 seePam Dixon The Network AdvertisgInitiative: Failing at Consumer Protection and at Self
Regulation(Nov. 2007) http://www.worldprivacyforum.org/pdf/WPF_NAI_report Nov2_ 2007fs.atlf

16-17.
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VIII.

-12%0h8-#06-(;+$.-6$'-1(2+%(0-"#G$* %46 (#.G-%3$1$";C(D-(#1A(3"-(1*&&$33--(3*(
13%*":6, (+%;-(3"-(*&&$11$* (3*(-F-%8$1-(3(2+66(&-#1+%-(*2($31(
-12%0p8-8&-'3(#+3"%$3, (*G-%(*'6$'-(#.G-%3$1$'; (BY#83H8-1C(

1%:0/6-11(1"*+6. (#6 1*(-F#&S'-(#.(13%-3"-'(-F$13$'; (8*&&+'$SH3$*'1(
B%$G#8,(6#H1(3*(8*G-%('-H(1-%G$8-1@ (3-8"+6*;$-1(#.(0+1$'-11(&*.-61(H$3"(
8*'1$13-'3(%+6-1C(VIUK(H#L(B#1(8*%-(3"# (QR(,-#%1(#;*@ (6*';(0-2*%-(
3"-%-(H#1(#(D*%6.(D$.-(D-0(#'.(3"-()'3-%'-3(0-8#&-($'3-;%6#3-.($'3*(

K&-%$8# 1E(#$6,(6$G-1C(:"-(#BB6$SBHIS* (*2(3"-(6#H (3*(8*&&* (*'6$'~(
#83$G$3$-1($'86+.$';(D-0(1-#%8" (%o-&H#S$'1(+'86-#%(#'.(3"-(6-;#6(B%*3-83$*'1($3(
BY%*GS$.1(249%(3"-(-*06&*+1 (#&*+ 31 (*2(B-%o 1 #6 (. #3#(13*%-. (*'6$'- (#%-(24%(
3**(6*HQ(
Y$#66,@(1*;%-11(1"*+6.(-'8*+%#;-(3"-(Y:1(3*($'G-13$;#3-("*H(3-8"*6*; (
8#'(0-("#%'-11-.(3*(;$G-(8* 1+&-%1(0-33-%(8*3%*6(*G-%(3"-$%(*'6$'-(

$' 2408 H3$ C(:"- (BHBA(*2(-22-83BBA%*6 1 (#'.(3"-(.$22$8+63, (3"#3(8* 1 +&-%1(
"HG-($'(-F-%8$1$';(8"$8-(#0*+3(3"-$%(BH%3$SSBHIS* ($'(*'6$'-(3Y#BAS'; (#'.(
3#%;-3$'; (HH#1(3"-(&*3$GH3$(0-"$".(3"- (= T*(W*3(: %#BA>(6$13($.-#(B%*B*1-.(
0,(17:(#.($-(*3"-%(8* 1+&-% (#.(B%$GH#8,  (; %+BICYK6E3"*+:"(3"- (
BY*B*1#6("#1(0--'(8*'3%*G-%1$#6@ (3"-($.-#(0-"$". (7*(W*3(:%#BA($1(0*3"(
1$&B6-(#'.($&B*%3# 34(BYU*G$.- (85 1+&-%1(H$3" (# (4B 1-@(3-8"*6*;, X

" +3%6#6@ (B-%1$13-'3(H#, (3*(*B3(*+3(*2(0-"#G$*%#6(#.G-%3$1$"; C(1*;%-11(
1"+6.(B%*&*3-(2+%3"-%(13+.,(*2(3"$1($#H(*3"-%($"*GH#3$G-(H#,1(3*(B+3(
8% 1+&-%1($'(8*3%*6(*2(3"-$%($' 2*%8&# 36+ C

Conclusion

)(H*+6.(6$A-(3*(3"# A(3"-(1*&&S$33--(#;#3$'( 2*%("*6.$';( 3"$1( $&B*%3# 3("-#%$';C(
D-(0-6$-G-(3"#3(1*:%-11("#1(#(8%$3$8#6( %*6-( 3*(B6#,($'(-'1+%$';( 3"#3( BU$GHS, ($1(
BY%*B3-.($'(#($'8%-#1%';6,(8*&B6-F(*'6$'-(#.G-%3$1$';(- G$%*'&-'3C(17:(6**A1(

250 H#%. (3*(H*%AS';(H$3"(3"-(1*&&$33--(#1($3(B+%1+-1(3"-1-($11+-1(24%3"-%C

CEECCECCeeCeeeeaeeaeeeeeceeecceeeeeeeee(((C((

30 SeePam Dixonet al,Consumer Rights and Protections in the Behavioral Advertising Sgtor2007),
http://www.cdt.org/privacy/20071031consumerprotectionsbehavioral. pdf
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CENTER FOR DEMOCRACY & TECHNOLOGY

Appendix A:

Simplified Illustration of a Traditional Online Ad Network

Y$;+%-(0(0-6*H(1"*H1(#(1$&B6$2G-Yo 15+ (*2(#(3%#.$3$+#6(*'6$'- (#.(-3H* %HAC(K.(
- 3H*%AL(8*3%#83(H$3" (#.G-%3$1-%1 (¥ (*-(1$.-(# .(B+06$1"-%1 (*(3"-(*3"-%C(:"- (
3H#A-(3"-(#.1(3"-,(%-8-$G-(2%*&(#.G-%3$1-%1 (#'.(&#38"(3"-&(3*(*B-'(#.(1B#8-1(*(
B+06$1"-%(1$3-1C

Advertisers

BUY Now!

Ad Network

- http://dogzblogs.com
—

Publishers !

"#$%68.1()
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Y$;+%-( Q( 1™ HL( "*H #( #.( -3H*%A( 8*66-831( .#3#( #0*+3( #( 8*1+& %E1( D-0(
#83$G$3$-1C( D"-'( 3"-( 8*'1+&-%( 2$%13( GS1$3L( #( B+06$1"-%( 1$3-( $'( 3"-('BH*WA(<TY
"*3-6)06-G$-HC8*&?@ (3"-(#.('-3H*%A( B6#8-1(#(8*AS$-(H$3"(#(+'$P+-()7(<0Q_"a?(*(

3"-( 8*'1+&-%E1( 8*&B+3-%C( D"-'( 3"-( +1-%( 1+01-P*36,( G$1$31( *3"-%( B+06$1"-%(
1$3-1( $'( 3"-( -3H*%A( <$'86+.$'( .*;106*:1C8*&( #.( 1*8$#6 X-3H*%AC'-32@( 3"~(

8 AS-( 8*3H$'S';(3"-()7( $L(#+3*&#3$8#66,( 3%# 1&$33-.( 3*(3"-(#.(*-3H*%AC(:"$1(
#66+H1(3"-(#.('-3H*%A(3*(A--B(3%#8A(*2(H"#3(1$3-1(3"-(8* 1+&-%("#1( G$L%$3-.(

0+$6. (#(0-"#G$*%#6(B%*2$6-(0#1-.(* (3"#3($'2*%&#3$* @ (6$'A-.(3*(3"-(8**A$-()7C

/

Cookie

ID = 12345
Ad Network

- http:/dogzblogs.com

(

"HEY&'*
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Appendix B:

An Overview of the Federal Wiretap Act, Electronic
Communications Privacy Act, and State Two-Party Consent Laws
of Relevance to the NebuAd System and Other Uses of Internet
Traffic Content from ISPs for Behavioral Advertising

July 8", 2008

[+8"(*2(3"-(8+'3-'3(*(3"-()'3-%"-3(<S+13(6$A-(8+'3-'3($'(-H1B# B-%1@(0%*#.8#13(
"M@ (%oH.$*(#'.(8#06-2($1(1+BB*%63-.($'(H"*6-(*%(B#%3(0, (#.G-%3$1$';(%-G-'+-C(:"-(
)'3-06'-3( *22-%1( 1B-8$#6( *BB*%3+'$3$-1( 3*( 3#%;-3( #.1( 0#1-.(*( 3"-( -FBY%-11-.( *%(
$'2-9%%-.($'3-%-131(*2(3"~($. $G$.+#6(+1-%C(:"-%o- (#%-(GH%S$*+1(&*.-61(2*%(.-6$G-%3$';(
3#%:-3-.(#.1( *6$'-C( :"-1-( %o#'-( 2%*&( 3"-( B+%-6,( 8*'3-F3+#6( <-G-%,*'-( H"*(

G$1$31( #( 3%#G-6( 1$3-( 1--1( 3"-( 1#&( #$%6$-( #.2( 3*( &*.-61( 3"#3( $'G*6G-(
8*&B$6$'; (3'2*%6&H#3$* (#0*+3(3"-(*6$'-(0-"#G$* 6 (*2($.$GS$. +#6()'3-%'-3(+1-%1@ (3%(
0-(+1-.($'(1-%G$";(3"-&(#.G-%3%-&-'31C(Y*%(,-#%1@(D-0(1$3-1("#G-(-'3-%-.($'3*(
#:%--&'31(H$3"(#.G-%3$13$'; (-3H*WAL(BE1-(=8**A$-1>(3*(3%H#BA($ . $G$.+#6(+1-%1(
#8%*11(D-0( 1$3-1($'(*%.-%( 3*( 8*&B$6-( B%*2$6-1C(:"$1(#BBY%*#8"("#1(#6H#,1(0--'@(
#.(%-&H#$ 1@ (#(1*+%8-(*2( B%$GHS, (8+'8-%' @ ($'0BBIAI(( 3"-(8* . +83(+1+#66,(

*88+961 (+'0-A*H'13(3*(&*13()'3-%"-3(+1-%1C(f-8-'3(.-G-6*B&-'31 @ ($'86+.$'(3"-(
&-%;-%1( 0-3H--'( *6$'-( 1-%G$8-( B%*G$.-%1( #'.( 1%&-( *2( 3"-( 64#%;-13( *'6$'~(
#.G-%3%$1$( -3H*%AL@( "#G-( "-$;"3--.( 3"-1-( 8*8-%'1C( :"-( !-'3-%( 2*%(
7-8&*8%#8, (9(:-8"*6*;,("#1(0--'( 8% . +83%";(#( &H#S*%( B%*S-83(*'( 0-"#G$*%#6(
#.G-%3$13$"; @ ($'(H"$8"(H-("#G-(0--'(%-1-#%8"$"; (0-"#G $*%#6 (#.G-%3$1$';(BY%#83$8-1@(
8*1+63$";( H$3"()'3-%'-3( 8*&BH#'$-1(#'.( B%SGH#S, (#.G*8#3-1@( .-G-6*BS$';( B*6$8,(
B%*B*1#61@(2$6$';(-F3-'1$G-(8*&&(83(3"-(Y:|@(#.(##6,1$($.+13%,( 1-62X

Vo-; +6#3%00,(;+$.-6$-1C

1 ( &-&*( 2*8+1-1( *( 3"-( $&BESBHISH1( *2( #( 1B-852$8( #BBYU*#8"( 3*( 0-"#G$+%6#6(
#.G-%3$1$"( 0-$( 8*'1$.-%-.( 0,( )'3-%'-3( #.G-%3$1$";( -3H*%AL( #'.( )'3-%"-3(
T-%G$8-( U%*G$.-9%1( <)TUL?C("$1('-H( #BBYG#6G-1(8*B,$'(#.($'1B-83%";(
3"-(8%3-'3(*2(-#8"($' . $G$.+#6E1()'3-%"-3(#83$G$3, (H$3"(3"-(8**B-%#3$* (*2("$1(*%(
") TUCY Z'.-%(3"$1('-H(&*.-6 @ (# (#.G-%3$1$'; (-3H*%A( 13%SA-1(#(.-#6( H$3" (#(
CEECCCCCCCCEEerrrrreeeccceceeeeeeeeeeee ((CCCCC

31See, e.gPeter WhoriskeyEvery Click You MakaVAsH. POST(Apr. 3, 2008),
http://www.washingtonpost.com/wp
dyn/content/article/2008/04/03/AR2008040304052.html?nav=hcmodule; Saul Ha®sBll, Tracking:
The Mother of All Privacy Battledl.Y. TIMES: BITs BLOoG (Mar. 20, 2008),
http://bits.blogs.nytimes.com/2008/03/204spckingthe-motherof-all-privacy-battles/?scp=1
b&sqg=the+mother+of+all+privacy+battles&st=nyt.
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)TU@(#.(3"-() TU(#66*H1(3"-('-3H*%A(3*(8*B, (3"-(8*'3-'31(*2(E%'.$GS.+#6(D-0(
396#22$8(13%-#&1(*2(-#8"(*2(3"-() TUEL(8+13*&-%1C(:"-(#.G-%3$1%$";("-3H*%A(##6,|-1(
3"-( 8*'3-'3( *2( 3"-1-( 3%#22$8( 13%-#&1( $'( *%.-%( 3*( 8%-#3-( #( %-8+%.( *2( -#8"(
$'.$GS$.+H#BEL(*6$-(0-"#G$* % L(#.($'3-%-131C(H3-%@ (#1(8+13*&-%1(*2(3"-() TU(1+%2(
3"-( D-0( #.( G$1$3( 1$3-1( H"-%-( 3"-( #.G-%3$1$;( ~3H*%A( "#1( B+%8"#1-.(
#.G-%3$1$"( 1B#8-@( 3"-,( 1--( #.1( 3#%;-3-.( O#1-.( *( 3"-$%( B%-G$*+1( )'3-%"-3(
0-"#G$*UC

W-0+K.( $1( *-( 1+8"( #.G-%3$1$";( '-3H*%A( 8*&B#',( *B-%#3$';( $'( 3"-( Z'$3-.(
T3#3-1C()'(3"-(B#13(2-H(&*'3"1@ (BB(8*&-(3*(6$;"3(3"#3(W-0+K.(H#L(B6#"S'; (3*(
B#%3'-%(H$3"(1"#%3-%(1*&&+'$S#3$* 1@ (#(8#06-(0%*#.0# . () TU@ (3*(8*'.+83(3%$#61(
*2( 3"-(W-0+K.( 0-"#G$*%6#6(#.G-%3$1$";( 3-8"*6*;,C( T-G-%#6(*3"-%( 1&#66-%()TUL@(
1+8"(#1(D$.-(5B-'(D-13(<D5Dj?@(!-'3+%,:-6@(V&OH#%P @ (#.(I*6%;, @ ("#G-(#61%(
#4+'8-( B6#'L( H$3"( W-0+K.( 3*( 3%$#6( *%( .-B6*,( $31( 0-"#G$*%#6( #.G-%3$1$';(
3-8"*6%;,C()'( %-1B*1-( 3*( 8*'8-%'1( %#$1-.( 0,( 1+018%$0-%1@ ( BY$GH#S, (#.G*8#3-1@(
#.(B*6$8,&H#A-%1@ ("#%3-%@(1-'3+%,:-6(#'.(V&OH#IUP("#G-(.-6#,-.(3"-1-(B6#'1@(

0+3( W-0+K.( #.( *3"-%( 158$6#96( 8*&B#'S$-1( #%-( B$'+$";( 3*( 1--A( -H()TU(
B#963'-0L

o +1-( *2( )'3-%'-3( 3%#22$8( 8*'3-'3( 2%*&( ) TUL( 2*%6( 0-"#G$*%#6( #.G-%3$1%$";( $1(
$22-%-'3(2%*&(3"- (=8 ADOH1-.(&*.-6($'(1$;'$2$8#'3(H#, L(#'.(Y%o#$1-1(+'$P+-(

8" 8 910X K&*;( *3"-%( .$22-%-'8-1@( $3( 8*BS$-1( #66( *%( 1+013#'3$#66,( #66( D-0(

3%6#' 1#83$* 1@( $'86+.%';( GS1$31( 3*( 1$3-1( 3"#3( .*( *3( +1-( 8**A$-1C( :"+1@( $3( &#,(
8#B3+%-("*3(*'6,( 8*&&-%8$#6(#83$GS$3,@( 0+3(#61*( GS1$31( 3*( B*6$3$8#6@ (#.G*8#8,@(*
%-6%;$%+1(1$3-1(*%(*3"-008*& &-%8$#6(1$3-1(3"#3(*(*3(+1-(8**A%-1C

)'(3"$1(&-&*@(H-(8%86+.-(3"#3(3"-(+1-(*2()'3-%'-3(3%#22$8(8*3-'3(2%*&() TUL (&%, (
Qort'( #25+6( *2( 2-.-%#6( H$%-3#B( 6#HL( +'6-11( 3"-( #83$G$3,( $1( 8*.+83-.( H$3"(3"~(
8+'1-'3(*2(3"- (1+018%0- %6 (:*(0-(-22-83$G-@(1+8"(8*'1-'3(+46.(*3(0-(0+%3$-.($'(
3-%&1( *2( 1-%G$8-( #'.( 1"+6.( *3( 0-( $'2-%%-.( 2%*&( #( &#$6-.( *3$8-C( D-(
%6-8*&&-".( B%$*%@( -FBY%-11( 8*'1-3@( 0+3( H-( *( *3( *22-%( "-%-( #',( .-3#$6-.(
06-8*&&-" #3$* 1(*'("*H( 3*(*03#$'( 1+8"(8*1-'3($'(# () TU(8*3-F3C(KB61*@( H-(

w3-( 3'#3( 3"#3( 3"-(1#6$2*%'SH( 6HH( Yo-P+$%%";( 8*'1-'3( *2( #66( 3"-( B#%3$-1( 3*( #(
8*&&+$8H3$* ("#1(0--'(#BB6S-.(0,(3"-(13#3-(T+B%-&-(1*+%3(3*(3"-(&*'$3*%$'; (

CEECCECeeCeeeaeeeeeeecceeecceaeeeeeee(((C((

%2 privacy concerns also apply advertisingbased models that have been developed for sersigel,as
email, that ride over ISP network3eeCDT Policy Post 10.6500gle GMail Highlights General Privacy
Concerng/Apr. 12, 2004), http://www.cdt.org/publications/policyposts/2004/6 (recommending express
prior optin for advertisingbased email sereg).

33 Additional questions have been raised under the Cable Communications PoliSgéRep. Edward

Markey and Rep. Joe Bartdretter to Charter Communications CEO in Regards to the ChawedruAd

Data Collection Schem@ay 2008),
http://markey.housgov/docs/telecomm/letter_charter_comm_privacy.pdthis memo, we focus on

issues arising under the federal Wiretap Act, as amended by the Electronic Communications Privacy Act.
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*2(3-6-B"*-(8#661(H"-'(3"-(&*'$3*%S$";($L( . *'-(#3(#(2#8$6$3, (*+31$.-(1#6$2*%'$#C
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#1(8* +83-.(2*%(0-"#G$*%#6(&*'$3*%S'; (B+%6B*1-1@ (0+3($2($3(*%6(#'*3"-%( DB#3-E1(#66
B#063, (8% 1-'3(%+6-(H-%-(#BB6%$-.(3*(+1-(*2()'3-%'-3(3$B2* % (0-"#G$*%#6(B%*2$6$'; @ (
$3(H*+6.(1--&(3*(B*1-(# ($'1+%&*+'3#06-(0#%%$-%(3*(3"- (BYH83$8-C

Wiretap Act

+) 11'&-#."1/&0-#1'&2!345506!78#-%9%":1,<'13056'562!0=!,%>2.&#>'&!
30?77%5#.46#052@!AB.'C6!/%&2%456!60!D#?#6'1!AB.'C8#052

- (2-.-%#6(D$%-3HB (KSBA(#&-"-.(0,(3"-(V6-83%* $8(1*& &+ $8#3$* 1 (U%SGHS, (

K83@( B%*3-831( 3"-( B%$GH#S,( *2( H$%-@( *%#6@( #((8BREBYBBH ' 1C (
=NV06-83%*'$8( 8*&&+'$B#3S*>( $1( .-28'-.( #1( =H#',( 3%#12-%( *2( 1$;'1@( 1$;'#61@(
H%$3$'; @ ($&#;-1@(1*+'. 1@ (H#3#@ (*%($'3-66%;-'8- W3 HIE (3%6#'1&$33-.($'(H"*6-(

*06( $'( B#%3( 0, #( H$%-@( %#.$*@( -6-83%*&#:;-3$8@ ( B"*3*-6-83%*'$8( *%( B"*3**B3$8#6(
1,13-&( C( Q@A D-0( 0%*H1$';(#.(*3"-%( )'3-%'-3( 8*&&+$BHI$*'1( #%-( 86-#%6,(
-6-83%*'$8(8*&&+ $8#3$* 1(B%*3-83-.(0,(3"-(D$%-3#B(K83C(

)'(6#+#:-( B-%3$'-'3( 3*( 3"-( &*.-6( +'.-%( 8*'1$.-%#3$* @( p( Qa00<_?(*2( 3"-( K83(
13#3-1(3"#3(=#(B-%1* (*%(-'3$3,(B%*G$.$';(#(-6-83%*'$8(8*& &+ $8#3$*'(1-%G$8-(3*(
3"-(B+0$8(1"#66(*3($'3-3$*#66,(.$G+6;-(3"-(8%3-31(*2(#,(8*&&+'$8#3$*1(C(C(C(
H"$6-( $'( 3%#'1&$11$*'( *( 3"#3( BLG$8-( 3*(#',( B-%1*( *%6( -'3$3,( *3"-%( 3"#'(#(
#..%-11--(*%($'3-".-.(%-8$B$-'3(C(QES)(

"-%-( #%-( -F8-B3$*'1( 3*( 3"$1( B%*"$0$3%*'( *'(.$186*1+%-@( 3H*(*2( H"$8"( &#,( O-(
%-6-G#'3("-%-C(5'-(-F8-B3$* (1B-8$2$-1(3"#3(=n$03(1"#66("*3(0-(+'6#H2+6(+".-%(3"$1(
8"#B3-%(2{9%(C(C(C(-6-83%*'$8(8*&&+ $8#3$* (1-%G$8-@ (H"*1-(2#8$6$3$-1(#%-(+1-.($'(
3"-(3%#'1&$11$* (*2(#n'0(C(C(C(-6-83%*'$8(8*8&+'$8#3$* @ (3*($'3-%8-B3@(.$186*1-@ (*%(
+1-(3"#3(8*8&+'$BH3S ($'(3"-(*Y6&H6(8*+061-(*2("$1(-&B6*, &-'3(H"$6-(-":#:-.(

$'(#,(#83$G$3, (H"$8" (H#E(=(11+/B#08=0-(& #'%o#'4(#/(&-0'0%&H# % TH B B(@0(

CEEECCCCeeCeeeaeeeeeeeceeecceeeeeeeee(((C((

3418 U.S.C. oo 2512522,
%1d. = 2510(12).

%d. @ 2511(3)(a). Lest thetee any argument that the disclosure does not occur while the

communications are Oin transmission,O we note that the Stored Communications Act (SCA) states that Oa
person or entity providing an electronic communication service to the public shall nonkhodivulge

to any person or entity the contents of a communication while in electronic storage by that dervice.O
2702(a)(1). We do not comment further here on the SCA because, in our judgment, the approach that has
been described so far clearly oives the divulging of communications Owhile in transmission.O
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BY%-6$3&8$#%%$6, (H"#3(=8*1-'3>(H*+6.(&-#($'(3"$1(8*3-BC

E)IF#6<ID#?#6'1!AB.'C6#052@!G56'&.'C6#05!G2!+920!/&0<#>#6'1

- (D$%-3#B(K83(%-;+6#3-1(3"-(=$'3-%8-B3$*'>(*2(-6-83%* $8(8*&&+ $8#3$+ 1C(:"~(
K83(.-2$'-1(=$'3-%8-B3>(#1(3"-(=#8P+$1$3$* (*2(3"-(8*'3-'31(*2(#',(q1(-6-83%*'$8(q(
8*&&+$BHIS (3"%*+;"(3"-(+1-(* 2(#,(-6-83%*'$8@ (&-8"# $8#6@ (*%o(¢:3" - C—<((

- D$%-3#B( K83( 0%*#.6,( 0#%1( #66( $'3-'3$*#6( $'3-%8-B3$*( *2( -6-83%*'$8

8+ & & +' $BHAF' 1CR(:"-(K83(-'+&-%#3-1(1B-8$2$8(-F8-B3$*'1(3*(3"$1(B%*"$0$3$*'C
\HH(-'2*068-8-'3(*22$8-%1 @ ( 2*%(-F#&B6-@ (#%-(#+3 %8 ¢B3($'3-%8-B3$*1(
B+01+#'3(3*(#(8*+%3(*%.-%C(Y*%() TUL(#.(*3"-%( 1-%G$8-(B%*G$.-%1@(3"-%- (#%-(3"%--
-F8-B3$*'1( 3"#3( &$;"3( 0-( %-6-GH#3C( :H*( H-( "#G-( &-'3$*-.( #6%-#.,4( 3"(
='-8-11#%,($'8$.-'3>(-F8-B3$*'(#.(#(8*'1-'3  (-F&- B3 CX(

K(3"$%.(-F8-B3$* @ (#BBEBB( 3*($'3-%8-B3$*'(0+3("*3(3*(.$186*1+%-@ (#%$1-1( 2%*&(
3"-(.-2$'$3$% (*2(=$'3-%8-B3@>(H"$8"($1(.-2$"-. (#1(#8P+$1$3$* (0, (#(=-6-83%*'$8@(
&-8"H#'$SHE@( *%( *3"-%( .-G$8-@>( H"$8"( $'( 3+%'( $1( .-28"-.( #1( =#',( .-G$8-( *%(
#BB#I6#3+1(H"$8"(8#' (0-(+1-.(3*($'3-%8-B3(#G/(C(C(-6-83%*'$8(8*& &+ $8HBGA (/4

"A+&r <HP(H#'(3-6-B"-(*%(3-6-:%#B"($'13%+&-'3@(-P+$B&-"3(*%( 2#8$6$3,@ (*%6(#(
8*&B*-'3( 3"-%-*2( C( C( C( <$$?2( 0-$";( +1-.( 0,( #( B%*G$.-%( *2( C( C( C( -6-83%*'$8(
8*& &+ $8H#3S (1-%G$8-($'(3"Vo/-0&+/BH=%%*/1(#% T#0' 14 (OBILIS 1 (B%*GSL1$(
3"+1(1-%G-1(3*(6$&$3(3"-(.-2$'$3$*(*2(=$'3-%8-B3@>(B%*G$.$";(H"#3($1( 1*&-3$&-1(
8#66-.(3"-(=3-6-B"*'-(-F3-'1$*'>(-F8-B3$* @(0+3(H"$8"(H-(H$66(8#66(3"-(=0+1$'-11(
+1->(-F8-B3$*'C

CEEECCCCeeCeeeaeeeeeeeceeecceeeeeeeee(((C((

371d. = 2511(2)(a)(i) (emphasis added). This analysis focuses on the capture of electronic communications
and definitions are abridged accordingly.

3 1d. @ 2511(3)(b)(ii).
31d. = 2510(4).
“01d. = 2511(1).
“11d. @ 2511(2).

“2 Separate from the consent provision for disclosure, the consent exception for interception is set forth in
18 U.S.C. & 2511(2)(d): Olt shall not be unlawful under this chapter for a person not acting under color of
law to intercept a[n] . . . electroniommunication where such person is a party to the communication or
where one of the parties to the communication has given prior consent to such interception . . . .0

*31d. @ 2510(5) (emphasis added).
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8*&&+'$8#H3$ ' L(H *+6.(%+ (#2*+6(*2(p(Qa00<0?<82(*%(p(Qa00<0?<.?@((%-1B-83$G-6,C

8)! <'171'.'224&H!G5.#1'56:!AB.'C6#05!/&0>4>9H!80'2!106!/' &?#6!6<'!
G56'&.'"C6#05!0&!8#2.902%4&10=13077?%5#.46#052!=0&!E'<4-#0&49!
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"-( D$%-3#B( K83( B-%8&$31( $'3-%8-B3$* (*2( 96*&B( 8*&&+$S#3$*1(H"-'(3"-(
#83$G$3, (3#A-1(B6#8-(#1(=#(-8-11#%, ($'8$.-'3(3*(3"-(%-".$3$* (*2(n3"-() TUEL0(1-%G$8-(
*0/p( 3*(3"-(BY%*3-83%* (*2(3"-(%$;"31(*%( B%*B-%3, (*2(3"-( B%*G$.-7a¢ %8 &4

' (6#33-%( BY%*:(8*G-061(#ABH&(#' .(#3$ XG$%+1( &+ $3* % . (2$63-%6$"; (#.(

GHYS +1( #BYott+.(#83$G$3$-1@( 0+3( 8#*3( 0-( -F3-'.-.( 3*(#.G-%3$1$';( #83$G$3$-1@(
H"$8"@ (H"$6-(3"-, (&, (-"#'8-(3"-(1-%G$8-(BY%*G$.-%E1(%-G-+-@(.*(*3(=B%*3-83>(
$31(%S$;"31C(1*+%31("#G-(8*13%+-.(3"-(="-8-11#%,($'8$.-'3>(B%*';( P+$3-863EhES
%-P+$%3$'; (#(1-%G$8-(BU*GS.-%(3*(1"*H(BHB(S3:-($'(3"-(#83$G$3,($'(*%.-%(
3*(8#96%, (*+3(®31$ - 11C ()3($1(+'6$A-6,(3"#3(3"-(8*B,$ @ (.$G-%1$* @ (*%(.$186*1+%-(
*2()'3-%'-3( 3%#22$8( 8*'3-'3( 2*%( O-"#G$*Yo#6( #.G-%63$1$";( H*+6.( 0-( 8*'13%+-.(#1(#(
='-8 -11#%,($'8$.-'3>(3*(# () TUEL(0+1$'-11C(1*'8-$G#06,@ (# () TU(8*+6.(#96; +-(3"#3(
$31( 0+1$"-11( $'86+.-.( 8*B,$";( $31( 1+018%$0-%1( 8*&&+$8#3$+ 1( #.( B%*G$.$'(

3"-&( 3*( 3"$%. ( B#%3$-1( 2*06( B+%B*1-1( *2( B6#8$";( #.G-%3%$1-&'31( *( D-0( 1$3-1(
+#22$6%#3-.( H$3"(3"-() TU@( B*BITU( H*+6.( BY%*0#06, ( "#G-( 3*( 13#3-( 3"#3( 3"#3(
0+1$-11(-F$13-.(#.(;-3(3"-(-FBY%-11(#;%--&-'3(*2($31(8+13*&-%1(3"#3(3"-,(H-%-(

CRECCECCeeCeeeaeeeeeeecceeecceeeeeeeee(((C((

“ See, e.gUnited States v. Rodriguez, 968 F.2d 1386 {2d Cir. 1992) (holding in context of telephone
communications that Owhen the contents of a wire communication are captured or redirected in any way,
an interception occurs at that timeO and that O[r]edirection presupposes intercéptieSite Plice

Litig., 888 F. Supp. 1235, 1267 (D. Conn. 1995) (stating in context of telephone communications that Oit is
the act of diverting, and not the act of listening, that constitutes an OQinterceptionO0).

4518 U.S.C. = 2511(2)(a)(i).

¢ SeeUnited States v. Guncilman, 418 F.3d 67, 82 (1st Cir. 2005) (en banc) (holding that service
providerOs capture of emails to gain commercial advantage OclearlyO was not within service provider
exception); Berry v. Funk, 146 F.3d 1003, 1010 (D.C. Cir. 1998) (holding inxtmfteelephone
communications that switchboard operatorsO overhearing of a few moments of phone call to ensure call
went through is a Onecessary incident,O but anything more is outside service provider exception).
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_(=0+1$'-11(+1->(-F8-B3$* @ (p(QaOR<a?<#?@(8*13%$831(3"-(.-2$'$3$* (*2(=.-G$8->(
#.(3"-%-0,('#%%*H1(3"-(.-2$'$3$* (*2(=$'3-%8-B3>($'(3"-(D$%-3#B(K83C(:"-%-(#%-(
3H*(P+-13$*1($'G*6G-.($'(#11-11$";(#BB6$8#0$6$3, (*2(3"$1(-F8-B3B*(F1-(*2(

)'3-06"-3( 3%#22$8( 8+3-'3( 2*%( 0-"#G$*%#6( #.G-%3$1$":4( <O?( H"-3"-%( 3"-( .-G$8-( 3"#3(
8*B$-1( 3"-( 8%3-'3( 2*%( .-6$G-%,( 3*( 3"-( #.G-%3%$1$"( -3H*%A( 8*13$3+3-1( #(
=3-6-B"*'-( *%( 3-6-:%#B"( $'13%+&-"3@( -P+$B&-"3( *%( 248$6$3,@ (*%6(#',( 8*&B*-'3(
3"-%-*2@>( #.(@?( H"-3"-%( #( )TUEL( +1-( *2( 3"-( .-G$8-( H*+6.( 0-( H$3"$'( 3"(
=*06.$'%#%, (8*+%1-(*2($31(0+1$'-{1C>

D-(H$66(.$18+11(3"-(=0+1$'-11(+1->(-F8-B3$* (#3(1*&-(6-";3"@(0-8#+1-(3"-%-("#1(
0--'( 8%'1$.-96#06-( .$18+11$*( #6%-#.,( #0*+3( H"-3"-%( 8*B,$:( *2( #( )TU(
1+018%$0-%E REB# $8#3$*'1( 2*%( 0-"#G$*%#6( #.G-%3$1$"( $1( #'( =$'3-%8-B3$*'>(
+.-9%(p(Qa00<0?(*2(3"-(D$%-3#B(K83C(J*H-G-%@(-G-'($2(3"-(0+1$'-11(+1-(-F8-B3$*(
#BB6$-.@( #()TU( H*+6.( *'6,( #G*$.( 6$#0$6$3,( 2*% 08 H=(1'0%8*2( -6-83%*'$8(
8*&&+'$8#3$1C( )3( H*+6.( 13$66( O0-( BBOS3-.( 2%*&( .$G+6:$:( 3"(
8*&&+'$8H#3F 1(*2($31(8+13*&-%1(3*(# (#.G-%3$1S$"; (-3H*WA(+'.-%(3"-( 1-B#Y%#3~(
1-83%*(*2(3"-(D$%-3#B(K83@(p(Qa00<_?@(H"$8"(13#3-1(3"#3(#(1-%G$8-(B%*GS$.-%(=1"#
*3( $'3-'3$#66,( .$G+6:-( 3"-( 8*3-"31( *2( #,( 8*&&+'$8#3$*( C( C( C( H"$6-( $'(

396# 1&$11$* (¥ (3"#3(1-%G$8-(3*(#,(B-%1* (*%(-'3$3, (*3"-%(3"# (# (#..%-11--(*%(
$'3-'-.(%-8$B$-'3( C(C(G*(:"-(0+1$-11(+1-(-F8-B3$*(.*-1("*3(#BB6,( 3*(3"$1(
Bo%*"$0$3$ (#:#$'13(.$G+6:$¢

K3(2$%13(;6#'8-@($3(H*+6.(1--&(3"#3(3"-(0+1$"-11(+1-(-FHBR$#BB6S8H#06-(3*(
3"-( 2#8$6$3$-1( *2(#()TU( 0-8#+1-( 3"-(-F8-B3$*(#BB6S-1( *'6,( 3*(#( =3-6-B"-(*%(
3-6-;9%#B"( $'13%+&-'3@( -P+$B&-'3( *%( 2#8$6$3,@( *%( #,( 8*&B*-'3( 3"-%-*2C>(
J*H-G-%@(3"-(8*+%31("#G-(%-8*'$I-.(3"#3(VIUK( H#1(&*3$G#3-.($'(B#%3(0,(3"-(
CEECCCCCCCCEEerrrrereeeccceceeeeeeeeeeee ((CCCCC

4718 U.S.C. = 2511(3)(a).

“8 By adopting two different exceptioRsOnecessary incidentO and Oordinary céueayress

apparently meant them to have different meanings. Based on our reading of the cases, the necessary
incident exception is narrower than the ordinary course excefitisrsignificant that the Onecessary
incidentO exception applies to both interception and disclosure while the Oordinary courseO exception is
applicable only to interception. This suggests that Congress meant to allow service providers broader
latitude inexamining (that is, Ointercepting® or OusingO) subscriber communications so long as they did
not disclose the communications to third parties. This permits providers to conduct a rargeusein
maintenance and service quality functions that do notwewdisclosing communications to third parties.
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B%*G$.-%EH+$B&-'3( *%( 2#8$6$3$)1A¢&-( *2( 3"-( 0-"#G$*%#6( #.G-%3$1$';(
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8*&&+'$8#3%*'1( *2( $31(8+13*&-9GT /#',(*2( 3"-( 8#1-1(#%S$1-($'( 1$3+#3$*'1(H"-%-(
-&B6*,- %1( #%-( &*'$3*%$";( 3"-( 8#661( *2( 3"-$%( -&B6*,--1( 2*%( B+%B*1-1( *2(
1+B-%G$1$* (#'.(P+#6$3,(#11+%#'8-C(=:"-1-( 8#1-1( "#G-('#%%*H6,(8*13%+-.(3"~(
B"%#1-(5*%.$'#%,(8*+%1-(021$ - 11E>(523-'(1+8"(8#1-1(#61*($'G*6G-("*3$8-(3*(
3"-(-&B6* --1(#'.($&B6$-.(8*'1-'3C  *4(5'-(8*+%3("#1(13#3-.(3"#3@(-G-'($2(#'(-'3$3,(
8*+6.( 1#3%$12,( 3"-( 0+1$-11( +1-( -F8-B3$* @( "*3$8-( 3*( *'-( *2( 3"-( B#%3$-1( 0-$';(
&*'$3*%-.(H*+6.(0- (%P+b. B(53"-%(8#1-1($'G*6G-(3"-(&*'$3*%$";(*2(B%S$1*'-%1C(

T*&-(8#1-1("#G-($'3-%B%-3-.(=*%.$#%, (8*+%1->(3*(&-# (@S (3"#3($1(+1-.($'(
="*00&H#6>( *B-%#3$*1C( "-( 7CIC( 1$%8+$3@( 2*%( $'13#'8-@( "#1( 1+;;-13-.( 3"#3(
&+'$3*%0$';( =+.-%3H#A-'( *%&H66,>( P+#6$2$-1( #1( 0-$';( H$3"$'( 3"-( =*%.$#%,(
8*+001-(*D+1$ - 11G+)'(3"-(8*'3-F3(*2(6#H(-'2*%8-&-'3(3#B$";(*2(3"-(B"*'-(8#66.1(
*2(BHL*-9%61@(3"-(W$'3"(#.(:-'3"(1$%8+$31("#G-(8*86+.-.(3"#3(1*&-3"$";($1($(
3"-(=*%.$'#%, (8*+9%1->($2($3($1(.*-(%*+3$-6,((8"" 183" 3 CY()3(&$;"3(0-(3"#3(

CEEECCCCeeCeeeaeeeeeeeceeecceeeeeeeee(((C((

*9S. Rep. No. 9%41, at 1 (1986)eprinted in1986 U.S.C.C.A.N. 3555, 3555,

0 Hall v. Earthlink Network, Inc., 396 F.3d 500, 505 (2d Cir. 2005) (quoting S. Rep. N&1 08t 8).
*1 United States v. Murdocl63 F.3d 1391. 1396 (64@ir 1995).

*2E.g.,James v. Newspaper Agency Cof®1 F.2d 579 (10th Cir. 1979).

>3 See, e.gAdams v. City of Battle Creek, 250 F.3d 980, 984 (6th Cir. 2001).

¥ Berry v. Funk, 146 F.3d 1003, 1009 (D.C. Cir. 1998) (workplace toong).

%5 SeeUnited States v. Van Poyck, 77 F.3d 285, 292 (9th Cir. 1996); United States v. Gangi, 57 Fed.
Appx. 809, 814 (10th Cir. 2003).
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8*+9631( H*+6.(;$G-(-P+#6(*%( ;%-#3-06( 6#3$3+.-(3*( 1-%G$8-(BY%*G$.-%1($'(&*'$3*%$';(
3"-$%('-3H* AL (3"#13 (H*+6.(;$G-(3*(&-%-(1+018%$0-%1 (*%(+1{%1C(

53"-0%( 8$%8+$3( 8*+0631( "#G-( +1-.(#( &*%-( 6$&$3-.( $'3-%B%-3#3$* @ (8+'86+.$';( 3"#3(
=+06.$'#%,( 8*+%1->( *'6,( #BB6$-1( $2( 3"-( .-G$8-( $1( 0-$';( +1-.( 3*( $'3-%8-B3(
8*&&+'$BH3SH 1( 2*0( =6-;$3&H3-(0+18$'-(To#1*' 1GA(KB63™+;"( 3"-(8*+%631("#G-(
*3(0--'(-'3$%-6,( 86-#%( #1( 3*(H"#3(3"#3( &-#'1@( 1*&-("#G-( 1+;;-13-.(3"#3($3($1(
&+8"(86*1-%(3*('-8-11$3,(3"#'(3*(&-%-(BY%* @33 C(5'-(2%-P+-'36, 8$3-.(8#1(
-FB6$8$36,("*6.1(3"#3(3"-(0+1$-11(+1-(-F8-B3$*(.*-1("*3(0%*#.6,(-'8*&BH#11(#(

8*&B #',E1(2$'# 8$#6(*%(*3"-%6(&*3$GH#3$* 14(=:"-(B" %ot 1-(s$'(3"- (*%.$#%, (8*+%61-(*2(
0+1$-11E(8#"*3(0-(-FB#'.-.(3*(&-#' (#',3"$"(3"#3($'3-%-131(# (8*& B# , G2y

W*%6&#6( BY%$'8$B6-1( *2( 13#3+3%%,( $'3-%B%-3#3$*'( H*+6.( %-P+$%-( 3"#3( 1*&(
$'.-B-"-'3(H-$;"3(0-(;$G-'(3*(3"-(  H*%.(=*%.$'#%, @>(1*(3"#3(3"-(-F8-B3$* (.*-1(
*3(-8*&BHLL(#,3"$' (¥~ (2*%(0+1$'-11(B+%6B*1-1C()3($1(+'86-#%@ ("*H-G-% @ ("*H(
&+8"(H-$;"3(8*+%31(H*+6.(;$G-(3*(3"-(H*%.(=*%.$'#%,>($'(#(%#B$.6,(8"#$";(
&HYA-3C()3(*-1("*3(1--&(3"#3(3"-( B"%#1-(=*%.$'#%, (8*+IR(Q+1$-11>(1"*+6.(
B%-86+.-( $"*G#3$* @( 0+3( 8*+%31( &S$;"3( %-2-%( 3*( B#13( B%#83$8-1( #'.( *%&H#6(
-FB-83#3$*'1(1+%%*+.$';(#(6$-(*2(0+1$-11(#'.(1B-8$2$8#66,(&$;"3(6**A(3*(H"#3(
8+13*&-%1("#G-(8*&-(3*(-FB-83C

M$-H-.(*-(H#, @ ($3( S1("#%. ( 3*( 1--("*H(3"-(8*B,$';(*2 (8*3-'3( 2*%( 0-"#G$*%6#6(
#.G-%3$1$" ($L(BHY3(*2(3"-(=*%.$'#%, (8*+%1-(*2(0+1$-11>(*2(# () TUC(K23-%(#66@(3"-(
)TU($L( *3( 3"-( *-( 3"#3( H$B6( 0-( +1$';( 3"-( 8+'3-'3( 3*( .-G-6*B( B%*2$6-1( *2( $31(
8+13*&-%1]( 3"-( B%*2$6$";( $1(.*-(0,( 3"-(#.G-%3$1%$";(-3H* %A@ ( H"$8"( .**3(
-G-'(.$186%1-(3*(3"-()TU( 3"-( B%*2$6-1( *2( $31( *H'( 1-+018%$0-%1C( <:"-( BY%*2$6-1( #%-(
BY6*BY%S$-3#%, (3*(3"-(#.G-%3$1$";(*-3H %A (# . ($3($1(8#%-2+6(*3(3*(.$186*1-(3"-&(3%(

# *-C2(mM-%, (2-H(<$2(#,2(*2(3"-(#.1(3"#3(#%-(B6#8-.(+1%$';( 3"-(B%*2$6-1( H$66( 0-(
#.1(2*9%(3() TUEL(1-%G$8-1](3"-, (H$66(0-(#.1(2*%(B%*.+831(#.(1-%G$8-1(8*&B6-3-6,(
+'0h-6#3-.(3*(3"-() TUEL(=*%.$'#9%, (8*+%1-(*2(0+1$'-11C>(/*%-*G-%@ (3"-(#.1(H$66(0-(

CEECCECCeeCeeeeaeeeeeeeceeecceaeeeeeee(((C((

¢ SeeArias v. Mutual Central Alarm Serv., Inc., 202 F.3d 553, 560 (2d Cir. 2000) (monitoring calls to an
centralalarm monitoring service).

*"See id(concluding that alarm company had legitimate reasons to tap all calls because such businesses
Oare the repositories of extremely sensitive security information, including information that could facilitate
access to thiecustomersO premisess®p alsdrirst v. Stark County Bd. of CommOrs, 234 F.3d 1268, at *4
(6th Cir. 2000) (table disposition).

*8 Watkins v. L.M. Berry & Co., 704 F.2d 577, 582 (11th Cir. 1983). Watkins states: OWe hold that a
personal call may not batercepted in the ordinary course of business under the exemption in section
2510(5)(a)(i), except to the extent necessary to guard against unauthorized use of the telephone or to
determine whether a call is personal or not. In other words, a personabgaltle intercepted in the

ordinary course of business to determine its nature but never its contents.O 704 F.2d at 583. This language
supports the conclusion that the business use exception could not cover wholesale interception of ISP
traffic, no more thn switchboard operators can perform wholesale monitoring of telephone traffic.

25(



?

B6#8-.(*'(D-0(1$3-1("#G$';("*(#22$6$#3%*'(H$3"(3"-() TUC(5'(3"-(*3"-%("#.@(3"-(
)TU(8*+6.( #9%6;+-( 3"#3( BHOX $31(0+1$-11( &*.-6 B#%3(*2( H"#3( A--B1($31( %#3-1(
B*Hr $1(.-%$GS';(%-G-'+-(2%*&($31(B#%3'-%1"$B(H$3" (#.G-%3$1$";(-FH*%ALC

(6-:$16#33G-("$13%06$-1(*2( 3"-( D$Y%-3#B( K83(#'.(VIUK(H-$;"(#:#$'13(#( 0%*#.(
%o-#.$;(*2(3"-(0+1$'-11(+1-(-F8-B3$*' C(:"%*+:"(3"-1-(6#H1@ (*;%-11($'3-".-.(3%(
89%6-#3-( #( 13#3+3%%,( %o-:$&-( ;--%#66,( #22*%.$';( 13%*";( B%*3-83$*'( 3*( -6-83%*'$8(
8*&&+'$BHISH1C (I %-11($'86+.-.(6$&$3-. @ (1B-8$2$8(#'.(.-3#$6-.(-F8-B3$*'1(2*%(
BHH( -'2*68-&-'3( #88-11( 3*( 8*&&+'$8#3S* 1@ ( #'.( *3"-%( 6$&$3-.@( 1B-8$2$8( #-.(
-3#$6-.( -F8-B3$*1( 3*( #66*H( 8*&B#'$-1( B%*G$.$';( -6-83%*'$8( 8*&&+ $8#3$+'1(
1-%G$8-( 3*( 8*.+83( *%6.$'#%,( 1,13-&( &H#$'3-'#'8-( #'.( *B-%#3$*#6( #83$G$3$-1C(
1%:06-11( ;#G-( -1B-8$#66,( "$;"( B%*3-83%*( 3*( 8*&&+'$8#3$+ 1( 8*'3-'3C(2( 3"-(
0+1$-11( +1-( -F8-B3$*'( 8#'(#BBR #',( 3$&-(#'()TU( $.-'3$2$-1( #(-H( %-G-"+~(
130%6-#8&( 3"#3( 8#'( 0-( 3#BB-.(3"+;"(+1-(*2($31(8+13*&-%1E( 8*&&+'$8#3$*1@( 3"$1(
8#%-2+6(13#3+3*0%0,(18"-&-(H*+6.(0-(1-%$*+16,(+'.-%&$'(.C

;<'I3052'56!AB.'C6#050!;<'13056'B6!F'#$<2!P'4-#9H!#5!"4-0&!0=!
+==#&?46#-'@'MEB5!3052'56!=&0?!G,/!,%>2.&#>'&2!

113 $1( #'( -FB6$8$3( -F8-B3$*'( 0*3"( 3*( 3"-( B%*"$0$3$* ( #:#$'13( $'3-%8-B3$';(
-6-83%6*'$8(8*&&+'$8H#3$* 1 (+'.-%(3"-(D$%-3#B(K83(#'.(3*(3"-( KBBE ®B'$0$3$* (
#:4#$'13(.$186*1$';(1+018%$0-%6(8*&&+'$8#3$ 1C(:"-(A-, (P+-13$*($14(I*H(1"*+6.(
8+'1-'3(0-(03#%"-.(2*9%(+ 1-(*2()'3-%'-3(3%#22$8(8*'3-'3(2*%(0-"#G $*%#6 (#.G-%3$1$';1(

I +0631( "#G-("-6.( $'( 3-6-B"F-( &*'$3*%$";( 8#1-1( +'.-%( 3"-( D$Y%-3#B( K83( 3"#3(

8+'1-'3(8 #'(0-($&B6$-.@(0+3(3"-%-(#%-(%-6#3$G-6,(2-H(8#1-1(1B-8$2$8#66, (#..%-11%';(
8*'1-'3(#'.(-6-83%*'$8(8*&&+'$8#3$* 1C(I*H-G-% @ ($'(8#1-1($'G*6G$';(3-6-B"*'~(
&*'$3*%$"; @ (*'-(8$%8+$3(8*+%3("#1(13#3-.(3"#3(8*'1-'3(+'.-%(3"-(D$%-3#B(K83(=$1(
"3( 3*( 0-( BHGHES-%ER BB . G K'*3"-0%( 8$%8+$3( 8*+%63( "#1( *3-.( 3"#3( 8*'1-'3(
=1"+6.( *3( B#L+#66,( 0 $ 2 Wo. SR( #'.( 3"#3( 8*1-'3( &+13( 0-( =#83+#B6@>( "*3(
=8%'13%6+83$GLR-3( #*3"-%( 8$%68+$3( 8*+963( "#1( 134#3-.4( =D$3"*+3( #83+#6( *3$8-@(
84 1-'3(8#(*'6,(0-($&B6S-.(H"-'(3"-(1+%%*+ .$:(8$  %8+&13#'8-1£%&.0&=0802,B

1 H( 3"#3( 3"-( B#%3,( A-H( #0*+3( #.( 8%1-3-.( 3*( 3" ( $ 3% BI' G
Y+9%3"-9%&*%-@( =A*H6-.;-( *2( 3"-£+1+CO,AB2( &*$3*0%$"( #6*'-( 8#"*3( 0-(

CRECCECCeeCeeeaeeeeeeecceeecceeeeeeeee(((C((

*9Watkins. 704 F.2d at 581 ("Consent under title 11l is not to be cavalierly implied. Title Il expresses a
strong purpose to protect individual privacy by strictly limitthg occasions on which interception may
lawfully take place.").

0 GriggsRyan v. Smith, 904 F.2d 112, 117 (1st Cir. 1990).

®1In re Pharmatrak, Inc. Privacy Litig., 329 F.3d 9, 20 (1st Cir. 206&);alsdJnited States v. Corona
Chavez, 328 F.3d 974, 978t Cir. 2003).

®2Berry v. Funk, 146 F.3d 1003, 1011 (D.C. Cir. 1998) (internal quotation omitted).
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8+'1%$.-%-.( $&B6$-. (8" 1-' 3L ( :"-( 8#1-1( H"-%-( 8*1-'3( "#1( 0--'( $&B6$-.(
$'G*6G-(G-%,(-FB6$8$3("*3$8-](&#',(*2(3"-&($'G*6G-(3"-(&*'$3*%$';(*2(B%$1*-%1E(
B"+'-(8#661E

11-'3($1(8%3-F3 Y0#1-.C()3($1(*-(3"$';( 3*($&B6,(8*'1-'3($'( 3"-(8*3-F3(*2(#(

BY%$1* (*0b(#(H*%AB6#8-@ (H"-%-("*3$8-(&EBM-1-'3-. (#1(B#%3(*2(3"-(.4#$6,(6%(
B%*8-11C()3($1(P+$3-(#*3"-%(3*($&B6, ($3($'(3"-(8*3-F3(*2(*%.$'#%, ()'3-%'-3(+1#;-(
0,(%-1%$.-'3$#6(1+018%$0-%1@(H"*@(0,(.-2$'$3%* @ (#%-(+1%";(3"-(1-%G$8-(2*%(B-% 1*'#6(
#.(¥23-("$:"6,(1-'1$3$G-( 8*&&+'$BHISH LC(1¥3$'+  -.(+1-(*2(#( 1-%G$8-(#23-%(#(
&H#$6-.( *3$8-( &$;"3(*3( 0-( -*+;"( 3*(8*'13$3+3-(8*1-'3C( ! -%3#$'6,@( &H$6$';(
*3$2$8#3$* (3%(3"-(0$66( B#,-%( $1( BY%*0#06,($'1+22$8%$-'3( 3*( B+3(#66( &-&0-%1(*2(3"-(
"h 4146, (H*(1"#%-(3"-()'3-%'-3(8*"-83$* (*(*3$8-C  (

M+ 1@($3( 1--&BH3(# (#11-%3$*(*2( $&B6$-.(8*'1-'3@ (H"-3"-%( *%6( *3( +1-%1(#%-(
BY%*GS.-.(# (*BB*%3+'$3,(3*(*B3(*+3(*2(3"-(1,13-& @ (H*+6.(&*13(6$A-6, (*3(1#3$12,(
3"-( 8*1-'3( -F8-B3$*'( 2*%( 3"-( 3,B-( *2( $'3-%8-B3$*'( *%6( .$186*1+%-( +'.-%(
8*'1$.-%6#3%* ("-%-C(VFB%-11( B%$*%( 8*4*BBS'(8*'1-'32( $1( 86-#9%66,( B%-2-%#06-(
#.( &#,( 0-( %-P+$%-.C( D"$6-( &-#$';2+6( *B3 X'( 8*'1-'3( H*+6.( 0-( 1+22$83$-'3@(
8*+9631(H*+6.(6$A-6,(0-(1A-B3$8H6(*2(HER 1513$';(&-%-6, (*2(#(86 S8R +:"(
#:9%--&'3 1 $C-C@(#( 1-3(*2(3-%&1( 3"#3( #( +1-%( #;%--1( BE'A£I6$8 XL8%--(
0+33*r $2($3(.$1B6#,1(8"#%#83-%$13$81(3,BSSH6(*2(1+8" (#;%--&-'31@(1+8" (#1(#(6#%;~(
#&*+'3(*2( 3-F3(.$1B6#,-.( $'( #( 1&#66( 0*F@( *( %o-P+$%-&-'3( 3"#3( 3"-(+1-%( 18%*66(
3"%*+;"(3"-(-'3$%-(#;%--&-'3@ (*%(3"-(*BB (B%*G$1$* (0+%$- . (#&*';(*3"-%(3-%&1(

*2(1- %68B- @ (

)'(%-;#%.1(3*(8*'1-'3@(3"-(&*.-6(+'.-%(.$18+11$* ("-%-($1(.$13$';+$1"#06-( 2%*&(
3"'-(+1-(*2(=8**A$-1@>( H"$8"(H-%-( 2*+".(3*(0-( B-%&$11$06-( 0, (#( 2-.-%#6(.$13%$83(
8*+%63( $'( #( QRRO( 8#1-( $'G*GGF+06 ! GBACY( )'( 3"#3( 8#1-@( 3"-( D-0( 1$3-1(
B#063$8$BHEN3"-(7*+06-16$8A(H#.G-%3$1$'; ('-3H*UA(H-%-(2*+'.(3*(0-(B#%3$-1(3*(

CEECCECeeCeeeaeeeeeeecceeecceeeeeeeee(((C((

83 Watkins, 704 F.2d at 58&ge alsdeal v. Spears, 980 F.2d 1153, 1157 (8th Cir. 1992) (holding that
consent not implied when individual is aware onlyt tm@nitoring might occur, rather than knowing
monitoring is occurring).

% OThe circumstances relevant to an implication of consent will vary from case to case, but the
compendium will ordinarily include language or acts which tend to prove (or disprexte) party knows

of, or assents to, encroachments on the routine expectation that conversations are private. And the ultimate
determination must proceed in light of the prophylactic purpose of Titke plirpose which suggests that
consent should not caally be inferred.O GriggRyan, 904 F.2d at 117.

% See, e.gSpecht v. Netscape CommcOns Corp., 306 F.3d 17 (2d Cir. 2002) (rejecting online arbitration
agreement because, among other things, site permitted customer to download product without having
scrdled down to arbitration clause and agreement button said only ODownloadO); United States v. Lanoue,
71 F.3d 966, 981 (1st Cir. 1995) (ODeficient notice will aimost always defeat a claim of implied

consent.O).

% n re DoubleClick Inc. Privacy Litig., 154.Bupp.2d 497 (S.D.N.Y. 2001).
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3"-(8*&&+'$8H3$1(*2(3"-()'3-%'-3(+1-%1(H"™*(G$1$3-.(3"*1-(1$3-1C(K1(B#%3$-1(3%(
3"-(8*8&+$8H3$ 1@ (3"-( D-0( 1$3-1( 8*+6.( 8*'1-"3( 3%(3"-(+1-(*2( 3"-( 8**AS-1( 3%(
8*66-83($'2*%&H IS (#0*+3( 3 B*&&+'$8H#3$H1C(I-%-@(*2(8*+%1-@(3"-() TUL(#%-(
*3( B#%3$-1( 3%( 3"-( 8*&&+'$8#3$+ 1( 0-$';( &*'$3*06-.( #'.( 3"-( $'3-%68-B3$*'( *%%(
$186*1+0%6-(-'8*&B#11-1(8*& &+ $8#3%* 1 (H$3"(1$3-1(3"#3(#%-("*3(&-&0-%1(*2(3"~(
#.G-%3$1$"( -3H*%AC(-%-2*%-@( 3"-( 1*+%8-( *2( 8*1-'3( & 0-( 3"-()TUEL(

$'.$G$. +#6( 1+018%$0-%1@ (#1($3(H*+6.(0-($&B*11$06-( 3*(*034#$'(8*'1-'3(2%*&(-G-%,(
1$';6-(D-0(1$3-(3"#3(-G-%, (1+018%$0-%(&#, (8*'8-$G#06,(G$1$3C

State Laws Requiring Two-Party Consent to Interception

+)1,9%7?24&H !

)'(#..$3%%( 3%( 3"-( 2-.-%#6( D$%-BB( K83@( #( &#S*%$3,( *2( 13#3-1( "#G-( 3"-$%( *H(
H$%-3#B( 6#H1@( H"$8"( 8#'( 0-( &*%-( 13%$;-'3( 3"#( 3"-( 2-.-%#6( 6#HC( /*13(
1$:'$2$8#'36,@ (3H-GIH3 11°(%-P+$%-(#66( B#%3$-1(3*(8*1-'3(3*(3"-($'3-%8-B3$* (*%(
%-8%06.$';(*2(8-%3#$'(3,B-1(*2(8*&&+$8H#3$* L (H"-'(1+8"($'3%8-B3$* ($1(.*-(0,(
#(BY%SGH3-(B#Y%3, (*3(+.-%(3"-(8*6*%(*2(6#HC

)'( 1-G-%#6( *2( 3"-1-( 13#8-2*%( -F#&B6-@( *"-83$8+3 3"-( #6@B#%3,( 8*1-'3(
%-P+$%-&-'3(#BB6S-1(*'6,(3*(3"-(%-8*%.$';(*2(*%#6( 8+ G-%1#3$*1C()'(*3"-%1@(3"-(
#6IBH%3,( 8*'1-'3( %+6-( -F3-.1( 3*( 0*3( G*$8-( #'.( .#3#( 8*&&+'$SH3IS*1C( Y*%(

F#8B6-@( Y6*%$.HEL( T-8+96$3,(*2( 1*&&+$8#3$*1( K83( &#A-1( $3(#(2-6*,(2*%(#' (
$.$GS$.+#6( 3*( $3-%8-B3@( .$186*1-@( *%( +1-( #,( H$%-@( *%#6@( *%( -6-83%*'$8|
8*&&+'$8H#3S@( +'6-11( 3"#3( B-%1*( "#1( *03#$"-.( 3"-( B%$*%( 8*'1-'3( *2( (#66

BHI8S 10 ( T$&$6#9%6,@( 3"-( )66$*$1( 13#3+3-( *( 8%$&SH6( -#G-1.%*BBS';( BY%*"$0$31( #(
B-%1*( 2%*&( =$'3-%8-B3n$;0@( %-3#$'n$0@( *%( 3%#'18%$0n$;( #'0( -6-83%*'$8(
8*&&+'$BH#3S'(+'6-11("-(.*-1(1*(C(C(C(H$3"(3"-(8*'1-'3(*2(#66(*2(3"-( B#%3$-1(3%(
1+8"(C(C(C(-6-8398"88% +' BHIF ' Gl (

"-( &*13( $&B*%3#'3( #6MHY63,( 8*'1-'3( 6#H( &#,( 0-( 1#6$2*%'SHE1@( 0-8#+1-( 3"-(
1#6$2%06' $#( T+B%-&-(1*+%3("-6.($'( QRR[( 3"#3(3"-( 6#H( 8#'( 0-(#BB6S-.( 3*(#83$G$3,(
*88+069%$"; (*+31$.-(3"-(13#3-C(

CEECCECeeCeeeaeeeeeeecceeecceeeeeeeee(((C((

" The twelve states are California, Connecticut, Florida, lllinois, Maryland, Massachusetts, Michigan,
Montana, Nevada, New Hampshire, Pennsylvania, and Washington.

8 Fla. Stat. @ 934.03(1).
911l Comp Stat. 5/141(a)(1).
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E)! 349#=0&5#4

- Ocle( #6$2*% ' $#( YGHLS( *2( U%SGHS,( KEBHA-1( 8%$&$#66,( 6$#06-( #'(

$ . $GS. +46(H"*(=5'3-"35*#66,(3HBL@ (*%o( &HA-L(#(+#+3%SI-.(8*"-83*(C(C(C(
*0o(H"* (H$662+66, (#'.(H3"+3(3"-(8* 1-'3(*2(#66/(B#%3$-1(3%(3"-(8*&&+$8#3$*(C(C(C(
%o-#.1@ (*%(#33-8B3L(3*(%-#.@ (*%(3*(6-#%'(3"-(8*'3-'31 (*%6(&24:8!(&-1 1#:-(C(C(
C(*%(8*&&+$8#3S* (H"$6-(3"-(148&-($L($'(3%# 1$3(*%(BHLLS"; (*G-%(#',(H$%- @ (65'-@ (*%(
84#06-@( *%( $1( 0-$';( 1-'3( 2%*8&@ ( *%( %-8-$G-.( #3( #',( BEHEERY0 H1CR )3(#61%(
~13#06$1"-1( 6$#0$6$3,( 2*%( #',( $.$G$.+#6( =H™(+1-1@( *%( #33-&B31( 3 £1-@( $'(
&#"-%(C(C(C(#($'2*%&H3$* (1*(*03HS'-.>(*%6( H™(#$.1(#,(B-%1*($'(+$,(3"- (

& - CY " GHH("#L( #( 1-B#%#3-( 1-83$*( 8%-#3$';( 6$#0$6$3,( 2*%( #,( B-%1*(
H#G-1.%*BBS$';(+B* (*%( %-8*%.$";(#( 8*'2$.- 3$#6( 8*&&+$8#3$+ (=$'3-'35+#66, (

# (H$3"*+3(3"-(8%1-3(*2  (#66(B#%3$-1@>( H"-3"-%( 3"-( B#%3%$-1(#%-(B%-1-'3($'(3"-(
1#8&-( 6*8#3$*( *06( 8*&&+$8H3$';( *G-%6( 3-6-%#B"@( 3-6-B"*-@( *%( *3"-%( .-G$8~(
<-F8-B3(@##4. ¢ Y

1+1-'3(8#'(0-($&B6S-.(*'6,($'(G-%, (6$&$3-.(83%8+&13#8-1C(:"- (1#6$2*%'$#(134#3(
1*+063(*2(KBB-#61("-6.($'6(%, (#."#M-+/C(B"#3(#(1+018%$0-%(3*(#(3-6-B"*'-(1,13-&(
$1(.--&.(3*("#G-(8*'1-'3-.(3%(3"-(3-6-B"+'-(8*&B#  E1(&*'$3*%$'; (*2("$1(8#661(
$2("-(+1-1(3"-(1,13-&($' (#(&H"-%(3"#3(%-#1*#06,(S+13$2$-1(3"-(8*&B#' E1(0-6$-2(
3"#3("-($1(C$*64#3%";("$1(1+018%$B3$* (IBHA3(-G-'(3"-'(3"-(8*&B#', (&, (*'6,(

&*'$3*0%0( "$1(8#661(3*(3"-(-F3-'3("-8-11#%, (2*%(BG 135 #3F' C(K'($.$G$.+#6(

8#'( &H#HS$'3HS'( #( *0S-83$G-6,( %-#1*#06-( -FB-83#3$*( *2( BY$G#S8,( 0,( -FB6$8$36,(
H$3""*6.$';(8*'1-'3(2*%(#(3#B-(%-8*%.$" ;@ (-G-'($2(3"-(*3"-% (BB, ("#1($'.$8#3-.(
#($'3-'38(3%(%-8*%.(3"- (8" & & +' BHF' C(

)( N(H&(BH "#<+ YoA%&H <AQ'4H 3+ &(BHBDLEIH3-(T+BY%-&-(1*+%3(#..%-11-.(3"(
8+'26$83(0-3H--'(3"-(1#6$2*0% SH(HEBI%3, (8 1-'3(13# #9%. (#'.(-*0%: $SHE 1 (H$Y%-3#B(
6HH@ (H"$8"($1(&*.-6-. (#23-06(3"-(4H6(*'- YBHWILIH . #9% C()3("-6.(3"#3@ (H"-%-(
H( =% $H#( 2$%8.( %-8*%.-. BHE61( &#.-( 2%6*&( $31( h-*06;$H#( *22$8-( 3*( %-1$.-'31( $(
1#6$2*06'$H@ (3"~ (1#6$2* %' SH(64#H (#BBE$-.C(:"-(8*+%63(1#$.(3"#3($3(H*+6.(0-(+ 2#$%(3%(
$&B*1-( #&H:-1( *( 3"( N-*%;$#( 23%&@( 0+3( BY%*1B-83$G-6,( 3"-( 8#1-( -22-83$G-6,(
%o-R$%-.( *+H2XL3H3-( 28%&L( "HGS'( 3-6-B"*'-( 888+ $8#3% 1( H$3"( B-*B6-( $/(
IHE$2*06'$H( 3%( #"+'8-( 3%( #66( BHI63S-1( #3( 3"-( *+31-3( 3"-$%( $'3-'3( 3*( %-8%. ( #(
CEECCCCCCCCEEerrrrereeeccccceeeeeeeeeeee ((CCCCC

0 Cal. Pen. Code = 631(a).

d.

21d. m 632(a). The statute explicitly excludes radio communications from the category of confidential
communications.

73275 Cal. App. 2d 119 (Cal. App. 1st Dist. 1969).
" Nissan Motor Co. v. Nissan Computer Corp., 180 F. SRgL089 (C.D. Cal. 2002).
539 Cal. 4th 95 (2006).
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8*&&+'$8#3$*'C(16-#%(*3$8-(#'.($&B6S-.(8*'1-'3(#%-(1+22$8%$-'852@ (#23-%(0-$';(
1*(#.G$1-.@ (#*3"-%(B#%3;(L(*3(H$1"(3*(B#%3$8$B#3-($'(3"-(8*' G-%1#3$* @ ("-(*%(
1"-(1$&B6,(&#,(.-86$-(3*(8*3$'+-(3"- (8*& & +' BHF' C=I((

3)

<'IG?C9#.46#052!1031#$%"&!

U (I-#9'-, ( 8#1-(#%*1-($'(3"-(8*'3-F3(*2(3-6-B"-(&*'$3*%$"; @ (#'.(3"-%-( $L(#(
%o-&HYAHOG-(6HBA(*2(8H#1-(6#H (#.1%:(H"-3"-%(3"-(1#6$2*%'$#(13#3+3-(#BB6$S-1(3%(
)'3-06'-3(8*&&+'$8#3$* 1C()2($3(.*-1@ (*%($2(3"-%-($1(*'-(*3"-%( 13#3-(3"#3(#BB6S$-1($31(
HEEBHY%3, (8% 1-'3(%+6-(3*(8* . +83(#22-83$)!8-%'-3(8*&&+'$8#3$*1( #8%*11(13#3-(
6$-1@(3"-'("*( BYH#83$SH6( 2*06&(* 2 BR " &#33-%( "*H(%*0+13@ (H*+6.( 1#G-(3"~(
BY%#83$8-(*2(8*B,$";()'3-%'-3(8*'3-'3( 2*%( 0-"#G$*96#6(#.G-%3$1$;C(:"#3($1@(-G-'($2(
3"-()TU(*'6,(8*B$-1(3"-(8*&&+'$8#3$+ 1(*2(3"*1-(1+018%$0-%1(3"#3(8*1-'3@ (#".(
3"-(&*$3*%$";(*88+%1(*'6,($'1$.-(#(*- dBH#Y%3,(8*1-'3( 13#3-@L( 1+ (#1(*-(*2(

3" 1-( 8+13*&-061( "#1(#( 8*&&+'$BHIS* (HB3"(#("* ¥8*'1-'3$";( B-%1*'( <*%( D-0(

1$3-2($'(# (#BBH#%3, (8% 1-'3(13#3-(3"#3(#BB6$-1($31(%+6-(3*($'3-%8-B3$*1(*88+%%S$';(
*+31$.-( 3"-( 13#3-@( 3"-( ) TU( H*+6.( 1--&( 3*( 0-( $'( S-*B#%.,C(:"-()TU( 8*+6.( "*3(

8¥'8- $GHO0B,( *034$'( 8*'1-'3( 2%*&( -G-%,( B-%1*( #'.( D-0( 1$3-( $'( 3"-( #6B#%3,(
8+'1-'3(13#3-C(W*%(8*+6.($3($.-'3$2, (<2*%(3"-(B+%6B*1-(*2(*03#$'$";(8*'1-'37(H"$8"(
B-*B6-(*%(D-0(1$3-1($31(*B35)(1+018%$0-%1(H*+6.(H#3(3*(8*&&+ $8#3-(H$3"($'(
#.GH#'8-(*2(3"*1-(8*&&+'$8  #3$*'1(*88+%6%%(;C

K(8*+'3-%GHS6S';(#%;+&-'3(8*+6.(0-(&#.-(3"#3(# (#66B#%3, (8% 1-'3(%+6-($1("*3(
#BB6$8#06-(3%(3"-(0-"#G$*%#6(#.G-%3$1$';(&*.-6@(1$'8-(3"-(B%*8-11(*'6,(8*B$-1(*%(
$G+6;-1(*-("#62(*2(3"-( 8*&&+'$8HI$* @('#&-6,(3"-("#62( 2%*&(3"-(8+*'1-'3%';(
1+018%$0-%6C(

Conclusion

" (BY#83$8-(3"#3("#1(0--'(.-18%8$0-.(3*(+1@(H"-%-0,(# () TU( &, (~'3-%($'3*(#
#:%--&-'3(H$3"(# (#.G-%3$1$;('-3H*WA(3*(8*B, (#.(##6,1-(3"-(3%#22$8(8*'3-'3(
*2(3"-()TUEL(8+13*&-%1@ (B*1-1(1-%$*+1(P+-13$* 1(+'.-%(3"-(2-.-%#6(DSUCTIH (K83
1--&1( 3"#3( 3"-( .$186*1+%-( *2( #( 1+018%$0-%EL( 8*&&+'$8#3$*1( $1( B%*"$0%$3-.(
H$3"*+3( 8*1-'3C( )'( #..$3%* @ ( -1B-8$#66,( H"-%-( 3"-( 8*B,$";( $1( #8"$-G-.( 0,( #(
~G$8-( *H'-.( *%( 8*'3%*66-.( 0,( 3"-( #.G-%3$1$";( -3H*%A@( 3"-( 8*B,$";( *2( 3"-(
8*'3-'31(*2(1+018%%$0-%(8*&&$8#3$+ 1(1--&1(3*(0-@($'(3"-(#01-'8-(*2(8*'1-'3@ (#(
BY%*"$0$3-.($'3-%8-B3$*' C(K22$%&#3$G-(-FB%-11(8*'1-'3@ (#.(#(8-11#3%$* (*2(8*B,$';(
+B*(H$3" . 96#H#6(*2(8* 1-'3@ (H*+6.(B%*04#06,(1#G-(1+8"(BY%#83$8-1(+'.-%(2-.-%#6(
6#H @ (0+3(3"-%-(&#, (0-(13#3-(6#H1(%-P+$UBHIBRS* 1-'3(3"#3(H*+6.(0-(&*%-(
$22$8+63(3*(1#3612,C

CEECCCCCCCCEEerrrrereeeccceceeeeeeeeeeee ((CCCC
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