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Chairman Akin and Ranking Member Bordallo, thank you for holding this hearing on 

cyber security, an issue of growing concern for consumers and businesses alike. CDT is 

pleased to have the opportunity to participate. 

 

CDT is a non-profit, public interest organization dedicated to preserving and promoting 

privacy, civil liberties and other democratic values on the Internet. CDT has been a 

widely recognized leader in the policy debate about the issues raised by spyware, 

phishing and related privacy threats to the Internet.  As we have worked to build trust on 

the Internet, we have been required to become experts on the large and growing range of 

cyber-security threats facing Internet users. I'll briefly touch on how home of those 

threats affect small businesses, individuals and anyone who relies on the Internet as a tool 

for communication and commerce.  

 

 
I. Growing Attacks Pose Threat to the Potential of the Internet 
 
In the 15 years since the birth of the World Wide Web, the Internet has fundamentally 

altered the way we interact. It has created unprecedented opportunities for enhancing 

democracy and civil liberties worldwide as well as providing fertile new ground for 

international commerce.  

 

The Internet levels the playing field for individual speakers and small businesses.  It is a 

cheap and effective way to reach around the world. There are factors that make the 

Internet unique among communications tools, but its strength has always been its open, 

decentralized, and user controlled nature.  

 
But that fundamental strength is also one of the Internet's greatest vulnerabilities. Just as 

networking and interconnectivity allow for unprecedented sharing of ideas, those factors 

also expose the medium to a virtually limitless source of new threats. The Internet today 

is being buffeted by unceasing torrent of viruses, spam e-mail, phishing scams and 

spyware. 

 



Individually, these attacks are dangerous enough, but taken together they have begun to 

chip away at the trust Internet users have in the medium.  This poses a grave threat to the 

Internet's continued growth. Recent studies have shown that viruses, spam, phishing and 

spyware have changed the way consumers and businesses use and view the Internet.  A 

recent study by the Pew Internet & American Life Project found that 91% of Internet 

users say they have made at least one change in their online behavior to avoid unwanted 

software programs.1 The National Cyber Security Alliance and AOL found that 24% of 

Americans believe that their home computer is ÒNot VeryÓ or ÒNot At AllÓ safe from 

hackers.2    

 

Declining trust in the Internet is a major concern to the broader potential of the medium 

for two reasons.  First, commerce on the Internet is dependant on mutual trust. For 

example, a recent survey by Consumer’s Union has indicated that 25 percent have 

stopped making purchases online, and 29 percent of have cut back on online purchases 

because of concerns about identity theft.3 Second, solutions suggested to solve many of 

the Internets ills would change the very nature of the Internet.  For example, some have 

suggested charging per email sent to cut down on spam, phishing and email spread 

viruses. While such a change may cut down on some types of problem emails, it would 

also drastically change the nature of emails to the detriment of small business, who can 

have unlimited communications with their partners for a set price today. Such changes 

could also have dangerous consequences for anonymous and pseudonymous political 

speakers in repressive regimes who, under the current e-mail structure, are able to 

broadcast their message to audiences around the world at no cost and with minimal 

censorship. 

 

To address these dangers, we must ensure both that  our proposed solutions get to the root 

                                                
1 Susannah Fox, Spyware: The threat of unwanted software programs is changing the way people use the 
internet,Ó Pew Internet and American Life, July 2005. 
http://www.pewinternet.org/pdfs/PIP_Spyware_Report_July_05.pdf 
2 AOL/NCSA Online Safety Study, December 2005 
 http://www.staysafeonline.info/pdf/safety_study_2005.pdf 
3 Consumer Reports ÒDo we trust the Internet?: Our poll f inds that Web users are increasingly wary and 
demanding,Ó October 2005. http://www.consumerreports.org/cro/personal-f inance/the-latest-information-
on-internet-user-trust-1005/overview.htm?resultPageIndex=1&resultIndex=10&searchTerm=identity-theft 



of the problem, and   that  those solutions don't inadvertently harm the essential nature of 

the medium. 

 
II. Financial Motivation for Attacks 
 
To reach these goals we must understand the motivation and character of the threats.  

Although popular portrayals of Internet criminals continue to focus on young hackers 

vandalizing Web sites or launching denial of service attacks to gain notoriety among their 

peers, most of the real threats today are driven instead by financial gain.4   

 

CDT has observed this evolution in our efforts to fight spyware.  In 2004, we filed a 

complaint with the FTC against Seismic Entertainment, a company that was hijacking 

computers, getting paid by software distributors to install pop-up advertising programs 

and then attempting to sell its victims software  to clean up the mess it created.  The FTC 

filed a case and when discovery documents were released the next year, we found that the 

head of Seismic had known that exactly what he was up to. ÒI figured out a way to install 

a [self-executable software program] without any user interaction,Ó he wrote to his 

partners in an email. ÒThis is the time to make the $$$ while we can.Ó5  

  

Unfortunately, criminals with this attitude are finding new ways to attack consumers and 

businesses on the Internet all the time.   

 
In particular, we have observed an increase in the following financially motivated 

attacks: 

1. Identity Theft including: 

• ÒPhishingÓ schemes in which  'spoofed' e-mails to lead consumers to counterfeit 

banking and e-commerce websites where they are prompted to divulge financial 

data such as credit card numbers, account usernames, passwords and social 

security numbers.  

                                                
4 Joris Evers, ÒHacking for Dollars,Ó C|Net.com, July 6, 2005.  
http://news.com.com/Hacking+for+dollars/2100-7349_3-5772238.html 
5 Federal Trade CommÕn. Mem. in Support of Leave to Name Additional Def.Õs. and File First Am. 
Compl., Att. A, Federal Trade CommÕn v. Seismic Entertainment Productions, Inc., et al, 04-377 (D. N.H.)  
 



•  ÒKeyloggersÓ and Òpassword crackersÓ are software often used maliciously by 

attackers to surreptitiously track users' online activities and steal sensitive data 

directly.  

 

2. Corporate Espionage using software designed to collect sensitive information. 

Such schemes are often funded by competitors.6 

 

3. Advertising software that provides popups have been a consistent source of 

funding for cyber criminals.  The adware companies pay distributors and 

individuals per installation.  As documented above in the Seismic case, this 

provides an incentive to install by ay means necessary.  It is also important to note 

that many adware companies receive ad revenue from legitimate Fortune 500 

companies who place pop-up ads through ostensibly legitimate distributors.7 

 

4. Spam schemes including those in which criminals hijack hundreds consumer and 

business computers and use them to send messages in a bid to avoid detection.8 

 

5.  CyberExtortion, such as that discussed in the Seismic case, where criminals 

hijack computers and then attempt to sell services to fix them or where corporate 

thieves steal information and hold it for ransom. 

 

It is important to note for this committee that all of these attacks have a magnified impact 

on small businesses.  Many small businesses suffer from  attacks aimed at both 

consumers and businesses.  Also, while large enterprises can afford spare capacity in the 

form of additional computers and servers, many small businesses don't have that luxury. 

                                                
6 One of law enforcementÕs biggest breaks in such a case came earlier this month Ñ  William Eazel 
ÒHusband and Wife Trojan Team Indicted,Ó SC Magazine, March 7, 2006. 
http://www.scmagazine.com/uk/news/article/544861/husband-wife-trojan-team-indicted. 
7 CDT is releasing a report on this phenomenon today entitled ÒWhere Does the Money Come From?: How 
Advertising Dollars Encourage Nuisance Adware and What Can be Done to Reverse the Trend.Ó  Please 
visit our Web site Ð http://www.cdt.org for more information. 
8 Dan I let, ÒMost Spam Generated by Botnets,Ó ZDNet UK, September 22, 2004. 
http://news.zdnet.co.uk/internet/security/0,39020375,39167561,00.htm 



When a computer goes down or is rendered unstable in a small business setting, the 

financial impact can be immediate and profound.   

 
We are beginning to see more attacks that rely on multiple techniques, also known as 

blended threats that are uniquely targeted to a specific type of user.  The New York 

Times recently reported that large gangs of criminals in Brazil and Russia are using virus-

like techniques to install password crackers that only work on certain bank Web sites.9  

This story demonstrates not only the new skills of the criminals, but also the international 

nature of the threat.  We have also seen an increase in techniques used to obscure 

nefarious programs.  All of these developments make this type of threat much harder to 

defend against. 

 
III. Conclusions 
 
While the growing threats are cause for concern, it is important to note that there are 

reasons to be hopeful. 

 

Computer security software, when utilized by consumers and business, has greatly 

improved protection.  For example, the NCSA/AOL study found that 80 percent of 

consumers had some kind of spyware on their computers in October 2004.  This number 

had dropped to 61 percent of consumers in December 2005.10  Since we continue to see 

the number of threats rise,11 this drop can only be explained by the growing quantity and 

quality of anti-spyware products. 

 

Because of the changing nature of the threats, it is important that these programs continue 

to improve.  In particular, computer security companies have done an excellent job 

finding problems and distributing information about whatever malicious program caused 

the problem, but they are only just beginning to look for programs that display signs of 

bad behaviors before those programs are known. 

                                                
9 Tom Zeller Jr., ÒCyberthieves Silently Copy as You Type,Ó New York Times, February 27, 2006, pA1. 
10 AOL/NCSA Online Safety Study, October 2004 
http://www.staysafeonline.info/pdf/safety_study_v04.pdf and AOL/NCSA Online Safety Study, December 
2005  http://www.staysafeonline.info/pdf/safety_study_2005.pdf  
11 Webroot Software, ÒState of Spyware Report 2005: The Year in Review,Ó February 2006.     



 

It is important that the knowledge gained by security companies be used in cooperation 

with law enforcement.  CDT continues to bring cases and we have had many security 

companies join our efforts and offer assistance to law enforcement, but we will need 

greater cooperation to continue to keep up with the criminals. 

 

Similarly, law enforcement must work better across borders.  The biggest breaks in cases 

have come when law enforcement follows the money trails to identify networks of 

criminals.  Sometimes this trail goes cold at the border because law enforcement does not 

have the tools to share information.  CDT believes that this type of sharing can both 

protect civil liberties and help lead us to the real criminals 

 

Finally, it is essential that we spend more time on where the money is coming from to 

motivate individuals to break the law for the fast infusion of funds.  Who is paying the 

corporate spy?  Do companies realize that they are advertising through spyware?  What 

are the products advertised in spam emails?  Answering these questions will not solve all 

cyber security problems, but it will cut off a significant flow of funds to many of the 

worst actors. 


