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Chairman Stevens and Ranking Member Inouye, thank you for holding this hearing on
spyware, an issue of serious concern for consumers and businesses alike. CDT is honored to
have the opportunity to speak with you today about spyware and the businesses behind it.

CDT is a non-profit, public interest organization devoted to promoting privacy, civil liberties,
and democratic values online. CDT has been widely recognized as a leader in the policy
debate surrounding so-called “spyware” applications.' We have been engaged in the
legislative, regulatory, and self-regulatory efforts to deal with the spyware problem and have
been active in public education efforts through the press and our own grassroots network.

As an organization dedicated both to protecting consumer privacy and to preserving openness
and innovation online, CDT has sought to promote responses to the spyware epidemic that
provide meaningful protection for users while avoiding overly burdensome regulation of
online commerce, software development, and business models. Last year we testified before
the Subcommittee on Communications on the issue of spyware, attempting to define the
problem and suggest the range of responses required to address it. Since that time, we have
worked closely with members of industry, other consumer advocates, legislators, and others in
government to more fully understand and begin to address this complex and important issue.
We look forward to continuing this effort with members of the Committee and others in
Congress and elsewhere.

' See, e.g., CDT's “Campaign Against Spyware,” http://www.cdt.org/action/spyware/action (calling on users to
report their problems with spyware to CDT; since November 2003, CDT has received hundreds of responses).
Center for Democracy & Technology, Complaint and Request for Investigation, Injunction, and Other Relief, in
the Matter of MailWiper, Inc., and Seismic Entertainment Productions, Inc., Feb. 11, 2004, available at
http://www.cdt.org/privacy/20040210cdt.pdf [hereinafter CDT Complaint Against MailWiper and Seismic]. Eye
Spyware, CHRISTIAN SCIENCE MONITOR Editorial, Apr. 21, 2004 ("Some computer-focused organizations, like
the Center for Democracy and Technology, are working to increase public awareness of spyware and its risks.”).
The Spies in Your Computer, N.Y. TIMES Editorial, Feb. 18, 2004 (arguing that “Congress will miss the point [in
spyware legislation] if it regulates specific varieties of spyware, only to watch the programs mutate into forms
that evade narrowly tailored law. A better solution, as proposed recently by the Center for Democracy and
Technology, is to develop privacy standards that protect computer users from all programs that covertly collect
information that rightfully belongs to the user.”). John Borland, Spyware and its discontents, CNET.COM, Feb.
12, 2004 (“In the past few months, Ari Schwartz and the Washington, D.C.-based Center for Democracy and
Technology have leapt into the front ranks of the Net's spyware-fighters.”)
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Summary

“I figured out a way to install an exe without any user interaction.
This is the time to make the $88 while we can.””

These two sentences, the body of an email uncovered by the FTC in its recent case against a
network of spyware purveyors, provide a rare window into the heart of the spyware problem.
The alarming spread of deceptive download practices and stealthy, nefarious applications is a
major threat to Internet users and to the long-term health of the open and decentralized
Internet. It is a threat that exists because of the massive quantities of money to be made
propagating these applications. Sanford Wallace, the spyware purveyor who wrote the lines
above, brought in at least $1.5 million from browser hijacking and deceptive software
downloads in 2003 and 2004.’

As a whole, spyware and its close cousin adware are a many million dollar industry.”
Deceptive and often clearly illegal software download practices are a regular part of the
business of many American companies operating in online commerce. These practices are
funded and incentivized through poorly policed download commission programs, programs
that, in turn, are funded by large, mainstream advertisers. The entire process is sustained
through a nearly impenetrable web of affiliate relationships that is used to deflect
accountability and frustrate law enforcement. Many of the companies involved, particularly
the advertisers, have no idea what is going on.’

CDT sees four major areas where action is necessary to combat spyware and stem the
disturbing trend toward a loss of control and transparency for Internet users: 1) enforcement
of existing law; 2) better consumer education and industry self-regulation; 3) improved anti-
spyware technologies; and 4) baseline Internet privacy legislation.

Carefully targeted, spyware specific legislation may also have a role to play. However, we
hope that such legislation is not seen as an alternative for baseline standards for online
privacy, now that many companies have expressed their support for such a goal. Privacy
legislation would provide businesses with guidance about their responsibilities as they deploy
new technologies and business models that involve the collection of information. It would put
in place a framework for addressing issues like spyware before they reach epidemic
proportions, rather than legislating reactively. Finally, privacy assurances in law would give
consumers some measure of confidence that their privacy is protected as companies roll out
new ventures.

? Federal Trade Comm’n. Mem. in Support of Leave to Name Additional Def.’s. and File First Am. Compl., Att.
A, Federal Trade Comm’n v. Seismic Entertainment Productions, Inc., et al, 04-377 (D. N.H.) [hereinafter FTC
Mem.]

? The FTC found that Wallace received nearly $700,000 from OptInTrade and over $900,000 from Mail Wiper,
Inc. and Spy Deleter, Inc. (FTC Mem. at 7, 10).

* One recent article cites estimates between $500 milliion and $2 billion. We believe these estimates are based
research by Esther Dyson and WebRoot, respectively. See Joseph Menn, Big Firms’ Ad Bucks Also Fund
Spyware, L.A. TIMES, May 9, 2005.

> See Menn, Big Firms’ Ad Bucks Also Fund Spyware.
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If we do not begin to think about privacy issues more comprehensively, the same players will
be back in front of this Committee in a matter of months to address the next threat to online
privacy and user control. We hope that we can address these issue up front, rather than
waiting for each new privacy threat to present itself.

1. What is Spyware?

No precise definition of spyware exists. The term has been applied to software ranging from
“keystroke loggers” that capture every key typed on a particular computer; to advertising
applications that track users’ web browsing; to programs that hijack users’ system settings.
Much attention has been focused on the surveillance dimension of the spyware issue, though
the problem is in fact much broader than that.’

What the growing array of invasive programs known as “spyware’” have in common is a lack
of transparency and an absence of respect for users’ ability to control their own computers
and Internet connections.

In this regard, these programs may be better thought of as trespassware. Among the host of
objectionable behaviors for which such nefarious applications can be responsible, are:

*  “browser hijacking” and other covert manipulation of users’ settings;

e surreptitious installation, including through security holes;

e actively avoiding uninstallation, automatic reinstallation, and otherwise frustrating
users’ attempts to remove the programs;

e substantially decreasing system performance and speed, in some cases sufficient to
render systems unusable; and

e opening security backdoors on users’ computers that could be used to compromise
their computers or the wider network.

Each of these behaviors was specifically documented by CDT or reported to us by individual
users frustrated by their inability to use their own systems. Although no single behavior of
this kind defines “spyware,” together these practices characterize the transparency and control
problems common to applications that warrant the “spyware” moniker.

2. The Spyware Business: Theory and Practice

While it is exceptionally difficult to obtain precise data on the prevalence of the spyware
problem, the best study done to date, conducted by AOL and the Nation CyberSecurity
Alliance, found that 80% of broadband and dial-up users had adware or spyware programs
running on their computers.” Based on consumer complaints we have received® and our own

% Some argue that the term “spyware” should be used exclusively for software that records and transmits
consumer information, whereas the broader category of nefarious applications that we call spyware should
instead be called “malware.” Regardless, the problem consumers face is the same: a flood of unwanted
applications, some of which collect information and some of which exhibit other objectionable behaviors.

" http://www.staysafeonline.info/news/safety_study v04.pdf

¥ When CDT first became involved in the spyware issue, we launched a “Campaign Against Spyware,” calling
on Internet users to send us their experiences with these invasive applications, as mentioned in footnote 1 above.
We indicated that we would investigate the complaints received and, where we believed appropriate, file
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research, CDT believes that the prevalence
of egregious spyware and clearly unlawful
violations has increased dramatically. Of
particular concern is the use of security holes
in web browsers to silently force software
onto users’ computers. Many Internet users
may simply be turning off the Internet in
response to these threats.’

At the heart of this problem is the affiliate-
marketing business model by which many
advertising applications (“adware”) are
spread. We want to take the opportunity in
our testimony today to highlight and explain
this issue, which has not been given
sufficient attention to date.

Adware companies have a superficially
simple business model: they provide a means
of support for free software programs similar
to the way in which commercials support
free television. Advertisers pay adware
companies a fee to have their advertisements
included in an adware program’s rotation.
The adware company then passes on a
portion of that fee to distributors in exchange
for bundling the adware program with other
free software—such as gaming programs,
screen savers, or peer-to-peer applications.
Finally, the consumer downloads the bundle,
agreeing to receive the advertising served by
the adware program in exchange for the free
software.

In fact, this simple description of how
distribution of adware and other bundled
software takes place is often a radical
oversimplification. Many adware companies
and other software bundlers operate through
much more complex networks of affiliate

The Adware Business Model (In Theory)
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arrangements, which dilute accountability, frustrate law enforcement efforts, and make it

complaints with the FTC. In our appearance before the Communications Subcommittee, we testified regarding
the dramatic response to our campaign. In the nine months since our last appearance, CDT has continued to
receive complaints through our online submission form. Among what are now hundreds of complaints, a total
which continues to grow daily, are regular reports of new spyware programs arising. See

http://www.cdt.org/action/spyware

? See, e.g. Joseph Menn, No More Internet for Them, L.A. TIMES, Jan., 14, 2005, at Al.



nearly impossible for consumers to understand what is going on.

The diagram below presents some of the actors and relationships in the online advertising
world as it operates in reality. These include:

* product and service vendors, who have contracts with adware vendors and advertising
brokers to distribute ads for their offerings;

* adware companies, who have multi-tier affiliate arrangements with other adware
companies, software producers, website owners, and advertising brokers;

* software makers and website owners, who enter into bundling and distribution
agreements with adware companies and advertising brokers, as well as with other
software makers and website owners; and

* advertising brokers, who serve as middlemen in the full array of affiliate
arrangements.

The consequence of ubiquitous affiliate arrangements is that when an advertisement ends up
on a user’s computer, it will be many steps removed from the advertiser who paid for it.
Similarly, the adware that is causing the ad will likely have been installed by a company that
is far down the chain from the adware developer themselves. The existence of this complex
network of intermediaries exacerbates the spyware problem in several ways. For example:

* Industry Responsibility — Adware companies, advertising brokers, and others all often
disclaim responsibility for deceptive spyware practices, while encouraging these

The Adware Business Model (In Practice)
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behaviors through their affiliate schemes and doing little to police the networks of
affiliates acting on their behalf. Advertisers, too, should be pushed to take greater
responsibility for the companies they advertise with."

* Enforcement — Complex webs of affiliate relationships obstruct law enforcement
efforts to find the parties responsible for spyware outbreaks. The complexity of these
cases puts an extreme strain on enforcement agencies, which struggle to tackle the
problem with limited resources.

e Consumer Notice — Adware companies and their affiliates have been reluctant to
clearly disclose their relationships in a way that is transparent to consumers. CDT has
suggested specific ways that adware companies could improve branding of their ads to
help consumers understand bundling arrangements.'' For the most part, companies
have resisted these changes.'> Efforts to bring transparency to the full chain of affiliate
and distribution arrangements have met with even greater opposition.

For these reasons, the affiliate issue has become a central aspect of the spyware epidemic.
Finding ways to effectively reform affiliate relationships will remove a linchpin of spyware
purveyors’ operations.

3. A Real World Example of the Spyware Business

In October of last year, the FTC began the first public enforcement action against purveyors
of spyware, a case against Sanford Wallace and his New Hampshire company Seismic
Entertainment.” The FTC’s lawsuit was based on a complaint filed earlier by CDT. In that
complaint, we specifically asked the Commission to investigate the affiliate relationships
between the parties involved. We highlighted the problem of affiliate relationships being
“exploited by companies to deflect responsibility and avoid accountability.”'* The FTC
pursued financial records and emails in the case, and its investigation has now given us a clear
picture of how the adware business model can go very wrong.

The facts in the Seismic case, from the consumer’s perspective, were as follows: An Internet
user browsing the web would go to any of a variety of online sports, gaming, or other sites
that carried banner advertising. The user would see an innocuous seeming banner
advertisement, often a public service ad. Unbeknownst to him, however, the banner contained
code that would launch pop-ups and change his homepage. The pop-ups and homepage
hijacking were triggered when the banner was loaded, whether or not the user clicked on it.
The next time the user opened his browser, he would be directed to a full page advertisement
for anti-spyware software. This offer to remove unwanted programs and pop-ups (for $30)

' Examples of steps in this direction include public policies by Dell, Major League Baseball, and Verizon
setting standards for what software companies they will advertise with. Similarly, Google has drafted a specific
public policy on what other applications it will bundle its utilities with. See
http://www.google.com/corporate/software principles.html.

' Center for Democracy & Technology, Comments to FTC Workshop on File-Sharing Workshop., Nov. 15,
2004.

"> WhenU, one of the large adware companies, recently introduced co-branding for some ads. WhenU is
currently the only adware company to co-brand.

1 Federal Trade Comm’n v. Seismic Entertainment Productions, Inc., et al, 04-377 (D. N.H.)

'“ CDT Complaint Against MailWiper and Seismic at 2.
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would appear even as adware programs were being silently installed on the user’s computer.
These programs would cause a barrage of pop-ups whenever the user surfed the web, they
would add a toolbar and new “favorites” to his browser, and they would deposit icons on his
desktop.

CDT traced the nefarious banner ads that triggered this whole chain of events back to Seismic
Entertainment. Based on CDT’s research and the FTC’s discovery, we now have a partial
picture of what was happening behind the scenes in the case. Our current understanding of the
network of affiliate arrangements is illustrated above—a map that would be confusing even to
many of the companies in it.

A. Placing the Spyware-Spreading Ads

Once Seismic developed code to change users homepages and stealthily install programs, the
company had to find a way to place this code in websites viewed by large numbers of Internet
users. To do this, Seismic incorporated the code into innocuous seeming banner ads, often
public interest ads as described above. Sesimic would then pay large advertising brokers to
incorporate the ads into their rotations. In the cases we know of, this was accomplished
through a bait and switch: the ad brokers would be shown one set of normal, uninfected ads.
Then at the last minute (and often over the weekend in order to make detection more difficult)
the benign ad would be switched with one that looked superficially identical, but contained
the infectious spyware code. In this way, the infected ads would appear on sites that had
agreements with the ad network, whether sports sites, gaming sites, or other popular online
destinations that used ad revenue to support their services.

-



Often Seismic would use a “front man” to further obfuscate the situation. We know that soon
after Seismic figured out how to silently install applications, the company contacted a
prospective partner, OptInTrade:

From: <MasterWebFanClub@aol.com>

To: jared@optintrade.com

Date: Sat, Mar-6-2004 4:51 PM

Subject: I DID IT

I figured out a way to install an exe without any user interaction. This is the time to make the
$$$ while we can.

Sesmic and OptInTrade agreed that OptInTrade would deal with the advertising networks.
When the networks discovered that the benign advertisements they had approved had been
replaced by malicious versions, OptInTrade would feign ignorance and lay the blame on its
upstream affiliate. In exchange for playing this role, OptInTrade would receive a portion of
Seismic’s revenues from the scheme. One exchange between Seismic and OptInTrade, laying
out this strategy, was uncovered by the FTC:

From: <MasterWebFanClub@aol.com>
To: jared@optintrade.com

Date: Fri, Nov-28-2003 12:37 PM
Subject: strategy

I do my sneaky shit with adv.com today through Sunday -- everyone’s off anyway.... You
then send an email to your contact early Monday AM saying the advertiser was unethical and
pulled a switch and you are no longer doing business with them... Then we stop buying
adv.com through you in any way.

We know from other emails that this strategy was in fact carried out. One ad network, a
company called CyDoor, complained to OptInTrade about the spyware infected ads that had
been placed through its network:

From: Bob Regular [mailto:bob@cydoor.com]

Sent: Sunday, December 21, 2003 12:45 PM

To: ‘Jared Lansky’

Subject: Please Terminate OptinTrade Online Pharmacy - Violated Agreementt

[...] traffic just informed me your launching pops from your banners that force change in you
homepage and stall your computer [...] I simply do not understand how this could happen
again.

In response, OptInTrade told CyDoor that the ads were “from a new advertiser” and that they
had “no idea how this is happening”:



From: Jared Lansky [mailto:jared@optintrade.com]

Sent: Sunday, December 21, 2003 9:25 PM

To: Bob Regular

Subject: RE: Please Terminate OptinTrade Online Pharmacy - Violated Agreementt

Hi Bob - The pharmacy campaign was a new advertiser with a new code set. When tested it
didn’t launch pops or change my homepage so I approved it to run with you. I have no idea
how this is happening [...]

In fact, OptInTrade knew exactly what was going on.
B. Sources of Funding: Adware Companies and Advertisers

Seismic’s infected banners made the company a surprising amount of money. Seismic’s
revenues came largely from per-install commissions paid by the adware companies. These
companies pay a set amount every time one of their affiliates installs their program. Seismic
would install the adware applications through its stealth process and then collect the
commissions— hundreds of thousands of dollars, based on documents uncovered by the FTC.

We know from records uncovered by the FTC and from CDT’s own research that the long list
of companies involved in the distribution chain for the adware applications installed by
Seismic included LoudMarketing,'” Integrated Search Technologies, ClearSearch, Mindset
Interactive, and 180 Solutions. We do not yet know the exact nature of these companies’
involvement or their level of knowledge about the scheme.

We do know, however, that in at least one case, the support for the adware came originally
from major online companies. 180 Solutions is paid by large travel sites, online merchants,
and others to serve advertisements for their services.'® In this case, a portion of those revenues
were passed onto a 180 Solutions distributor, Mindset Interactive. That company, either
directly or through other affiliates, paid Seismic for installations—installations that Seismic
would get through its devious infected banner ads.

In this way, large legitimate companies came to fund clearly illegal spyware distribution
practices. Because of the lengthy and complex chain of affiliates involved, they almost
certainly did so unintentionally and unknowingly.

4. Combating Spyware

Combating spyware—and the affiliate problems behind it—requires a combination of
aggressive law enforcement, private efforts, and legislation. Significant progress has already
been made since the spyware issue first began to receive national attention over a year ago,
but much ground still remains.

" LoudMarketing, a Canadian company also known as LoudCash, CDT Inc. (no relation to the Center for
Democracy and Technology), and a host of other names, was recently purchased by 180 Solutions.

' The two examples used in our chart, J.P. Morgan Chase and Disney, are taken from Menn, Big Firms’ Ad
Bucks Also Fund Spyware. We do not know conclusively (and it would be nearly impossible to determine)
whether these two companies were advertising with 180 Solutions during the precise time that 180 Solutions’
products were being covertly installed through Seismic. Rather, they are intended to serve primarily as examples
of the many large, mainstream companies that advertise through adware.
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A. Law enforcement

Much spyware is currently covered by Section 5 of the FTC Act, banning unfair and
deceptive trade practices, as well as by the Computer Fraud and Abuse Act or the Electronic
Communications Privacy Act. Spyware purveyors are also likely violating a variety of state
statutes.

The FTC’s case against Seismic et al., described in detail above, represents an admirable first
step in the enforcement effort. We applaud the Commission for its work on the case, which
has led to an injunction against further exploitative practices by Seismic, and the extensive
discovery regarding Seismic’s affiliates that we have described. We hope and expect that the
Commission will continue to pursue the web of affiliates in this case and to add defendants as
appropriate.

In addition, the Attorney General of New York recently brought a case against an L.A.-based
company, Intermix Media, alleging that the company had installed a wide range of advertising
software on home computers without giving consumers proper notice.'” CDT applauds the
Attorney General’s action, as state enforcement is badly needed in this area to supplement
federal cases.

Indeed, both the FTC and other national and state level law enforcement agencies must
actively pursue further cases. Both the number and frequency of cases must significantly
increase if law enforcement is to provide a significant deterrent to purveyors of spyware and
serve as a wake-up call to the many upstream companies that are currently partnering with
and funding these bad actors.

B. Self Regulation and Consumer Education

Consumer education and sound best practices for downloadable software are sorely needed.
Consumer protection bodies have a crucial role to play in educating consumers.

In addition, CDT has been contacting advertisers that are the root source of funding for
spyware. We are encouraging advertisers to take a hard look at their policies and affiliate
agreements. Companies should be actively creating and endorsing quality control policies for
advertising delivery, and they should refuse to partner with adware companies until those
companies clean up their acts, ensuring that all the users who get their ads have consented to
receive them.

C. Anti-Spyware Technologies

Spyware blocking and removal tools and other innovative forms of anti-spyware technology
are crucial components of consumers’ spyware protection.

In order to help advance anti-spyware technology, CDT convened a meeting in March with
industry leaders and others to discuss issues facing the anti-spyware industry, including those

17 See http://www.oag.state.ny.us/press/2005/apr/apr28a_05.html
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that impact the industry's ability to ensure user control and empowerment. The participants
shared their commitment to ensuring that users maintain control over what is on their
computers. The participants also agreed to work together to better educate consumers about
available tools and to develop shared terminology and approaches. Participants included:
Aluria; AOL; Computer Associates; EarthLink; HP; Lavasoft; McAfee Inc.; Microsoft; Safer-
Networking Ltd.; Symantec; Trend Micro; Webroot Software; Yahoo! Inc.; Samuelson Law,
Technology & Public Policy Clinic at Boalt Hall School of Law, UC Berkeley; Business
Software Alliance; and the Cyber Security Industry Alliance.

The group plans to meet again and will invite other consumer groups to join the effort as the
members create public working drafts that address the group’s chief goal of helping users and
organizations take back control of their computers.

D. Legislation

CDT has been supportive of legislative efforts against spyware, yet we also want to make
clear that there is only so much that new legislation can do. We endorse the idea of calling
specific attention to the worst types of deceptive software practices online as most of the
spyware bills do. Enforcement will be crucial to any legislative effort. Therefore, we are
strongly supportive of including powers for state Attorneys General. In addition, any
legislation must take care to ensure that the use of complex affiliate relationships, as outlined
above, will not enable responsible parties to avoid liability.

Senator Conrad Burns (R-MT), Senator Barbara Boxer (D-CA) and Senator Ron Wyden (D-
OR), should be commended for their leadership to accomplish these goals through the new
version of the SPYBLOCK Act (S.687). It marks a substantial step forward in addressing
many of the concerns of consumer groups and companies.

CDT also remains firmly committed to idea that a long-term solution to spyware and other
similar issues requires baseline online privacy legislation. Many of the issues raised by
spyware may be easier to deal with in this context. This approach will also help us head off
similar epidemics in the future, rather than reacting to them legislatively only after the fact.

Indeed, CDT hopes that the current effort on spyware can provide a jumping off point for
efforts to craft baseline standards for online privacy now that many companies have expressed
their support for such a goal. Otherwise, we will simply be back in this same place when we
confront the next privacy-invasive technology.

5. Conclusion

Users should have control over what programs are installed on their computers and over how
their Internet connections are used. They should be able to rely on a predictable web-browsing
experience and have the ability to determine what programs are on their computer and to keep
out those they do not want. The widespread proliferation of invasive software applications
takes away this control.
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Addressing the spyware problem at its root requires understanding and responding to the
problem of affiliate marketing. Industry self-policing and aggressive law enforcement by
federal and state authorities can help combat this phenomenon.

Continued consumer education, and improved anti-spyware tools are also key to giving
consumer control back over their online experiences. New laws, if carefully crafted, may also
have a role to play.

The potential of the Internet will be substantially harmed if the current spyware epidemic

continues. We look forward to continued work with this Committee to find creative ways to
address this problem through law, technology, public education and industry initiatives.
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