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Protecting children in theonlineenvironment is acritical god that should be shared by
al, paentsand policymakers dlike. Theleading studies assessing policies to promote online
child safety have all conduded tha promoting education Bto teach kidshowto stay safe onling,
and to teach parents howto protect therr kidsbisthe mog important step tha thegovenment
can take. The Center for Democracy & Technology (GCDTQ urges the Committee to focusits
attention on postive stepstha can promote child safety education.

CDT isan indgoendent, non-profit puldic interest policy organization in Washington, DC.
CDT@ missionisto develop and implement puldic policies to protect and advance individud
liberty and democratic values in new digital media. The Center achievesits gods throughpolicy
development, public education, codition building, and litigation.

Two Congressional Panels of Experts Concluded that Education Isthe M og
Critical Approach to Protecting Children Online.

Two expeat pands established by Congress to investigate how best to protect childrenin
the online environment conduded that the mog effective way to protect kidsonlineisto
combine education with theuse of filtering and other technology tools tha can empower parents
to decidewha content ther children should access.



As part of the Child Online Protection Act passed in 1998 (“COPA”), Congress
established the “COPA Commission” to “identify technological or other methods, if any, to help
reduce access by minors to material that is harmful to minors on the Internet.”' The
Commission, which was comprised of 18 commissioners from government, industry and
advocacy groups, representing a wide variety of political affiliations, evaluated and rated
protective technologies based upon various factors including their effectiveness and implications
for First Amendment values. The Commission issued a final report in October 2000.?

Wholly independent of the COPA Commission, Congress also instructed the National
Academy of Sciences to undertake a study of “computer-based technologies and other
approaches to the problem of the availability of pornographic material to children on the
Internet.” More than two years in the making, the National Academy released its study —
entitled “Youth, Pornography, and the Internet” — in May 2002.* The committee that prepared
the National Academy of Science report was chaired by former U.S. Attorney General Richard
Thornburgh, and was composed of a diverse group of people including individuals with expertise
in constitutional law, law enforcement, libraries and library science, information retrieval and
representation, developmental and social psychology, Internet and other information
technologies, ethics, and education.” Over the course of its two years of study and analysis, the
committee received extensive expert testimony, and conducted numerous meetings, plenary
sessions, workshops, and site visits.’

Both the COPA Commission and the Thombuigh Committee reached the same two
critical condusons (A) in lightof theglobd nature of thelnternet, crimind laws and other
direct regulationsof content ingppropriate for minors are ineffective, and (B) education and
parental empowerment with filtering and other tods are far more effective than any crimind law.

The Thornburgh Committee concluded that education and technology tools were the
critical components of a strategy to keep children safe online:

[T]he mog important finding of the committee is tha developing in children and youth
an ethic of respongble choice and skills for appropriate behavior isfounddiond for all

efforts to protect themN with respect to inappropriate sexudly explicit material onthe

Internet as well as many other dange's onthelnterngt and in thephyscal world. Sodal
and educationd strategies are central to such development, buttechnology and publc

! See COPA 1 5(c), 47 U.S.C. 1 231, note.

2 The CFinal Report of the COPA Commission,Oreleased on October 20, 2000, is available online at
http://www.copacommission.org/report/.

% pub. L. No. 105-314, Title IX, & 901, 112 Stat. 2991 (1998).

* See Nat® Research Council of the Nat® Academy of Sciences, O outh, Pornography, and the InternetO
(2002) (Orhornburgh ReportQ. The full report is available online at http://books.nap.edu/html/youth_internet/
(HTML form) or http://books.nap.edu/openbook/0309082749/html/index.html (PDF form).

® Thornburgh Report, at viii DXx.

® See Thornburgh Report, at x Bxi & appendix A.



policy areimportant as welIN and thethree can act together to reinforce each other®
vaue ...

;I"e'clhnology-b%d tools, such as[end-user] filters, can provide parents and other
responsble adults with additiond choices as to how best to fulfill ther responsbilities.”

And critically, the Thornburgh Report suggests that one should look beyond criminal laws for
governmental and public policy actions that would help to protect children. As the report noted,
“public policy can go far beyond the creation of statutory punishment for violating some
approved canon of behavior.”

Congress should follow the recommendaionsof these two blue-ribbonpands, and focus
its efforts on promoting education of children abou the Internet and the use of filtering tools by
parents to protect thar children. Attemptsto regulate Internet content directly, in contrast, will
beineffective and will raise significant conditutiond and policy concerns

. Effective and Congtitutional L egidative Proposals.

Since the Internet first became widdy available inthe early 1990s Congress has at times
soughtto directly regulate Internet content in the name of protecting children in theonline
environment. Thos efforts, however, have been repeatedly hdd by courts to violate the First
Amendment, and as aresult hasled to little other than the very significant expense of the
litigations Congressis not, however, withoutpower to make meaningful contributionsto the
protection of kidsonline, butit mug focusits efforts on conditutiond proposls tha will have
real and postive impacts.

Theblueribbonpand chared by former Attorney General Thombumgh specifically
congdered and advanced a wide array of alternative public policy recommendations. The
Thornburgh Report concluded, for example, that:

¥ Concrete governmental efforts to promote Internet media literacy and educational
strategies would yield superior results. Specifically, the Report suggests government
funding for the development of model curricula (such as that developed in the state of
Virginia), support of professional development for teachers, support for outreach
programs such as grants to non-profit and community organizations, and the
development of Internet educational material, including public service
announcements and Internet programming akin to that offered on PBS.*

¥ Government support of parents’ voluntary efforts to employ technological solutions
would be an effective approach to protecting children. While recognizing that user-
directed filtering technology is not perfect, the Thornburgh Report concludes that

" Thornburgh Report, at 365-366. The COPA Commission also analyzed the effectiveness of user-side filtering
and blocking technologies. The results indicate that filtering and blocking technologies are more effective for
protecting children (and less restrictive of First Amendment values), than crimina statutes. See Final Report
of the COPA Commission, at 8, 21, 25, 27.

8 Thornburgh Report, at 384-385.



filters (which may be installed directly on a computer by end-users or available as a
feature offered by an ISP) can have “significant utility in denying access to content
that may be regarded as inappropriate.™

CDT believes that the Thornburgh Report provides an effective roadmap to promoting
child safety online. Congress should promote education of children, and awareness by parents of
parental empowerment tools. CDT urges Congress to fund programs to promote media literacy
for both adults and children, which are themog effective way to protect children online And
critically, suppot for educationd programs needsto flow notonly to specialized non-profit
groups butalso to theschools and libraries that are themselves on the frontlines of teaching
children how to safely and effectively benefit from thewealth of information available on the
Internet. Compared to other counties, our investment in technology and media literacy is
inadequae and piecemeal in naure.

In additionto thecritical focuson education for bath parents and children, there are a
number of important additiond stepstha Congress can take to enhance child safety online. For
example, Congress could increase funding for direct prosecution of child pomogaphy and child
predation, and encourage foreign govenments to enhance ther efforts to comba child
pomography and exploitation.

I[Il.  Flawsin Recent Draft Legidative Language

A number of child safety bills have been introdueed in Congress this session,and CDT
has mog recently anadyzed the gamut of pending billsin areport released in February.'°

Amongthebills discussed by CDT intha andysisis S.49, introdued by Senaor Ted
Stevensin Januay 2007. Based on a draft tha has circulated within the policy community, CDT
undestandstha Senaor Stevensand other Committee members have significantly revised S.49,
and have addressed many of theconcernsand issuesthat CDT and others had raised aboutthe
bill asorigindly introdued. CDT commendsSenator Stevens Charman Inouye and other
members of the Committee for theimportant progress made on the draft.

CDT does, however, have concernsaboutcertain parts of therevised draft legidative
languaye

1. Givingthe FCC unprecedented and ill-defined authority to regulate the Internet:
Section 101 () of therevised draft bill would bethe first time Congress has empowered the FCC
to regulate providers of information services. Absence of regulation has been crudal to the
Internet@ success, and any departures from tha pdicy should be narrow and specifically defined

o Thornburgh Report, at 303. The COPA Commission also identified arange of governmental actions that it
believed would significantly contribute to the protection of children on the Internet. Significantly, the passage
and enforcement of new criminal laws (like the COPA statute) was not included in the Commission3
recommendations. Many of the Commission's recommendations are similar to those later made by the
Thornburgh committee. See Final Report of the COPA Commission, at 39-46.

10 &rhild Safety and Free Speech Issuesin the 110" Congress,OFeb. 15, 2007 (available at
http://www.cdt.org/speech/20070215freespeechincongress.pdf.
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by Congress. Givingthe FCC policymaking authaority in this areais paticularly troubling
because in other proceedings(e.g., CALEA), the FCC has demondrated a fundamental deafness
to conaernsaboutinnovaion onthelnternet. We bdieve the current FCC would befar too quick
to adoptwhaever proposls were advanced by law enforcement. Althoughwe certainly agree
tha fighting child pornography is an important god, we strongly bdieve tha the Committee
should bevery hesitant to authorize FCC regulation of theInternet.

If the Committee wishes to initiate an effort to identify new ways to fight child
pomogtaphy, then it could create a Gvorking groupOalongthelines of Section 102()(2) Pa
working groupthat containsrepresentatives of law enforcement, indudry, and thepublic interest
community. Thereisbroad conenaustha child pomography should be eradicated, and a multi-
stakeholder working groupwould befar more effective than the FCC at devising effective Band
conditutiond Bways to address the problem. Andif after such aconaultation legidation was
needed, this Committee could consder any proposis at that time.

2. Askingthe FCC to define Osdal networkingO(and Odat roomsOand
Ogberbullying®) Thereis absolutely no need to definethese terms. School administrators
don®need the FCC or anyoneelse to tell them what these terms mean, and the actud opeation
of therevised S. 49 would not beimpaired in any way by dropping section 203p) from thebill
entirdly. Conveasely, the FCC has no expertise making nuanced distinctionsbetween or policy
decisionsaffecting Internet content sites (such as soda networking sites and blogs.

Moreover, calingfor definitionsof Goda networkingCopens an enommouscan of
worms. In additionto the genera concernsaboutinviting the FCC into an ove'sight role over
Internet content/applications there is no plaugble (or congitutiond) way to distinguish socal
networking sites like MySpace from the vast mgjority of blog sites (induding theleading
political blog sites across the political spectrum). Both MySpace and blogsboth allow for user
profiles, and convasationsamongusers. At the same time, any hint of govenment interference
with blogswould draw firestorms of protest in theblogophee. By dropping theddinition
requirement, the Committee can wholly avoid these problems.

3. Focusing the " warning label working group” primarily on" voluntary labeling
initiatives': Theworking group proposd in Section 102({)(2) would be asked to assess
"voluntary labdinginitiatives," but the groupwould not betold to assess the extent to which
filtering of Gexudly explicitOsites can be successful even without labds. The overwhdming
majority of sexudly explicit sites already contain text and metatags containing the words " xxx,"
"pom," "sex," etc., and thusthos sites are aready easy to identify and block. Asfoundinthe
recent COPA casg, filtering software aready is effective at blocking sexudly explicit sites. It
does not make sense that the Committee would ask a working groupto assess a possible
"solution™ withoutalso assessing the undelying "problem."

4. Prohibiting the Placement of OSxually ExplicitOContent on the OHbme Paged:
As madeclear in therecent COPA decision, direct regulation of Internet content faces significant
conditutiond hurdles, many of which would beraised by this requirement. Thefocusof this
Committee should ingead be on promoting the education of child safety lessonsto both children
and adults.



5. Implying that the Internet isFar More Dangerous Than It Is. In a number of
places (induding Sections202(1) and 204), the draft overstates the amountof dange for
children tha exists onthelnternet. Thegreat majority of children haverich, rewarding, and safe
Dand completely lawful and conditutiondly protected Bonline experiences. As Dr. David
Finkdhor has explained, the people who are mog at risk onlineare also at risk offline Congress
should focusattention on addressing the undelying problemstha put children at risk in thefirst
place.

CDT appreciates this oppotunity to present its views to the Committee. We would be
happy to answer any further questionson this topic.



