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PREAMBLE (U)

The following Guidelines on national security investigations and foreign intelligence collection by
the Federal Bureau of Investigation (FBI) are issued under the authority of the Attomey General as
provided in sections 509, 510, 533, and 534 of title 28, United States Code. They apply 1o activities
of the FBI pursuant to Executive Order 12333 and other activities as provided herein. (U)
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Foliowing the September 11, 2001, terrorist attack on the United States, the Department of
Justice carried out a general review of existing guidelines and procedures relating to national securlty
and criminal matters. These Guidelines reflect the result of that review. (U)

INTRODUCTION (U)

These Guidelines generally authorize investigation by the FBI of threats to the national security
of the United States; investigative assistance by the FBI to state, local, and foreign governments in
relation to matters affecting the national security; the collection of foreign intelligence by the FBI; the
production of strategic analysis by the FBI; and the retention and dissemination of information resulting
from the foregoing activities. This includes guidance for the activities of the FBI pursuant to Executive
Order 12333, “United States Intelligence Activities” (Dec. 4, 1981). (U)

P

The general objective of these Guidelines is the full utilization of all authorities and investigative
techniques, consistent with the Constitution and laws of the United States, so as to protect the United
States and its people from terrorism and other threats to the national security. As Executive Order
12333 provides, ““[t]imely and accurate information about the activities, capabilities, plans, and
intentions of foreign powers, organizations, and persons and their agents, is essential to the national
security of the United States,” and “[a]ll reasonable and lawful means must be used to ensure that the
United States will receive the best intelligence available.” At the same time, intelligence gathering
activities must be carried out in a “responsible manner that is consistent with the Constitution and
applicable law,” and information concerning United States persons may be collected, retained, and
disseminated “only in accordance with procedures . . . approved by the Attomey General.” Executive
Order 12333, Preamble, §§ 2.1, 2.3. These guidelines should be implemented and interpreted so as to
realize as fully as possible the critical objectives of the Executive Order. (U)

The activities of the FBI under these Guidelines are part of the overall response of the United
States to threats to the national security, which includes cooperative efforts and sharing of information
with other agencies, including other entities in the Intelligence Community and the Department of
Homeland Security. The overriding priority in these efforts is preventing, preempting, and disrupting
terrorist threats to the United States. In some cases, this priority will dictate the provision of
information to other agencies even where doing so may affect criminal prosecutions or ongoing law
enforcement or intelligence operations. To the greatest extent possible that is consistent with this
overriding priority, the FBI shall also act in a manpner to protect other significant interests, including the
protection of intelligence and sensitive law enforcement sources and methods, other classified
information, and sensitive operational and prosccutorial information. (U)

SE%ET



SE}Q{ET

A. NATIONAL SECURITY INVESTIGATIONS (U)

These Guidelines authorize the investigation by the FBI of threats to the national security,
Matters constituting threats to the national security, including international terrorism and esplanage, are

identified in Part LA1. Parts [T and V of the Guidelines contain the specific provisions govermng the
conduct of investigations of these threats. (1)

The investigations authorized by these Guidelines serve to protect the national security by
providing the basis for, and informing decisions conceming, a variety of measures to deal with threats to
the national security. These measures may include, for example, recruitment of double agents and other
assets; excluding or removing persons involved in terrorism or espionage from the United States;
freezing assets of organizations that engage in or support terrorism; securing targets of terrorism or
espionage; providing threat inf9nnation and warnings to other federal agencies and officials, state and
local governments, and private entities; diplomatic or military actions; and actions by other intelligence
agencies to counter intemational terrorism or other national security threats. In addition, the matters
identified by these Guidelines as threats to the national security, including international terrorism and
espionage, almost invariably involve possible violations of criminal statutes. Detecting, solving, and
preventing these crimes — and in many cases, arresting and prosecuting the perpetrators — are crucial
objectives of national security investigations under these Guidelines. Thus, these investigations are
usually both “counterintelligence” investigations and “criminal” investigations. (U)

The authority to conduct national security investigations under these Guidelines does not
supplant or limit the authority to carry out activities under other Attorney General guidelines or pursuant
to other lawful authorities of the FBI. Thus, matters within the scope of these Guidelines, such as
crimes involved in international terrorism and the activities of groups and organizations that aim to
commit such crimes, may also be investigated under the guidelines for general crimes investigations and
criminal intelligence investigations. See the Attorney General’s Guidelines on General Crimes,
Racketeering Enterprise and Terrorism Enterprise Investigations, Part II (general crimes investi gations)
and Part IIL.B (terrorism enterprise investigations). Likewise, the authorization of extraterritorial
activities under Part ILE of these Guidelines overlaps at a practical level with other guidelines the
Attorney General has issued for extraterritorial criminal investigations and use of extraterritorial criminal
informants. The requirements under these Guidelines to notify FBI Headquarters and other Department
of Justice components and officials concerning the initiation and progress of investigations are intended
in part to ensure that activities pursuant to these Gu1delmes are fully coordinated with investigations and
activities under other authorities of the FBL. (UJ)

Part II of these Guidelines authorizes three levels of investigative activity in national security
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invesligations: (1) threat assessments, (2) preliminary investigations, and (3) full investigations: (U)

(1

2

Threat assessments.  To carry out its central mission of preventing the commission of terrorist
acts against the United States and its people, the FBI must proactively draw on availahle
sources of information to 1dentify terrorist threats and activities. It cannot be contenf to wait for
leads to come in through the actions of others, but rather must be vigilant in detecting terrorist
activities to the full extent permitted by law, with an eye towards early intervention and
prevention of acts of terrorism before they occur. (U)

Part ILA of these Guidelines accordingly authorizes the proactive collection of information
concerning threats to the national security, including information on individuals, groups, and
organizations of possible investigative interest, and information on possible targets of
international terrorist acfivities or other national security threats (such as infrastructure and
computer systems vulnerabilities). This is comparable to the authorization under Part VI of the
Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and Terrorism
Enterprise Investigations to engage in information collection for counterterrorism or other law
enforcement purposes without any more specific investigative predication

In addition to allowing proactive information collection for national security purposes, the
authority to conduct threat assessments may be used in cases in which information er an
allegation concerning possible terrorist (or other national security-threatening) activity by an
individual, group, or organization is received, and the matter can be checked out promptly
through the relatively non-intrusive techniques authorized in threat assessments. This can avoid
the need to open a formal preliminary or full investigation, if the threat assessment indicates that
further investigation is not warranted. In this function, threat assessments under these
Guidelines are comparable to the checking of initial leads in ordinary eriminal investigations.
See the Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Terrorism Enterprise Investigations, SubPart A of the Introduction. (U)

~




SE%T

Preliminary investigations may relate to individuals, groups, organizations, and possible crimin
violations, as specified in Part 1L.B.

al

Full investigations.

3)

vestigations, Investigations may relate 10 1ndi1viguals,

groups,
organizations, and possible criminal violations, as specified in Part I.B. Xy

art ILE of these Guidelines sets out conditions and approva
requirements for extraterritorial activities. As provided in Part ILE, these activities require a request
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from or approval of the Director of Central Intelligence or a designee. This requirement ensures that
exiraterritortal activities under these Guidelines are properly coordinated with other agencies in the
Intelligence Community, so that their authorities and capabilities are also brought to bear as appropriate
to protect the national security, consistent with Executive Order 12333 or a successor order., @’

The FBI may also provide assistance to state and local governments, and to foreign law
enforcement, intelligence, and security agencies, in investigations relating to threats to the national
security. Part Il of these Guidelines specifies standards and procedures for the provision of such
assistance. (U)

- B. FOREIGN INTELLIGENCE COLLECTION {8}

The FBI’s functions pursuant to Executive Order 12333 §§ 1.6, 1.14, 2.3, and 2.4 include
engaging in foreign intelligence collection and providing operational support for other components of the
U.S. Intelligence Community. This role is frequently critical in collecting foreign intelligence within the
United States because the authorized domestic activities of other intelligence agencies are more
constrained than those of the FBI under applicable statutory law and Executive Order 12333, (W)

Part IV of these Guidelines provides standards and procedures for the provision of such

assistance by the FBI to other federal intelligence agencies and the collection of foreign intelligence by
the FBL. (U)

LON STRATEGIC ANALYSIS (U)

Executive Order 12333 § 1.14(d) states that the FBI shall “[pIroduce and disseminate foreign
intelligence and counterinteiligence.” The Executive Order further provides, in § 1.1(a), that i
“[m]aximum emphasis should be given to fostering analytical competition among appropriate elements
of the Intelligence Community.” Given the magnitude and potential consequences of terrorist threats
and other threats to the national security, it is imperative that the FBI develop and maintain a strong
analytic capacity to identify, examine, assess, and appropriately disseminate information concerning
terrorist threats and to produce and disseminate other analysis relating to national security matters. )

Part VI of these Guidelines accordingly authorizes the FBI to examine and analyze information
to produce and disseminate foreign intelligence and counterintelligence. Part VI provides that the FBI
may draw on information from any source permitted by law in carrying out this analytic function, and
may supplement the information in its possession, for purposes of these analytic activities, through the
use of the methods authorized in threat assessments, such as obtaining publicly available information and
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D, RETENTION AND DISSEMINATION OF INFORMATION (U)

checking government records. (U)

Part VII of these GGuidelines requires the maintenance of adequate records and information
relating to investigations and other activities under these Guidelines, and provides standards for the
sharing and dissemination of information obtained in such investigations and activities. (U)

Part VII includes, in Subpart B.2, provisions for sharing of information and consultation with
other Department of Justice components, which reflect legal reforms and policies adopted by the
Attorney General following the September 11, 2001, terrorist attack. Consistent with legal norms and
standards of effective management, all relevant components, including the Criminal Division, relevant
United States Attorneys’ offices,and the Office of Intelligence Policy and Review, must be fully
informed about the nature, scope, and conduct of national security investigations and other activities
under these Guidelines. The Attomey General can most effectively direct and control such
investigations and activities only if all relevant Department of Justice components are able to offer
advice and recommendations, both strategic and tactical, about their conduct and goals. The overriding

need to protect the United States and its people from terrorism and other threats to the national security
requires a full and free exchange of information and ideas. (U)

I. GENERAL AUTHORITIES AND PRINCIPLES (U)

A.  GENERAL AUTHORITIES (U)

l. The FBI is authonized to conduct investigations to obtain information concerning or to
protect against threats to the national security, including investigations of crimes
involved in or related to threats to the national security, as provided in Parts Il and V of
these Guidelines. Threats to the national security are:

a. International terrortsm.

b. Espionage and other intelligence activities, sabotage, or assassination,
conducted by, for, or on behalf of foreign powers, organizations, or persons.

~
c. Foreign computer intrusions.

d. Other matters as determined by the Attorney General, consistent with Executive
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Order 12333 or a successor order. (U)

The FBIis authorized to assist state, tocal, and foreign governments as provided in Pant
111 of these Guidelines. (U) |

The FBI is authorized to collect foreign intelligence and o assist federal inteHigence
agencies as provided in Part IV of these Guidelines. (U)

The FBI 15 authorized to conduct strategic analysis as provided in Part VI of these
Guidelines. (U)

The FBI 1s authonized to retain and disseminate information collected pursuant to these
Guidelines as provided in Part VII of these Guidelines. (U)

USE O AUTHORITIES AND METHODS (U)

1.

Protection of National Security (U)

The FBI shall fully utilize the authorities provided and the methods authorized by these
Guidelines to protect the national security of the United States. (U)

Choice of Methods (U)

The conduct of investigations and other activities authorized by these Guidelines may
present choices between the use of information collection methods that are more or less
intrusive, considering such factors as the effect on the privacy of individuals and
potential damage to reputation. As Executive Order 12333 § 2.4 provides, “the least
intrusive collection techniques feasible” are to be used in such situations. It is
recognized, however, that the choice of techniques is a matter of judgment. The FBI
shall not hesitate to use any lawful techniques consistent with these Guidelines, even if

- intrusive, where the degree of intrusiveness is warranted in light of the seriousness of a

threat to the national security or the strength of the information indicating its existence.
This point is to be particularly observed in investigations relating to terrorism. (U)

Respect for Legal Rights (U) - ’

These Guidelines do not authorize investigating or maintaining information on United
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States persons solely for the purpose of monitoring activities protected by the First
Amendment or the lawful exercise of other rights sceured by the Constitution or Jaws of
the United States. Rather, all activities under these Guidelines must have a valid
purpose consistent with these Guidelines, and must be carried out in conformity with the
Constitution and all applicable statutes, executive orders, Department of Justice”
regulations and policies, and Attorney General guidelines. (U)

Relationship to Other Guidelines and Authorities (U)

a. The authority to conduct national security investigations and other activities
under these Guidelines supplements, and does not supplant or limit, the
authority to carry out investigations and other activities under other Attorney
(General guidelines or pursuant to other lawful authorities of the FBI. These
Guideliries accordingly do not limit other authorized law enforcement activities
of the FBI, such as those authorized by the Attorney General’s Guidelines on
General Crimes, Racketeering Enterprise and Terrorism Enterprise

JInvestigations. (U)

b, National security investigations and other activities under these Guidelines shall
be carried out in conformity with all applicable Executive Branch directives and
policies, including Intelligence Community directives and policies, relating to
coordination of intelligence activities, information sharing, or other matters. )

Maintenance of Records under the Privacy Act (U)

Under the Privacy Act, the permissibility of maintaining records relating to certain
activities of individuals who are United States persons depends in part on whether the
collection of such information is “pertinent to and within the scope of an authorized law
enforcement activity.” 5 U.S.C. 552a(e)(7). By its terms, the limitation of 5 U.S.C.
532a(e)(7) is inapplicable to activities that do not involve the maintaining of records
within the meaning of the Privacy Act, or that occur pertinent to and within the scope of
an authorized law enforcement activity. Activities authorized by these Guidelines are
authorized law enforcement activities for purposes of the Privacy Act. As noted in
paragraph 4. above, these Guidelines do not provide an exhaustive enumeration of
authorized law enforcement activities. Questions about the application of the Privacy
Act to other activities should be addressed to the FBI Office of the General Counsel or
the Department of Justice Office of Information and Privacy. (U)

S%ET
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DETERMINATION OF UNITED STATES PERSON STATUS (U)

In some contexts, these Guidelines provide different standards or rules depending on whether
investigations or other activities relate to a United States person or (o a non-United States
person. This Subpart shall be applied in determining whether an individual, group, or
organization is a United States person. (U)

1. Meaning of United States Person (U)

A United States person 1s:

a. an individual who is a United States citizen or an alien lawfully admitted for
permanent residence; '

b, an unincorporated assoclation substantially composed of individuals who are
United States persons; or

C. a corporation incorporated in the United States.

Notwithstanding the foregoing, a foreign power as defined in Part VIII.L.1.-3. of these
Guidelines is never to be considered a United States person, including any foreign
government or component thereof, any faction of a foreign nation or nations not
substantially composed of individuals who are United States persons, or any entity that
1s openly acknowledged by a foreign government or governments to be directed and
controlled by such foreign government or governments. (U)

S




Determination Whether Certain Groups are Substantially Composed of United
States Persons (U)

In determining whether a group or organization in the United States that is affiliated
with a foreign-based international organization is substantially composed of United
States persons, the relationship between the two shall be considered. If the U.S.-based
group or organization operates directly under the control of the international
organization and has no independent program or activities in the United States, the
membership of the entire international organization shall be considered in determining if
it is substantially composed of United States persons. If, however, the U.S.-based

group or organization has programs or activities separate from, or in addition to, those
directed by the internatiotal organization, only its membership in the United States shall
be considered in determining whether it is substantially composed of United States
persons. (U)

D. NATURE AND APPLICATION OF THE GUIDELINES (U)

1.

Status as Internal Guidance (U)

These Guidelines are set forth solely for the purpose of internal Department of Justice
guidance. They are not intended to, do not, and may not be relied upon to create any
rights, substantive or procedural, enforceable by law by any party in any matter, civil or
criminal, nor do they place any limitation on otherwise lawful investigative and litigative
prerogatives of the Department of Justice. (U)

SECRET
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2. Departures from the Guidelines (U)

Departures from these Guidelines must be approved by the Attomey General, the
Deputy Attorney General, or an official designated by the Attorney General. Ifa
departure from these Guidelines is necessary without such prior approval because of
the iinmediacy or gravity of a threat to the national security or to the safety of persons
or property and the need to take immediate action to protect against such a threat, the
Attorney General, the Deputy Attorney General, or an official designated by the
Attorney General shall be notified as soon thereafter as practicable. The FBI shall
provide timely written notice of departures from these Guidelines to the Office of
Intelligence Policy and Review. Notwithstanding this paragraph, all activities in all
circumstances must be carried out in a manner consistent with the Constitution and laws
of the United States. (U)

3. Interpretation (U)
All significant new legal questions as to the coverage and interpretation of these

guidelines will be resolved initially by the Office of Intelligence Policy and Review and
reviewed by the Deputy Attomey General or Attorney General as appropriate. (U)

I1. NATIONAL SECURITY INVESTIGATIONS (U)

The levels of investigative activity in national security investigations are: (1) threat assessments;
(2) preliminary investigations; and (3) full investigations. If the available information shows at any point
that the threshold standard for a preliminary investigation or full imvestigation is satisfied, then that level
of investigative activity may be initiated immediately, without progressing through more limited
investigative stages. (U)

The scope of authorized activities under this Part is not limited to “investigation” in a narrow
sense, such as solving particular cases or obtaining evidence for use in particular criminal prosecutions.
Rather, these activities also provide critical information needed for broader analytic and intelligence
purposes authorized by Executive Order 12333 and these Guidelines to protect the national security,
such as strategic analysis under Part VI, dissemination of information to other agencies in the
Intelligence Community under Part VILB, and dissemination of information to appropriate White House
officials under Part VII.B. Information obtained at all stages of investigative activity — threat
assessments, preliminary investigations, and full investigations — is accordingly to be retained and
disseminated for these purposes as provided in these Guidelines, or in FBI policy consistent with these
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Guidelines, regardless of whether it furthers investigative objectives in a narrow
sense. (L)

cr or more immedjate

A, THREAT ASSESSMENTS (U)




B. COMMON PROVISIONS FOR PRELIMINARY AND FULL INVESTIGATIONS
(U)

1. Circumstances for Opening an Investigation (U)

2. Authorization and Notice (U)
a. An FBI field office or FBI Headquarters may initiate a preliminary or full

investigation. A field office shall notify FBI Headquarters within ten working
days of the initiation by the field office of a preliminary or full investigation. The
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notice of initiation of a preliminary or full investigation, whether the investigation
s initiated by a field office or FBI Headquarters, shall identify the grounds for
the mvestigation

oy

b. FBI Headquarters shall provide the notice of the initiation of a preliminary or full
investigation to the Office of Intelligence Policy and Review and to the Criminal
Division, and the Office of Intelligence Policy and Review shall notify the
Attorney General and the Deputy Attorney General. The notice shall be
provided to the Office of Intelligence Policy and Review and the Criminal
Division within ten working days of receipt of the notice from a field office by
FBI Headquarters or initiation of the investigation by FBI headquarters. The
FBI shall also provide the notice of initiation to any relevant United States
Attomey’s office, subject to authorization by the Criminal Division in an
espionage case. Exceptions may be adopted to the requirements of this
subparagraph as provided in Part VIL.B.2.d. ()

c. The FBI shall notify the Deputy Attorney General if FBI Headquarters
disapproves a field office’s initjation of a preliminary or full investigation. (U)

Investigations of Groups and Organizations (U)
a. Preliminary and full investigations of groups and organizations should focus on

activities related to threats to the national securit , not on unrelated First
Amendment activities.




C. PRELIMINARY INVESTIGATIONS (U)

Initiation (U)

2, Approval Levels (U)

preliminary investigations may be approved by the Special Agent in Charge or, as
authorized by the Special Agent in Charge, by an Assistant Special Agent in Charge or
squad supervisor with responsibility for national security investigations. QS?'

3. Authorized techniques (U)

4,  Duration (U)
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D. FULL INVESTIGATIONS (U)

1. Initiation (U) -

2. Approval Levels (U)

All other investigations may be approved by the Specia
gent in Charge or, as authorized by the Special Agent in Charge, by an Assistant

Special Agent in Charge with responsibility for national security investigations. (Si)‘

3. Authorized techniques (U)




