THE SECRETARY OF STATE

THE ATTORNEY GENERAL
THE SECRETARY OF HOMELAND SECURITY
THE DIRECTOR OF CENTRAL INTELLIGENCE

MEMORANDUM OF UNDERSTANDING
ON THE INTEGRATION AND USE OF SCREENING INFORMATION
TO PROTECT AGAINST TERRORISM

(1) This memorandum represents the consensus view of the Secretary of State, the Attorney
General, the Secretary of Homeland Security, and the Director of Central Intelligence regarding
the implementation of Homeland Security Presidential Directive-6 (HSPD-6), dated

September 16, 2003, entitled “Integration and Use of Screening Information to Protect Against
Terrorism.” (1)

(2) Consistent with the President’s direction, the Parties to this Memorandum will develop and
maintain, to the extent permitted by law, the most thorough, accurate, and current information
possible about individuals known or appropriately suspected to be or have been involved in
activities constituting, in preparation for, in aid of, or related to terrorism (“Terrorist
Information™), and will, as described in this Memorandum:

(a) use that information to support screening processes at all appropriate opportunities;
(b) make accessible appropriate information to State, local, territorial, and tribal authorities to
support their screening processes and otherwise enable them to identify, or assist in identifying,

such individuals:

(c) host mechanisms, to the extent permitted by law, to support appropriate private sector
screening processes that have a substantial bearing on homeland security;

(d) host mechanisms, to the extent permitted by law, to support appropriate foreign government
screening processes that have a substantial bearing on homeland security;

(e) provide or make accessible appropriate information to foreign governments cooperating with
the United States in the war on terrorists of global reach; and

(f) ensure that these activities are carried out in a manner consistent with the Constitution and
applicable laws. (1)
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Terrorist Screening Center

(3) To implement the President’s directive, the Attorney General, acting through the Director of
the FBI, and in coordination with the Secretary of State, the Secretary of Homeland Security, and
the Director of Central Intelligence, will establish the Terrorist Screening Center to consolidate
the Government’s approach to terrorism screening and provide for the appropriate and lawful use
of Terrorist Information, in screening processes. (U)

{4) The Terrorist Screening Center will:

(a) maintain a consolidated terrorist screening database that is a continuously updated, sensitive
but unclassified subset of the Terrorist Information possessed by the TTIC, and the Purely
Domestic Terrorism Information (i.e., information about U.S. persons that has been determined
to be purely domestic terrorism information with no link to foreign intelligence,
counterintelligence, or international terrorism) possessed by the FBI;

(b) determine, for each entry in the consolidated terrorist screening database, which supported
screening processes shall query that entry, as described in paragraphs (15) through (24);

(c) ensure, consistent with applicable law, that appropriate information possessed by State, local,
territorial, and tribal governments, which is available to the Federal government, is considered in
determinations made by the Terrorist Screening Center;

(d) host mechanisms to support appropriate screening processes; and

(e) provide continual operational support to assist in the identification of persons screened and,
when an individual known or appropriately suspected to be involved in activities constituting, in
preparation for, in aid of, or related to terrorism, has been identified through a screening process,
facilitate, to the extent permitted by law, appropriate and lawful actions to be taken by
appropriate departments and agencies. (U)

(5) The Terrorist Screening Center will be headed by a senior U.S. Government official (the
Director of the Terrorist Screening Center), who will report to the Attorney General through the
Director of the FBI. The Director of the Terrorist Screening Center will be appointed by the
Attorney General, in consultation with the Secretary of Homeland Security, the Secretary of
State, the Director of the FBI, and the Director of Central Intelligence. The Principal Deputy
Director of the Terrorist Screening Center will be a senior official from the Department of
Homeland Security. (U)

(6) The Terrorist Screening Center will be staffed with assignees and other officials from the
Department of State, the Department of Justice, the Department of Homeland Security, and other
Federal departments and agencies that the Terrorist Screening Center supports. The Director of
Central Intelligence, acting in his capacity as statutory head of the Intelligence Community, may
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also determine that assignees of other appropriate agencies, within the Intelligence Community,
will be made available to perform appropriate duties at the Terrorist Screening Center. (U)

(7) Personnel assigned to the Terrorist Screening Center will have appropriate access to the TTIC
database and any relevant intelligence information necessary to perform the Terrorist Screening
Center’s functions. To the extent required by law, the Parties to this Memorandum may jointly

- determine the circumstances under which personnel from the Intelligence Community, assigned
to the Terrorst Screening Center in accordance with paragraph (6), may participate in the
functions of the Terrorist Screening Center relating to U.S. persons. (U)

(8) The Director of the Terrorist Screening Center will establish necessary procedures and
safeguards to ensure the Terrorist Screening Center’s functions are carried out in a manner
consistent with the Constitution and applicable laws, including, but not limited to, procedures to:

(a) address the repeated misidentification of persons in any U.S. Government screening process;

(b) regularly review information, and to promptly adjust or delete erroneous or outdated
information; and

(c) protect personal privacy. (U)

(9) Consistent with the President’s directive, the Secretary of State, in consultation with the
Secretary of Homeland Security, the Attorney General, and the Director of Central Intelligence,
and working with the Director of the Terrorist Screening Center, not later than 180 days from
today, will recommend to the President through the Assistant to the President for Homeland
Security and the Assistant to the President for National Security Affairs, a proposal for
cooperating with certain foreign governments (beginning with those countries for which the
United States has waived visa requirements) to establish appropriate access to terrorist screening
information of the participating governments, in a manner consistent with each government’s
laws, and to provide operational support to the participating governments. (U)

Terrorist Threat Integration Center (TTIC) Identities Database

(10) The TTIC database will include, to the extent permitted by law, all information the U.S.
government possesses related to the identities of individuals known or appropriately suspected to
be or have been involved in activities constituting, in preparation for, in aid of, or related to
terrorism, with the exception of Purely Domestic Terrorism Information. (1))

(11} As directed by the President, and to the extent permitted by law, Federal departments and
agencies will provide to the TTIC on an ongoing basis all relevant Terrorist Information in their
possession, custody, or control, with the exception of Purely Domestic Terrorism Information,
which will instead be provided directly to the FBI. Departments and agencies will continue to
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