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Recently, Charman Specter circulated a new subditute to theNSSA (S. 2453) Thenew
subditute is marked HEN06608,and this andysis is based on the MS Word draft named
CBpecter Subdituteto S.2453 511.06.dodO(Qhe 5/11 subdituteQ.

The 5/11 subdgitute would eliminae checks and badances on electronic surveillance in the
United States and serioudy erodethecivil liberties of U.S. citizens Rather than restoring
judicia controlsin thewake of revelationstha the President has been authorizing
warrantless wiretapsinddethe US, the new subgitute would

¥ retroactively gutthe Foreign Intelligence Surveillance Act,

¥ dgnificantly expand discretionay executive power,

¥ authorize anew typeof electronic surveillance unmoored from the particularized
focusnomally required unde the Conditution,

¥ atacrudal timeinthewar onterrorism, open intelligence gathering to
conditutiond chdlenge

At theoutset, it bears repeating tha the Judiciary Committee and the pubilic still do not
have sufficient facts aboutthe nature and effectiveness of the President@ warrantless
surveillance program in order to craft alegidative response. Furthermore, the 5/11
subditute, like the Charman@ origind bill and previoussubditutes, authorizes a program
quite different from (and broader than) the program the President and Attorney General
have described pubilicly.

The 5/11 Subgtitute Retroadively Guts FISA, Making It Only Optional, and
Leaving the Presdent@ I ntelligence Gathering Authority Without Guidance

Themod important section of the 5/11 subgitute, and of earlier subgitutes, isthelast
section (Section 9 in the 5/11 subditute), which tumsback the naion®@clock to the era of
COINTELPRO, unmntrolled domestic surveillance, and the abuses of executive power
tha led to theinvestigaionsof the Church Committee.



Section 9 would repeal the exclusgvity provisonsof FISA and allow the President to
choog, at hisdiscretion, between usng FISA and pursuing some other unddined and
conditutiondly questionable methodfor gaheringintelligence. In essence, it would
make all of FISA theequivaent of aletter to the President from the Congress saying,
QWould you please?0

Key point: unde the subditute, the Charman@ bill would notrequire judicial review of
the President@ warrantless surveillance program, nor would thebill promote
Congressiond ovesight Thesubditute would allow the President, if he chooss, to seek
judicia review of a particular surveillance program (but not the onedescribed by the
President and the Attorney General since last December), and it would allow him, if he
choogss, to inform selected members of Congress aboutsurveillance activitiesingdethe
United States, butit would also allow the President to use his claim of inheent power to
condud intelligence activitiesingde the United States to avoid ever seeking judicial
approvd and ever natifying Congress.

In lightof Section 9, therest of thebill is essentially meaningless.

Section 9 of the subditute, by repealing the wartime exceptionsto FISA, further
emphasizes tha FISA is merely an advisory opinion from Congress,. Currently, Sections
111,309 and 404 of FISA (50USC 1811,1829,and 1844)allow warrantless
surveillance for thefirst 15 days after a declaration of war, further emphasizing the
exclusgvity of FISA evenintimeof war. Section 9 eliminaesthos provisionsentirely.

Turning Back The Clock to a Period of Constitutional Uncertainty

When Congress passed FISA in 1978, it recognized that regardless of any OnhaentO
power the President has to authorize electronic surveillance, FISA would bethe exclusve
procedural framework for the condud of government electronic surveillance. Indeed, the
Senate Judiciary Committee Report on FISA madeclear that Geven if the President has
OnheaentCconditutiond power to authorize warrantless surveillance for foreign
intelligence pumposes, Congress has the power to regulate the exercise of this authority by
legidating a reasonable warrant procedure govening foreign intelligence surveillance.O
(Report of Senate Committee onthe Judiciary, Foreign Intelligence Surveillance Act of
1977,S. Rep. No. 95-604,95th Cong, 14 Sess,, at 16.) FISA containsan exclugvity
provision tha makesit a crimeto condud electronic surveillance unde color of law
except as authorized by FISA or thecrimind code(Title 18).

The subdgitute amendsthe exclusvity provisonsin Title 18 and FISA to allow the
President to condud electronic surveillance unde Title 18, FISA or “under the
constitutional authority of the executive.O (5/11 subditute, Section 9, addingto FISA a
new Sec. 801(c)(1) (emphasis added).) Furthermore, the subditute retroactively makes
the President@ warrantless programs (known and unknown) legd by giving thechangeto
the exclugvity provisionsthe same effective dae as the date on which FISA was enacted,



thereby sparing the President accountability unde FISA for any warrantless surveillance
activitiesto dae.

Onepurpo< of FISA wasto place foreignintelligence gathering ingde the United States
onafirm conditutiond footing, to putit into Justice Jackson® GCategory One Owhere
the power of the President, working in tandem with authority granted by Congress, is at
itsmaximum. Tensof thouandsof surveillance orders have been issued unde FISA,
and theresults have been used in hundedsof crimind cases, and never once has a
conditutiond chdlengebeen sugained. Thesubditute casts foreign intelligence back
into thetwilight zoneof Jugtice Jackson® CCategory Two,Oleaving foreignintelligence
withoutthe guidance of Congressiond rules and setting thelaw back to theuncertainty of
the1970s

Weakening Congressional Oversight

Earlier versionsof the Chairman(@ bill would have required the Attorney General to
providetheIntelligence Committees a complete discussion of the management,
opeationd details and necessity of any warrantless surveillance programs, thetotal
number of targets, thetotal number of US personstargeted, thetotal number of
applicationsmodified, denied and granted, and whatever additiond information the
members of the Intelligence Committees requested. The5/11 subgitute and previous
subgitutes eliminated thos requirements.

The President® extragjudicial surveillance program has already ignored the checks and
bdances tha guaantee individud liberties. Congress needsto reassert its and the
judiciary@® authority, butingead, the subditute further diminishes theroles of these two
branches of govenment and gives a Congressiond imprimatur to the Administration3
misreading of its Conditutiond authority.

Authorizing a New Form of Electronic Surveillance, Outside the Defined Limits of
the Congtitution

The other main provisionsof the subditute, like the Charman@® origind bill, would
amend FISA to authorize the Attorney General to seek judicial approvd of a surveillance
program inddethe United States withoutidentifying thetarget of surveillance.
Specificaly, thebill woud authorize surveillance where Gvhere it is not technically
feasible to name every person or address every location to be subjected to electronic
surveillance.” Yet, particularity is one of the core elements of the Fourth Amendment.

The Fourth Amendment requires that a warrant describe with “particularity...the place to
be searched and the persons or things to be seized.” U.S. Const. Amend. IV. The US
Supreme Court has established a “permeated with fraud” exception to the particularity
requirement, but this exception does not support the “general” warrant that the substitute
allows.



In Andresen v. Maryland 427 U.S. 463, 480 (1976), the Supreme Court emphasized,
GGened warrants, of course, are prohibited by the Fourth Amendment.O Quoting
Coolidge v. New Hampshire, 403U.S. 443,467 (1971), the Andresen Court went onto
say, GPT]he problem [posed by the general warrant] is nottha of intruson per se, but of
ageneral, exploratory rummaging in a person'sbdongings . . . [The Fourth Amendment
addresses the problem] by requiring a particular description' of thethingsto be seized @
TheCourtt in Andresen uphdd awarrant that authorized the government to seize evidence
aboutfraudin thesale of particular lot of real estate and Giboutother crimes yet
unknown.O The Court noted that the crime unde investigation was complex, and could
be proven only by piecingtogehe many bits of evidence. However, the Court
emphasized tha thewarrant specified the specific place to be searched (alawyer@ office)
and specified the particular lot of real estate to which the doauments to be seized related.
Significantly, the Court contrasted the warrant in Andresen with the overbroad language
in the eavesdropping statute found unconstitutional in Berger v. New York, 388 U.S. 41
(1967), stating “[t]he specificity with which the documents are named here contrasts
sharply with the absence of particularity in Berger v. New York [citation omitted], where
a state eavesdropping statute which authorized eavesdropping ‘without requiring belief
that any particular offense has been or is being committed; nor that the ‘property’ being
sought, the conversations, be particularly described,” was invalidated.” Andresen, 427
U.S, at481 n. 10.

In other cases, such as administrative searches, the Supreme Court has allowed searches
without particularity. But there are some very important differences between the type of
search allowed in Andresen and in the administrative search cases versus the kind of
electronic surveillance anticipated by the substitute:

¥ Nature of search—the interception of private communications is recognized to be
inherently more intrusive even than a physical search (hence, in the multiple
special protections in Title III and FISA);

¥ No notice ever — under the substitute, as under FISA in general, the target of
surveillance is never notified, while administrative searches and the kind of search
approved in Andresen are carried out with contemporaneous notice, so that there
is an opportunity to challenge overbroad conduct;

¥ Longer duration — as far as we can determine, the administrative search cases all
relate to one-time physical searches, not on-going intrusions.

The substitute is especially broad because it allows interception intended to collect the
communications not only of suspected terrorists but also a person who “is reasonably
believed to have communication with or be associated with” a suspected terrorist. This
means that a journalist who interviews a suspected terrorist, and doesn’t even know that
the person is considered a terrorist, could be subject to surveillance under this bill. Also,
there is no limit on “associated with.” Is one “associated with” a suspected terrorist
because one goes to the same mosque? Is one “associated with” a suspected terrorist
because one has roots in the same village or neighborhood? These connections may be
worth checking out, but they are not adequate basis for what has always been considered
one of the most intrusive forms of government invasion of privacy.



The substitute applies to purely domestic calls. This is far broader than the program
described by the President and the Attorney General, which is supposed to involve only
calls with one leg overseas.

Also, the subdgitute does not use the Congitutiond conaept of probeble cause. It actudly
does not specify the standard the court mugt use in determining whether the government
has madetherequisite showings Ingead, the subditute states tha the court mug find
tha the program is Qeasonably designedOto intercept the communicationsof suspected
terrorists or personsQeasonaly bdieved [by whom it doesn®say] to have
communication with or be assodated withOsuspected terrorists.

Thus the subgitute dispenses with both of the core elements of the Fourth Amendment:
particularity and probable cause.

Invoking the FISA court@ approvd is purely optiond unde thesubditute. Unlike the
origind version of the Charman@ bill, the subditute does not require the Administration
to submit the President@ warrantless surveillance program for judicial review. So the
program need never receive congitutiond scrutiny.

Other elements of thewide-scan surveillance program:

¥ thesubgitute applies only to surveillance agang United States persons(citizens
and pemanent resident aliens) Dit seemsto leave unregulated surveillance
targeted againg nontU.S. pesons yet the Conditution appliesto all persons
inddetheU.S. and FISA has always required a court order for mog surveillance
of nonU.S. pesonsingdetheU.S;;

¥ thesubditute, like FISA, requires that only a Gignificant purposOof the program
bethe collection of foreign intelligence, which suggests that the program can be
used when the primary pumposgeis thecollection of crimind evidence;

¥ judicia review would apply only to the acquisition of Gélectronic
communicationsOwhich are defined as communicationsusing the services of a
common carrier Bbut much Internet service is notoffered onacommon carriage
basis, so the bill would seem to leave interception of communications usng the
Internet in agray zone

¥ whileinitia coutt approvd of a program would befor upto 90 days, the court
could renew the program for any length of time it deems reasonable;

¥ thesubditute uses a narrower definition of GontentOthan FISA, excluding
informationidentifying either party to acall, thusleaving in limbo the acquisition
of transactiond or calling patern daa.

Ultimately, though by gutting FISAG exclusvity provisions the subditute alows the
President to condud €electronic surveillance withou regard to FISA as amended by the
subditute.



Other issues

Thesubditute containsafinding tha cites thereport of the 9/11 Commission and states
tha, Gror days before September 11, 2001, the [FBI] suspected that confessed terrorist
Zacarias Moussaoui was planning to hijack acommercia plane The[FBI], however,
could not meet the requirement to obtain atraditiond crimind warrant or an order unde
[FISA] to search hislaptop computer.O Thisis notaccurate. Infact, the9/11
Commission Report makes clear that the FBI Qiid not bdieveQit had enoughinformation
to obtain awarrant, Gind its Nationd Security Law Unit declined to submit a FISA
application.O (Report of the9/11 Commission at p. 274) Thus the FBI never submitted
an application and the FISC never determined whether there was sufficient evidence to
issueawarrant.

Thesubditute further erodes dueprocess by giving the Attorney General the power to
moveall cases chdlengingthelegdity of the program from the courtsin which they are
currently pending to the Foreign Intelligence Surveillance Court of Review, where
proceedingsare conduded ex parte and evidence is received in camera.

For more information, contact Nancy Libin, (202)637-9800x 113



