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l. SUMMARY ANALYSIS OF FINAL REAL ID REGULATIONS

The Department of Homeland SecurityOs final regulations have rendered REAL ID virtually
useless as a security measure, while still posing serious privacy problems. States balked at
reforms that might have actually made driverOs license issuance more secure and DHS
capitulated. For example, DHS:

* Failed to create specific and detailed minimum security standards for the physical
desigln of the REAL ID cards to thwart tampering and counterfeiting [Preamble pp. 29,
131];

* Failed to create specific and detailed minimum security standards for the protection of
physical facilities where cards are made and supplies are stored [Preamble pp. 154-
156]; and

e  Failed to mandate central issuance of driverOs licenses and ID cards at the state level,
which would have helped combat insider fraud at local DMV offices [Preamble p.

156].

Under the final regulations, the REAL ID program will not do much beyond what states are
already doing. DHS deferred to the status quo. For example, DHS:

+  Expressed implied deference to AAMVADsiver Licensing/Identification Card
Design Specification [Preamble p. 131];

! preamblepagenumbersreferto the versionof the REAL ID final regulationspublishedon the Departmenbf
HomeIandSecurityOwebsiteon Januaryll, 2008,

http://www.dhs.gov/xlibrary/assets/real_id_final rule partl 2008-Dpdlf;
http://www.dhs.gov/xlibrary/assets/real_id_final rule part2 2008-Dpdf

2 American Associatiomf Motor Vehicle Administrators http://www.aamva.aog/.




«  Approved use of AAMVAQOSs training program on fraudulent document recognition,
which the majority of states currently use [Preamble p. 169];

* Mandated use of the two-dimensional barcode, which is already being used by 45
jurisdictions [Preamble p. 141]; and

* Mandated that states electronically verify Social Security Numbers, which 47 states
already do via AAMVAQOs network [Preamble p. 19].

Perhaps the only meaningful REAL ID reform measure is the requirement that states

electronically verify source documents presented by individuals to prove identity and lawful
presence in the United States. However, while 47 states currently verify SSNs with the Social
Security Administration, as DHS explains, Overification of birth certificates is limited to those
States whose vital events records are available online.O Other systems to enable states to confirm
an individualOs legal status have not been developed (such as the link to the State DepartmentOs
passport database) or are not fully operational (such as the database to verify legal immigrants).
[Preamble p. 19]

Not only will REAL ID be ineffective at making driverOs license issuance more secure and
the card a more reliable assertion of identity, REAL ID also creates new privacy and

security risks while exacerbating existing onesSeveral states have already indicated that they
will not follow the program precisely because of the significant threats to civil librties.

CDT has five specific criticisms of the READ program (as defined by tiiet and the final
regulations), focusing on risks to personal privacy and security:

1. The REAL ID card will become ade facto national ID card.

2. REAL ID will likely r esult in the creation of a central ID database, which will
thr eaten the privacy and security of 240 milliolAmericans.

3. DHS is mandating a standardized and unencrypted Machine-Readable Zone
(MRZ), which will facilitate intrusive tracking by both government and commercial
entities.

4. DHS failed to adopt meaningful privacy and security standards fothe protection of
personal information in the REAL ID system.

5. In arelated initiative, DHS is ceating driverOs licenses with imbedded, inseeur
RFID chips (Enhanced DriverOs Licenses) that will tieaten the personal privacy
and security ofAmerican citizens, without Congessional oversight oan
administrative rulemaking.

3 SeeACLUOswebsiteon REAL ID: http://www.realnightmare.@/news/105/
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FIVE SIGNIFICANT PRIVACY AND SECURITY RISKS STILL LOOM
The REAL ID card will become ade facto national ID card.

OThe term Oofficial purposeO includes but is not limited to accessing Federal facilities,
boarding federally regulated commercial aircraft, entering nuclear power plants, and
any other purposes that the Secretary shall determine.O [REAL ID Act ©201(3)]

DHS has retainedunfettered discretion to expand the definition of Oofficial purposeO

and thus the contexts in which the card can be requiredWhile CDT is pleased that

DHS has, for now, limited the definition of Oofficial purposeO to those specifically
enumerated in the statute [Final Rule ©37.03], CDT is concerned that DHS can require a
REAL ID for variety of other purposes, and will do so without prior Congressional

approval or public input via an administrative notice and comment procedure.

While DHS asserts that it does not support the creation of a national ID card [Preamble pp.
80, 92], the Department at the same time states tBatilt continue to consider additional
ways in which a REAL ID license can or should be used and will implement any changes to
the definition of Qofficial purposeO or determinations regarding additional uses for REAL ID
consistent with applicable laws and regulatory requirements. DHS does not agree that it
must seek the approval of Congress . . . as ©201(3) of the Act gives discretion to the
Secretary of Homeland Security to determine other purpofesz@mble p. 69]

Moreover, there is no limit on the permissible uses of the REAL ID card by governmental
or commercial entities and DHS states that it has neither the power nor any interest in
limiting such uses.Merchants and others are free to ask for the card and to collect data
from it. There is a very real possibility thatividuals will not be able function in U.S.

society without a REAL ID card.

Using a single ID card for multiple purposes is bad for securityit is ironic that REAL

ID moves the nation closer toward a national ID card while Congress and the federal
agencies have been striving to reduce the use of the Social Security Number, which has
been the de facto national identifier and a key facilitator of ID theft.

There is a very high risk of Omission creepO with respect to REAL IDust five days

after the final regulations were published on the DHS website, a senior Department policy
official publicly suggested that REAL ID could help fight the methamphetamine trisis.

This follows Congressional proposals to require a REAL ID card for a myriad of different
purposes including employment, federal housing benefits, and voting.

‘coT commendDHS, howevey for not mandatingthatREAL ID cardnumbersbe uniqueacrossstates.
[Preamblep. 30]

®> DHS washedts handsof this issue:ODHSdoesnot intendthata REALID documenbecomea defacto
national ID basedon the actionsof othersoutsideof DHS to limit their acceptancef an identity documento
a REALID-compliantdriverOdicenseor identification card.O[Preamblep. 69]

5 Anne BroacheQDHSReallD could help shutdown methlabs, GCNETnews.com,
http://www.news.com/8301-10784 3-9851813-7.html?tag=bl
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REAL ID will likely result in the creation of a central ID database, which will
threaten the privacy and security of 240 million Americans.

Each state shall:

OProvide electronic access to gll other States to information contained in the motor
vehicle database of the State.O [REAL ID Act ©202(d)(12)]

ORefuse to issue a driverOs license or identification card to a person holding a driverOs
license issued by another State without confirmation that the person is terminating or has
terminated the driverOs license.O [REAL ID Act ©202(d)(6)]

In direct contradiction of the claims of DHS Secretary Chertoff@h&feare not going to

have a national databasé,the final regulations reject a decentralized approach and make it
clear thaDHS expects that REAL ID implementation will require the creation of a

central OhubO for information exchange among the states [Preamble pp. 18-20, 80-84,

90] and/or a central database of identifying information.No comfort can be taken from

the failure of DHS to clearly define the nature of the centralized features of REAL ID
implementation; to the contrary, a key aspect of REAL ID implementation may be developed
without public notice or input.

For the central database, DHS prefers expanding the centralized Commercial DriverOs
License Information System (CDLIS) to include all driverOs license and ID card Folders.
DHS fails to acknowledgtne serious privacy and security risks of creating a central ID
database on 240 million AmericangPreamble p. 15], which is a far cry from the 13 million
commercial drivers whose identity information is currently stored in the CDLIS system.
There is no robust legal framework that would ensure the security and protect the

privacy of the personal information stored in a central ID databaseDHS is planning to

rely on a non-governmental organization, the American Association of Motor Vehicle
Administrators’, or some other non-governmental entity to create the information exchange
hub and the centralized pointer system or other centralized database for REAL ID
implementation. DHS admits that the security and privacy rules for the personal data held by
AAMVA are solely the creation of that nonprofit organizatiQAAMVAnet is governed by

the Board of AAMVA and it subject to the security and privacy requirements established by
the association of DMVs @reamble p. 93]

" Remarksby HomelandSecurity SecretaryMichael Chertof ata PressConferenceon REAL ID (Jan.11,
2008),http://www.dhs.gov/xnews/speeches/sp_1200320940276.shtm

8 The CDLIScentrallD databaséoldskey identifying information on commercialdrivers suchas namegate
of birth, and Social SecurityNumber andthis recordlinks or Opoints@ the individualOsommercialdriving
history thatis housedn the motor vehicle databasef the statethatissuedthe commercialdriverOsicense.
http://wwwaamva.oy/TechServices/AppServ/CDLIS/

® Thesecommentsarein no waya criticismof AAMVA. Startingwell beforeREAL ID, andwithout pressure
or supportfrom thefederalgovernmentAAMV A andits membershavetakenmajor stepsto improvethe
securityof the driverOdicenseissuanceprocess.AAMVA hasbeenoneof the mostcrediblevoicesof reason
throughoutthe REAL ID process.
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* Regarding securityt would be a major error to store the personal information of
millions of Americans in a central location Security experts agree that centrally storing (or
even making centrally accessible via linked databases) highly valuable data would create a
treasure trove for identity thieves, terrorists, and unscrupulous government empl®etes.
stored in the CDLIS central database, as well as data in transit, is not even currently
encrypted

« DHS asserts that there is a security benefit to AAMVAOs network (OAAMVAnetO) being a
private network. [Preamble pp. 18, 82]. However, guavate networks are vulnerable to
attack by sophisticated hackers and identity thieves who are not daunted by a private
networkOs lack of connection to the public Internet. This is especially true if the network
carries information as valuable as the personal details on hundreds of millions of Americans.
And the fact that the network may be private has no bearing on the risk for internal abuse,
which is a leading source of driverOs license fraud and identity’theft.

« ThePrivacy Act likely would not apply to a driverOs license database managed by a private
entity such as AAMVA, which currently runs the CDLIS database. Nor woulbtiverOs
Privacy Protection Act provide adequate privacy protections for personal information in
such a databasg.

* The final regulations do not limgovernment acces$o information held in any kind of
central ID system that might be created under REAL ID. To the contrary, DHS asserts that
the database would be accessed not only by federal officials involved in highway and motor
vehicle safety but also by federal officials involved in law enforcemen©dne verification
of personal identity.JPreamble pp. 83-84]

e To ensure Oone driver, one license,0 CDT has recommended buiidéndistributed
system that stores ID information locally in state motor vehicle databases. Each state
could check with other states for possible existing driverOs licenses without having to ping a
central database, while maintaining control over its residentsO data. This is technologically
possible, especially if states have adequate funding to scale up their systems to handle the
incoming traffic.

19 BruceSchneier OREAL-ID: Costsand Benefits({Jan.30, 2007),
http://www.schneiecom/blog/archives/2007/01/realid _costs an.html

! personabatastoredin the CDLIS centraldatabaseés in unencryptedorm, as ispersonainformation
transmittedvia the CDLIS network. AAMV A hasbegunto encryptboth the staticanddynamicCDLIS data.
However the FederalRegistemoticerelatedto CDLIS modernizatioronly refersto Oprovid[inglencryptionof

the dataravelingacrosshe networkas itis communicatedrom Stateto Statein the normaloperationof
CDLIS,Gandnot alsothe personaldatastoredin the centraldatabaseFederalMotor Carrier Safety
Administration(FMCSA), Departmenbf TransportationCommecial DriverOd icenselnformation System
(CDLIS) ModernizationPlan, 71 Fed.Reg.25885(May 2, 2006), http://www.fmcsa.dot.gov/rules-
regulations/administration/rulemakings/notices/E6-6598-CDLIS-modernization-plan-5-2-06.htm?printer=true

12 seeAri Schwartz,OUnlicense@raud:How Bribery andLax Securityat StateMotor Vehicle Offices
NationwideLeadto Identity Theft andlllegal Driver's Licenses@Feb.2004),
http://www.cdt.og/privacy/20040200dmpdf. Seealso JonStokes,OAnaIysisMetcalfeOkaW + ReallD =
morecrime, lesssafetyOArs Technica(Jan.19, 2008) http://arstechnica.com/news.ars/post/200801
analysis-metcalfes-law-real-id-more-crime-less-safistiyl.

3 DriverO$rivacy ProtectionAct of 1994[H.R. 3355]Pub.L. 103-322,Title XXX, codifiedat18 U.S.C.
a2721etseq.
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DHS claims thaOState systems would not be able to handle the volume of messages received
if all jurisdictions were sending and receiving messages from all jurisdictions at the same
timeOin a true distributed system. [Preamble p. 83] Yet DHS has not conducted a detailed
analysis proving this point nor determining what would be involved if state systems were
scaled up to handle the traffic generated by a true distributed system. DHS has failed to
answer key questions:

o How manyqueries(requests and responses) will each state have to handle? This
presumably can be determined if we know how many new DL/ID applications each
state receives on average each year.

o What would be théandwidth load or amount of dataeach state would have to
handle? Presumably this would be the same for all states: the personal information
fields needed to uniquely identify an individual.

o0 What is the nature of existing state motor vehicle department infrastructures (i.e.,
baseline conditions)? Specifically, a) what is¢benputing power of their servers,
and b) what is theimetwork capacity (i.e., bandwidth)?

o How muchupgrading will be needed for each state motor vehicle department (based
on their existing/baseline systems)? How much will tloist?

The final regulations do not limit what information will go into the centralized database

and do not prohibit the collection and storage of additional information on individuals.

We must not create the technological architecture that will open the door wide open to future
abuse, including the tracking of individuals and the creation of national dossiers American
citizens.

DHS is mandating a standardized and unencrypted Machine-Readable Zone
(MRZ), which will facilitate intrusive tracking by both government and commercial
entities.

Each REAL ID driverOs license or identification card shall in'clude OA common machine-
readable technology, with defined minimum data elements.O [REAL ID Act ©202(b)(9]

While DHS has chosen the relatively benign two-dimensional bar code as the standard for the
MRZ, a fundamental problem is that the Act requires that the MRZ mssahéardized
across jurisdictions. This will increase the likelihood that the private sector will adopt
OskimmingO technologies that facilitate capture and storage of information from the card as it
is used in ordinary commercial activities.
The final regulationslo not require encryption or other security measureso inhibit the
scanning of the MRZ and the collection or OskimmingO of personal information [Final Rule
a37.19], even though three commenting states supported encryption [Preamble p. 142].
DHS also implies that encryption is for the time bginghibited OIf, in the future, the States
collectively determine that it is feasible to introduce encryption, DHS may consider such an
effort so long as the encryption program enables law enforcement easy access to the
information in the MRZ.(Preamble p. 86, 144]
The final regulations do not prevent innumerable state and federal agencies, as well as
businesses and non-governmental third parties, from scanning the MRZ, collecting
personal information and recording individualOs activitiesThe final regulations do not
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4.

limit those who may scan the MRd only state motor vehicle officials for legitimate
administrative purposes and law enforcement officials for legitimate law enforcement
purposes

0 The REAL ID Act does not address security of the MRZ, but the Conference Report

explicitly contemplates that personal data would be Ostored securely and only able to
be read by law enforcement officiaf$.O

DHS punts to the states the issue of prohibiting others from using the MRS

strongly encourages the States to address concerns about the ability of non-law
enforcement third-parties to collect or skim personal information stored on the REAL
ID driverOs licenses or identification cardfP@eamble p. 86]

DHS also sidesteps the issue of limiting federal use of the MRZ by stating that the
Department i©not aware of any current plans by Federal agencies to collect and
maintain any of the information stored in the MRZ,0 but should they Owant to use the
MRZ to collect and maintain personally identifiable information in the future, any

such information . . . would be subject to the protections of the Privacy Act . . . .O
[Preamble pp. 87, 138]The Privacy Act, however, gives federal agencies broad
latitude to collect, store and exchange information.

The final regulationslo not limit what personal information may be stored in the MRZ.

[Final Rule ©37.19] DHS acknowledges that the final regulation®t&t minimum elements

to include [in the MRZ], but recognizes the authority of the individual States to add other
elements such as biometrics, which some currently include in their cirdeadnble p. 140]
Taken together, the MRZ mandate, the standardization of the MRZ technology, the lack of
encryption or other security requirements, and the lack of use and collection limitations mean
that the REAL ID card wilfacilitate government and commercial surveillance of

American citizens.

DHS failed to adopt meaningful privacy and security standards for the protection of
personal information in the REAL ID system.

Each state shall OEmploy technology to capture digital images of identity source
documents so that the images can be retained in electronic storage in a transferable
format.O [REAL ID Act ©202(d)(1)]

Each state shall ORetain paper copies of source documents for a minimum of 7 years or
images of source documents presented for a minimum of 10 years.O [REAL ID Act
1202(d)(2)]

Each driverOs license and identification card shall include OPhysical security features
designed to prevent tgmpering, counterfeiting, or duplication of the document for
fraudulent purposes.O [REAL ID Act ©202(b)(8)]

4 ConferenceReporton H.R.1268,HouseReport109-72,at 179.
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Each state shall OEnsure the physical security of locations where dfsie}$i@enses

and identification cards are produced and the security of document materials and papers
from which driversO licensisic] and identification cards are produced.O [REAL ID Act
0202(d)(7)]

* The REAL ID Act itself does not require that personal information, including source
documents, collected and stored pursuant to the Act be protected by privacy and
security safeguardsCDT is pleased that DHS has interpreted its authority to include the
power to require states to develop a privacy policy as well as institute OReasonable
administrative, technical, and physical safeguards to protect the security, confidentiality,
and integrity of [] personally identifiable information.O [Final Rule ©37.41, ©37.43] CDT is
also pleased that state privacy laws are not preempted [Preamble p. 51] and that DMVs can
record birth certificate information in lieu of copying the document, which aims Oto protect
medical and other personal information not relevant to REAL IDO [Preamble p. 34].

*  However,the final regulations say nothing about what must be in state privacy policies
and the required OSecurity Plan.O [Final Rule ©37.41(b)(2)(iHS claims that the
privacy policy should follow the Fair Information Principles [FIPs], but fails to require this
in the final regulations. [Preamble p. 83je final regulations fail to include specific
privacy and security standards against which DHS will determine statesO
OcomplianceO with the REAL ID Act.

*  DHS provided no meaningful response to comments that the Security Plans should be
evaluated against specific minimum standards. In response to the comment that DHS
should Ocreate stronger protections for information to limit the danger of aggregating
information on 240 million Americans,O DHS stated simply that at some point in the future
it will work Oto develop best practices for risk and vulnerability assessments as well as for
security plans for DMV facilities.[Preamble pp. 156-159] It is unclear why DHS did not
do this in the REAL ID final rule that was just published.

e While the final regulations provide that OAny release or use of personal information
collected and maintained by the DMV pursuant to the REAL ID Act must comply with the
requirements of the DriverOs Privacy Protections ActO [Final Rule ©37.41(b)(2)(iii)]
[Preamble p. 35], it is clear that the DPPA would have appliggvayto personal
information collected and stored by state motor vehicle departments pursuant to the REAL
ID Act. So this provision in the final rule adds no privacy protection not already provided
by law.

*  Moreover, as discussed abotlee DPPA offers incomplete protection of personal
privacy (it includes many exceptions that virtually swallow the main non-disclosure
rule™). DHS admits thaDAlthough the DPPA provides for a large number of permissible
uses, it is the only Federal law that currently applies to State DMV records and will

> ODHScannotrely on the [DriverO<Privacy ProtectionAct] to protectthe privacy of the personainformation
requiredunderthe REAL ID Act.O TheDPR\ Oservesnly asa prohibitionon the saleof the personal
informationfoundin motor vehiclerecordsfor marketingpurposes,®inceit permitsdisclosureof personal
information Otoany federal,stateor local governmentgencyto carry out thatagencyOegitimatefunctions.O
DHS PrivacyOffice, Privacy ImpactAssessmerfbr the REALID Act, at 12 (Marchl, 2007),
http://www.dhs.gov/xlibrary/assets/privacy/privacy pia_realid.pdf

Page8 of 12



provide a floor that States can build upon to further limit the disclosure of DMV record
information.JPreamble p. 85]

As discussed above, the final regulations do not prohibit federal and state government
agencies, businesses, and other third-parties dicmassing personal informatiorthat

might be stored in a central ID database or in the MRZ.

The DHS Privacy Office wrote a helpful set@best practices,But these are voluntary,
not mandatory®

In a related initiative, DHS is creating driverOs licenses with imbedded, insecure
RFID chips (Enhanced DriverOs Licenses) that will threaten the personal privacy
and security of American citizens, without Congressional oversight and an
administrative rulemaking.

While not part of the final REAL ID regulations, DHS solicited comments on D and is
moving ahead with P creating a REAL ID-compliant driverOs license that U.S. citizens can
use for crossing the land borders. [Preamble pp. 22-23, 172-178] The so-called OEnhanced
DriverOs LicenseO (EDL) would haveng-range (or Ovicinity-readO) RFID chip, which

is an insecure technology and inappropriate for human identificatiort!

The RFID chip will threaten personal privacy and security by enabling tracking of
individuals.*® While no personal information will be stored on the RFID chip, a unique and
static identification number will be stored without encryption on the chip, enabling anyone
with a compatible and widely available reader to skim the number and use it as the basis for
an identification system.

Personal privacy will also be at risk because the EDL program will enable the

consolidation of personal information: the federal government will have direct access to
state DMV records, and state DMVs may be able to record individualsO travel histories.
Rather than having the unique identification number on the RFID chip correspond with a
record in a State Department database that confirms the personOs U.S. citizenship, DHS is
proposing that the ID number allow Customs & Border Protection (CBP) to connect directly
to the state motor vehicle datababe.

U.S. citizenship will be denoted on the face of the license [Preamble p. 23], which could lead
to discrimination against cardholders who do not have a U.S. citizenship mark. [Preamble p.
173]

1 DHS PrivacyOffice, Privacy ImpactAssessmerfor the REALID Final Rule AttachmentA (Jan.11, 2008),
http://www.dhs.gov/xlibrary/assets/privacy/privacy pia_realfmtf.

! SeeDHS DataPrivacyand Integrity Advisory Committee, The Use of RFID for Humanldentity \erification,
ReportNo. 2006-02(Decembett, 2006), http://www.dhs.gov/xlibrary/assets/privacy/privacy _advcom 12-
2006 _rpt RFID.pdf

18 Eventhe StateDepartmentecognizeghereis athreatof surreptitiousscanningof the cardandtracking of
Americancitizens.PassporCard FAQs, http://travel.state.gov/passport/ppt _card/ppt_card 3921.html

¥ Seeg.g, VermontEDL fact sheet,
http://www.dmv.state.vt.us/documents/MiscellaneousDocuments/EnhancedDriverLicenseAndIDCard. pdf
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* The Department of State is moving ahead with a similar Opassport cardO program despite
having received thousands of comments ntlagority of which opposed the RFID
technology choice®

[I. CDT SUPPORIS THREE LEGISLA TIVE OPTIONS

In writing weak final regulations to implement REAL 1D, DHS followed the lead of

Congress, which failed to include privacy and security requirements in the REAL ID Act.
ThecurrentCongress must revisit driverOs license reform and pass legislation that will in fact
make driverOs licenses more reliable IDs without posing serious threats to individual rights.

OPTION 1: Repeal REAL ID & Replace With a Negotiated Rulemaking and
Privacy/Security Mandates [S. 717]

CDT has consistently supported the Identification Security Enhancement Act of 2007 [S. 717],
introduced by Senators Akaka, Sununu, Leahy and Tester in February of last year.

This bill would repeal Title 1l of the REAL ID Act and replace it withegotiated rulemaking
committee and language specifically addresspniyacy and civil liberties. The goal is to go
back to the process originally called for by ©7212 of the Intelligence Reform and Terrorism
Prevention Act of 2004, which REAL ID repealed in 2005.

A negotiated rulemaking committee could:

e Develop meaningful federal minimum standards that would actually make driverOs
license issuance more secure and the card a more reliable assertion of identity;

*  Write regulations that would have the backing of all relevant stakeholders, including
the various states (including, hopefully, the 17 states that have vt
implement REAL ID) and individual rights advocates;

*  Sitill promote implementation of reforms on a schedule faster than what DHS proposes
for REAL ID.

OPTION 2: Amend REAL ID to Address Specific Privacy and Security Risks

If OrepealO is not possible, Congress should, at a minimum, fill the huge privacy and security
gaps created by REAID. Suggestions include:

*  Amend the REALUD Act to prohibit expanded required uses of the REBIcard
and to include statutory language that specifically prohibits card numbers from
being unique across the nation.

% cardFormatPassportChangego PassporfFeeScheduleFinal Rule, 72 Fed.Reg.74170(Jan.31, 2007).
Pagel0 of 12



*  Delete the Oelectronic accessO provision of the REALt, ©202(d)(12), and
prohibit the creation of a central ID database, either managed by the government or
a private entity

* Repeal the mandate for a standardized Machine Readable Zone.

« To the extent that states wish to include an MRZ on driverOs licenses and ID cards,
mandate encryption and/or other security features.

e To the extent that states wish to include an MRZ on driverOs licenses and ID cards,
mandate that states include no more than a specified maximum number of personal
data elements.

«  To the extent that states wish to include an MRZ on driverOs licenses and ID cards,
prohibit state and federal agencies, and businesses and other pgeaigations,
from scanning the card to collect personal information or track individualsO
activities.

*  Mandate specific privacy and security standards for the protection of personal
information stored in computer systems and on the card itself (including deleting the
requirement that states retain copies of source documeéhis)should also include
amending th®riverOs Privacy Potection Act (DPPA). Among other things, the
Act should be amended to clearly add¥ss the issue of personal ID information
managed by a private entity such aBAMV A.

*  Prohibit the use of long-range RFID technology (or similarly insecure technology)
in driverOs licenses/ID cards, or at least create a structure that enables Congressional
oversight of such a program.

» Reassess the Enhanced DriverOs License program, including the proposed structure
enabling CBRo connect to state databases and possibly enabling states to record
residentsO travel histories.

*  Order an administrative rulemaking, with public notice and comment, to determine
how state driverOs licenses and ID cards can best be designed to enable land border
crossings.

OPTION 3: Repeal REAL ID & Replace With a Simplified Law that Focuses on Souwe
DocumentVerification

REAL IDOs attempt at driverOs license reform is an unfunded mandate that is a OstickO rather the
a Ocarrot.O In new legislation, Congress could:

*  Change how it exercises authority over the states, from invoking the right to
regulate IDs used for federal purposesdaditioning federal monies on states
taking certain driverOs license reform actionsthis would create a financial
incentive (a OcarrotO) for all states to follow the same minimum standards to make
driverOs license/ID card issuance more secure.

*  Specify thatverification of source documentss the primary minimum
requirement to receive federal money. Arguably the most meaningful thing REAL
ID does is to require states to verify identity and legal status against federal
databases. Congress should provide federal money and a clear directive to the
relevant federal agencies to expand source document electronic verification systems.
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This singular focus would go a long way at making driverOs licenses and 1D
cards more reliable identification credentials.

* And, as suggested above, mandate specific privacy and security standards for the
protection of personal information, which could be in the form of amendments to
the DriverOs Privacy Protection Act (DPPA)

For more information contact:

Sophia Cope, StbAttorney

Center for Democracy &echnology
scope@cdt.@r

202-637-9800 x104

Additional materials on REAILD can be found atttp://www.cdt.og/security/identity/
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