Showing How Subtitle B 88 151-157 of 9/20/01
Draft Cybercrime Bill Would Amend Existing Law
(Additions Underscored; Deletions Stricken)

UNITED STATES CODE ANNOTATED
TITLE 12. BANKS AND BANKING
CHAPTER 35--RIGHT TO FINANCIAL PRIVACY

Current through P.L. 107-7, approved 4-12-01
§ 3414. Special procedures

(@)(1) Nothing in this chapter (except sections 3415, 3417, 3418, and 3421 of this title)
shall apply to the production and disclosure of financial records pursuant to requests from--

(A) a Government authority authorized to conduct foreign counter- or foreign positive-
intelligence activities for purposes of conducting such activities; or

(B) the Secret Service for the purpose of conducting its protective functions (18 U.S.C.
3056; 3 U.S.C. 202, Public Law 90-331, as amended).

(2) In the instances specified in paragraph (1), the Government authority shall submit to
the financial institution the certificate required in section 3403(b) of this title signed by a
supervisory official of a rank designated by the head of the Government authority.

(3) No financial institution, or officer, employee, or agent of such institution, shall
disclose to any person that a Government authority described in paragraph (1) has sought or
obtained access to a customer's financial records.

(4) The Government authority specified in paragraph (1) shall compile an annual
tabulation of the occasions in which this section was used.

(5)(A) Financial institutions, and officers, employees, and agents thereof, shall comply
with a request for a customer's or entity's financial records made pursuant to this subsection by
the Federal Bureau of Investigation when the Director of the Federal Bureau of Investigation (or
the Director's designee in_a position not lower than Deputy Assistant Director at Bureau
headquarters or Special Agent in Charge in Bureau field offices) certifies in writing to the

Title 50.

(B) The Federal Bureau of Investigation may disseminate information obtained pursuant
to this paragraph only as provided in guidelines approved by the Attorney General for foreign
intelligence collection and foreign counterintelligence investigations conducted by the Federal
Bureau of Investigation, and, with respect to dissemination to an agency of the United States,
only if such information is clearly relevant to the authorized responsibilities of such agency.

(C) On a semiannual basis the Attorney General shall fully inform the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on
Intelligence of the Senate concerning all requests made pursuant to this paragraph.
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(D) No financial institution, or officer, employee, or agent of such institution, shall
disclose to any person that the Federal Bureau of Investigation has sought or obtained access to a
customer's or entity's financial records under this paragraph.

(b)(1) Nothing in this chapter shall prohibit a Government authority from obtaining
financial records from a financial institution if the Government authority determines that delay in
obtaining access to such records would create imminent danger of--

(A) physical injury to any person;

(B) serious property damage; or

(C) flight to avoid prosecution.

(2) In the instances specified in paragraph (1), the Government shall submit to the
financial institution the certificate required in section 3403(b) of this title signed by a supervisory
official of a rank designated by the head of the Government authority.

(3) Within five days of obtaining access to financial records under this subsection, the
Government authority shall file with the appropriate court a signed, sworn statement of a
supervisory official of a rank designated by the head of the Government authority setting forth
the grounds for the emergency access. The Government authority shall thereafter comply with
the notice provisions of section 3409(c) of this title.

(4) The Government authority specified in paragraph (1) shall compile an annual
tabulation of the occasions in which this section was used.

UNITED STATES CODE ANNOTATED
TITLE 15. COMMERCE AND TRADE
CHAPTER 41--CONSUMER CREDIT PROTECTION
SUBCHAPTER I11--CREDIT REPORTING AGENCIES

Current through P.L. 107-7, approved 4-12-01
8 1681u. Disclosures to FBI for counterintelligence purposes

(a) Identity of financial institutions

Notwithstanding section 1681b of this title or any other provision of this subchapter, a
consumer reporting agency shall furnish to the Federal Bureau of Investigation the names and
addresses of all financial institutions (as that term is defined in section 3401 of Title 12) at which
a consumer maintains or has maintained an account, to the extent that information is in the files
of the agency, when presented with a written request for that information, signed by the Director
of the Federal Bureau of Investigation, or the Director's designee in a position not lower than
Deputy Assistant Director at Bureau headquarters or Special Agent in Charge in Bureau field
offices, which certifies compliance with this section. The Director or the Director's designee
may make such a certification only if the Director or the Director's designee has determined in

writing-that--
.(1) ”S.He“ farmation ;'5 ||Ieeessa|> for—tne—sonduect—of—an—autnonized —foreign
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States—wrltmq that such |nformat|on iS _necessary for the conduct of an authorized forelqn
counterintelligence investigation.

(b) Identifying information

Notwithstanding the provisions of section 1681b of this title or any other provision of this
subchapter, a consumer reporting agency shall furnish identifying information respecting a
consumer, limited to name, address, former addresses, places of employment, or former places of
employment, to the Federal Bureau of Investigation when presented with a written request,
signed by the Director or the Director's designee (in a position not lower than Deputy Assistant
Director at Bureau headquarters or Special Agent in Charge in Bureau field offices), which
certifies compliance with this subsection. The Director or the Director's designee may make
such a certlflcatlon only |f the Dlrector or the Dlrectors de3|gnee has determmed in wntmgthat—-

3Ftt|e—59} ertmq that such |nformat|on is necessary for the conduct of an authorized foreign
counterintelligence investigation.

(c) Court order for disclosure of consumer reports

Notwithstanding section 1681b of this title or any other provision of this subchapter, if
requested in writing by the Director of the Federal Bureau of Investigation, or a designee (in a
position not lower than Deputy Assistant Director at Bureau headquarters or Special Agent in
Charge in Bureau field offices) of the Director, a court may issue an order ex parte directing a
consumer reporting agency to furnish a consumer report to the Federal Bureau of Investigation,
upon a showmg in eamerathat—-

welahen—ef—enm%—statutes—ef—the—blmtedétate& camera that the consumer report IS necessary

for the conduct of an authorized foreign counterintelligence investigation.

The terms of an order issued under this subsection shall not disclose that the order is issued for
purposes of a counterintelligence investigation.
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(d) Confidentiality

No consumer reporting agency or officer, employee, or agent of a consumer reporting
agency shall disclose to any person, other than those officers, employees, or agents of a
consumer reporting agency necessary to fulfill the requirement to disclose information to the
Federal Bureau of Investigation under this section, that the Federal Bureau of Investigation has
sought or obtained the identity of financial institutions or a consumer report respecting any
consumer under subsection (a), (b), or (c) of this section, and no consumer reporting agency or
officer, employee, or agent of a consumer reporting agency shall include in any consumer report
any information that would indicate that the Federal Bureau of Investigation has sought or
obtained such information or a consumer report.

(e) Payment of fees

The Federal Bureau of Investigation shall, subject to the availability of appropriations,
pay to the consumer reporting agency assembling or providing report or information in
accordance with procedures established under this section a fee for reimbursement for such costs
as are reasonably necessary and which have been directly incurred in searching, reproducing, or
transporting books, papers, records, or other data required or requested to be produced under this
section.

() Limit on dissemination

The Federal Bureau of Investigation may not disseminate information obtained pursuant
to this section outside of the Federal Bureau of Investigation, except to other Federal agencies as
may be necessary for the approval or conduct of a foreign counterintelligence investigation, or,
where the information concerns a person subject to the Uniform Code of Military Justice, to
appropriate investigative authorities within the military department concerned as may be
necessary for the conduct of a joint foreign counterintelligence investigation.

(9) Rules of construction

Nothing in this section shall be construed to prohibit information from being furnished by
the Federal Bureau of Investigation pursuant to a subpoena or court order, in connection with a
judicial or administrative proceeding to enforce the provisions of this subchapter. Nothing in
this section shall be construed to authorize or permit the withholding of information from the
Congress.

(h) Reports to Congress

On a semiannual basis, the Attorney General shall fully inform the Permanent Select
Committee on Intelligence and the Committee on Banking, Finance and Urban Affairs of the
House of Representatives, and the Select Committee on Intelligence and the Committee on
Banking, Housing, and Urban Affairs of the Senate concerning all requests made pursuant to
subsections (a), (b), and (c) of this section.

(i) Damages
Any agency or department of the United States obtaining or disclosing any consumer
reports, records, or information contained therein in violation of this section is liable to the
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consumer to whom such consumer reports, records, or information relate in an amount equal to
the sum of--

(1) $100, without regard to the volume of consumer reports, records, or information
involved,

(2) any actual damages sustained by the consumer as a result of the disclosure;

(3) if the violation is found to have been willful or intentional, such punitive damages as
a court may allow; and

(4) in the case of any successful action to enforce liability under this subsection, the costs
of the action, together with reasonable attorney fees, as determined by the court.

(j) Disciplinary actions for violations

If a court determines that any agency or department of the United States has violated any
provision of this section and the court finds that the circumstances surrounding the violation raise
questions of whether or not an officer or employee of the agency or department acted willfully or
intentionally with respect to the violation, the agency or department shall promptly initiate a
proceeding to determine whether or not disciplinary action is warranted against the officer or
employee who was responsible for the violation.

(k) Good-faith exception

Notwithstanding any other provision of this subchapter, any consumer reporting agency
or agent or employee thereof making disclosure of consumer reports or identifying information
pursuant to this subsection in good-faith reliance upon a certification of the Federal Bureau of
Investigation pursuant to provisions of this section shall not be liable to any person for such
disclosure under this subchapter, the constitution of any State, or any law or regulation of any
State or any political subdivision of any State.

() Limitation of remedies
Notwithstanding any other provision of this subchapter, the remedies and sanctions set
forth in this section shall be the only judicial remedies and sanctions for violation of this section.

(m) Injunctive relief

In addition to any other remedy contained in this section, injunctive relief shall be
available to require compliance with the procedures of this section. In the event of any
successful action under this subsection, costs together with reasonable attorney fees, as
determined by the court, may be recovered.
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UNITED STATES CODE ANNOTATED
TITLE 18. CRIMES AND CRIMINAL PROCEDURE
PART I--CRIMES
CHAPTER 121--STORED WIRE AND ELECTRONIC COMMUNICATIONS AND
TRANSACTIONAL RECORDS ACCESS

Current through P.L. 107-7, approved 4-12-01
8§ 2709. Counterintelligence access to telephone toll and transactional records

(@) Duty to provide.--A wire or electronic communication service provider shall comply
with a request for subscriber information and toll billing records information, or electronic
communication transactional records in its custody or possession made by the Director of the
Federal Bureau of Investigation under subsection (b) of this section.

(b) Required certification.--The Director of the Federal Bureau of Investigation, or his
designee in a position not lower than Deputy Assistant Director at Bureau headquarters or
Special Agent in Charge in Bureau field offices, may--

(1) request the name, address, length of service, and local and long distance toll billing
records or eIectronrc communrcatron transactional records of a person or entity if theDirector
he certifies in writing to
the wire or electronlc communlcatlon serV|ce prowder to WhICh the request is made-that--

andmade that the name, address Ienqth of service, and toII bllllnq records souqht are reIevant to
an authorized foreign counterintelligence investigation; and

(2) request the name, address and Iength of servrce of a person or entity if the-Director
he certifies in writing to
the wire or electronlc communlcatlon serV|ce prowder to WhICh the request IS made—that—

may—%ea—welatmrkeﬁheeﬂhmhal—stame&eﬁhe—wmdétates—made that the lnformatlon

sought is relevant to an authorized foreign counterintelligence investigation.
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(c) Prohibition of certain disclosure.--No wire or electronic communication service
provider, or officer, employee, or agent thereof, shall disclose to any person that the Federal
Bureau of Investigation has sought or obtained access to information or records under this
section.

(d) Dissemination by bureau.--The Federal Bureau of Investigation may disseminate
information and records obtained under this section only as provided in guidelines approved by
the Attorney General for foreign intelligence collection and foreign counterintelligence
investigations conducted by the Federal Bureau of Investigation, and, with respect to
dissemination to an agency of the United States, only if such information is clearly relevant to
the authorized responsibilities of such agency.

(e) Requirement that certain congressional bodies be informed.--On a semiannual basis
the Director of the Federal Bureau of Investigation shall fully inform the Permanent Select
Committee on Intelligence of the House of Representatives and the Select Committee on
Intelligence of the Senate, and the Committee on the Judiciary of the House of Representatives
and the Committee on the Judiciary of the Senate, concerning all requests made under subsection
(b) of this section.

To be codified in the appropriate place:

SEC. 154. FOREIGN INTELLIGENCE INFORMATION SHARING.

Notwithstanding any other provision of law, it shall be lawful for foreign intelligence
information obtained as part of a criminal investigation (including, without limitation,
information subject to Rule 6(e) of the Federal Rules of Criminal Procedure and information
obtained pursuant to chapter 119 of title 18, United States Code) to be provided to any federal
law-enforcement-, intelligence-, protective-, or national-defense personnel, or to any federal
personnel responsible for administering the immigration laws of the United States.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER I--ELECTRONIC SURVEILLANCE

Current through P.L. 107-7, approved 4-12-01
8 1804. Applications for court orders
(@) Submission by Federal officer; approval of Attorney General; contents

Each application for an order approving electronic surveillance under this subchapter
shall be made by a Federal officer in writing upon oath or affirmation to a judge having
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jurisdiction under section 1803 of this title. Each application shall require the approval of the
Attorney General based upon his finding that it satisfies the criteria and requirements of such
application as set forth in this subchapter. It shall include--

(1) the identity of the Federal officer making the application;

(2) the authority conferred on the Attorney General by the President of the United States
and the approval of the Attorney General to make the application;

(3) the identity, if known, or a description of the target of the electronic surveillance;

(4) a statement of the facts and circumstances relied upon by the applicant to justify his
belief that--

(A) the target of the electronic surveillance is a foreign power or an agent of a foreign
power; and

(B) each of the facilities or places at which the electronic surveillance is directed is being
used, or is about to be used, by a foreign power or an agent of a foreign power;

(5) a statement of the proposed minimization procedures;

(6) a detailed description of the nature of the information sought and the type of
communications or activities to be subjected to the surveillance;

(7) a certification or certifications by the Assistant to the President for National Security
Affairs or an executive branch official or officials designated by the President from among those
executive officers employed in the area of national security or defense and appointed by the
President with the advice and consent of the Senate--

(A) that the certifying official deems the information sought to be foreign intelligence
information;

(B) that the a purpose of the surveillance is to obtain foreign intelligence information;

(C) that such information cannot reasonably be obtained by normal investigative
techniques;

(D) that designates the type of foreign intelligence information being sought according to
the categories described in section 1801(e) of this title; and

(E) including a statement of the basis for the certification that--

(1) the information sought is the type of foreign intelligence information designated; and

(ii) such information cannot reasonably be obtained by normal investigative techniques;

(8) a statement of the means by which the surveillance will be effected and a statement
whether physical entry is required to effect the surveillance;

(9) a statement of the facts concerning all previous applications that have been made to
any judge under this subchapter involving any of the persons, facilities, or places specified in the
application, and the action taken on each previous application;

(10) a statement of the period of time for which the electronic surveillance is required to
be maintained, and if the nature of the intelligence gathering is such that the approval of the use
of electronic surveillance under this subchapter should not automatically terminate when the
described type of information has first been obtained, a description of facts supporting the belief
that additional information of the same type will be obtained thereafter; and

(11) whenever more than one electronic, mechanical or other surveillance device is to be
used with respect to a particular proposed electronic surveillance, the coverage of the devices
involved and what minimization procedures apply to information acquired by each device.

(b) Exclusion of certain information respecting foreign power targets
-8-
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Whenever the target of the electronic surveillance is a foreign power, as defined in
section 1801(a)(1), (2), or (3) of this title, and each of the facilities or places at which the
surveillance is directed is owned, leased, or exclusively used by that foreign power, the
application need not contain the information required by paragraphs (6), (7)(E), (8), and (11) of
subsection (a) of this section, but shall state whether physical entry is required to effect the
surveillance and shall contain such information about the surveillance techniques and
communications or other information concerning United States persons likely to be obtained as
may be necessary to assess the proposed minimization procedures.

(c) Additional affidavits or certifications
The Attorney General may require any other affidavit or certification from any other
officer in connection with the application.

(d) Additional information
The judge may require the applicant to furnish such other information as may be
necessary to make the determinations required by section 1805 of this title.

(e) Requirements regarding certain application

(1)(A) Upon written request of the Director of the Federal Bureau of Investigation, the
Secretary of Defense, the Secretary of State, or the Director of Central Intelligence, the Attorney
General shall personally review under subsection (a) an application under that subsection for a
target described in section 1801(b)(2) of this title.

(B) Except when disabled or otherwise unavailable to make a request referred to in
subparagraph (A), an official referred to in that subparagraph may not delegate the authority to
make a request referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority to make a request under
that subparagraph shall take appropriate actions in advance to ensure that delegation of such
authority is clearly established in the event such official is disabled or otherwise unavailable to
make such request.

(2)(A) If as a result of a request under paragraph (1) the Attorney General determines not
to approve an application under the second sentence of subsection (a) for purposes of making the
application under this section, the Attorney General shall provide written notice of the
determination to the official making the request for the review of the application under that
paragraph. Except when disabled or otherwise unavailable to make a determination under the
preceding sentence, the Attorney General may not delegate the responsibility to make a
determination under that sentence.  The Attorney General shall take appropriate actions in
advance to ensure that delegation of such responsibility is clearly established in the event the
Attorney General is disabled or otherwise unavailable to make such determination.

(B) Notice with respect to an application under subparagraph (A) shall set forth the
modifications, if any, of the application that are necessary in order for the Attorney General to
approve the application under the second sentence of subsection (a) for purposes of making the
application under this section.

(C) Upon review of any modifications of an application set forth under subparagraph (B),
the official notified of the modifications under this paragraph shall modify the application if such
official determines that such modification is warranted. Such official shall supervise the making
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of any modification under this subparagraph. Except when disabled or otherwise unavailable to
supervise the making of any modification under the preceding sentence, such official may not
delegate the responsibility to supervise the making of any modification under that preceding
sentence. Each such official shall take appropriate actions in advance to ensure that delegation
of such responsibility is clearly established in the event such official is disabled or otherwise
unavailable to supervise the making of such modification.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER I--ELECTRONIC SURVEILLANCE

Current through P.L. 107-7, approved 4-12-01
§ 1805. Issuance of order
(a) Necessary findings

Upon an application made pursuant to section 1804 of this title, the judge shall enter an
ex parte order as requested or as modified approving the electronic surveillance if he finds that--

(1) the President has authorized the Attorney General to approve applications for
electronic surveillance for foreign intelligence information;

(2) the application has been made by a Federal officer and approved by the Attorney
General;

(3) on the basis of the facts submitted by the applicant there is probable cause to believe
that--

(A) the target of the electronic surveillance is a foreign power or an agent of a foreign
power: Provided, That no United States person may be considered a foreign power or an agent
of a foreign power solely upon the basis of activities protected by the first amendment to the
Constitution of the United States; and

(B) each of the facilities or places at which the electronic surveillance is directed is being
used, or is about to be used, by a foreign power or an agent of a foreign power;

(4) the proposed minimization procedures meet the definition of minimization procedures
under section 1801(h) of this title; and

(5) the application which has been filed contains all statements and certifications required
by section 1804 of this title and, if the target is a United States person, the certification or
certifications are not clearly erroneous on the basis of the statement made under section
1804(a)(7)(E) of this title and any other information furnished under section 1804(d) of this title.

(b) Probable cause
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In determining whether or not probable cause exists for purposes of an order under
subsection (a)(3), a judge may consider past activities of the target, as well as facts and
circumstances relating to current or future activities of the target.

(c) Specifications and directions of orders

An order approving an electronic surveillance under this section shall--

(1) specify--

(A) the identify, if known, or a description of the target of the electronic surveillance;

(B) the nature and location of each of the facilities or places at which the electronic
surveillance will be directed:;

(C) the type of information sought to be acquired and the type of communications or
activities to be subjected to the surveillance;

(D) the means by which the electronic surveillance will be effected and whether physical
entry will be used to effect the surveillance;

(E) the period of time during which the electronic surveillance is approved; and

(F) whenever more than one electronic, mechanical, or other surveillance device is to be
used under the order, the authorized coverage of the devices involved and what minimization
procedures shall apply to information subject to acquisition by each device; and

(2) direct--

(A) that the minimization procedures be followed,;

(B) that, upon the request of the applicant, a specified communication or other common
carrier, landlord, custodian, or other specified person, or, in circumstances where the Court finds
that the actions of the target of the application may have the effect of thwarting the identification
of a specified person, such other persons, furnish the applicant forthwith all information,
facilities, or technical assistance necessary to accomplish the electronic surveillance in such a
manner as will protect its secrecy and produce a minimum of interference with the services that
such carrier, landlord, custodian, or other person is providing that target of electronic
surveillance;

(C) that such carrier, landlord, custodian, or other person maintain under security
procedures approved by the Attorney General and the Director of Central Intelligence any
records concerning the surveillance or the aid furnished that such person wishes to retain; and

(D) that the applicant compensate, at the prevailing rate, such carrier, landlord, custodian,
or other person for furnishing such aid.

(d) Exclusion of certain information respecting foreign power targets

Whenever the target of the electronic surveillance is a foreign power, as defined in
section 1801(a)(1), (2), or (3) of this title, and each of the facilities or places at which the
surveillance is directed is owned, leased, or exclusively used by that foreign power, the order
need not contain the information required by subparagraphs (C), (D), and (F) of subsection (c)(1)
of this section, but shall generally describe the information sought, the communications or
activities to be subjected to the surveillance, and the type of electronic surveillance involved,
including whether physical entry is required.

(e) Duration of order; extensions; review of circumstances under which information was
acquired, retained or disseminated

-11 -
WASH1:3568716:1:9/20/01
23589-2



(1) An order issued under this section may approve an electronic surveillance for the
period necessary to achieve its purpose, or for ninety days, whichever is less, except that an order
under this section shall approve an electronic surveillance targeted against a foreign power, as
defined in section 1801(a)(1), (2), or (3), or an agent of a foreign power, as defined in section
101(b)(1)(A), of this title, for the period specified in the application or for one year, whichever is
less.

(2) Extensions of an order issued under this subchapter may be granted on the same basis
as an original order upon an application for an extension and new findings made in the same
manner as required for an original order, except that an extension of an order under this chapter
for a surveillance targeted against a foreign power, as defined in section 1801(a)(5) or (6) of this
title, or against a foreign power as defined in section 1801(a)(4) of this title that is not a United
States person, may be for a period not to exceed one year if the judge finds probable cause to
believe that no communication of any individual United States person will be acquired during the
period.

(3) At or before the end of the period of time for which electronic surveillance is
approved by an order or an extension, the judge may assess compliance with the minimization
procedures by reviewing the circumstances under which information concerning United States
persons was acquired, retained, or disseminated.

(f) Emergency orders

Notwithstanding any other provision of this subchapter, when the Attorney General
reasonably determines that--

(1) an emergency situation exists with respect to the employment of electronic
surveillance to obtain foreign intelligence information before an order authorizing such
surveillance can with due diligence be obtained; and

(2) the factual basis for issuance of an order under this subchapter to approve such
surveillance exists;

he may authorize the emergency employment of electronic surveillance if a judge having
jurisdiction under section 1803 of this title is informed by the Attorney General or his designee at
the time of such authorization that the decision has been made to employ emergency electronic
surveillance and if an application in accordance with this subchapter is made to that judge as
soon as practicable, but not more than twenty-four hours after the Attorney General authorizes
such surveillance. If the Attorney General authorizes such emergency employment of electronic
surveillance, he shall require that the minimization procedures required by this subchapter for the
issuance of a judicial order be followed. In the absence of a judicial order approving such
electronic surveillance, the surveillance shall terminate when the information sought is obtained,
when the application for the order is denied, or after the expiration of twenty-four hours from the
time of authorization by the Attorney General, whichever is earliest. In the event that such
application for approval is denied, or in any other case where the electronic surveillance is
terminated and no order is issued approving the surveillance, no information obtained or
evidence derived from such surveillance shall be received in evidence or otherwise disclosed in
any trial, hearing, or other proceeding in or before any court, grand jury, department, office,
agency, regulatory body, legislative committee, or other authority of the United States, a State, or
political subdivision thereof, and no information concerning any United States person acquired
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from such surveillance shall subsequently be used or disclosed in any other manner by Federal
officers or employees without the consent of such person, except with the approval of the
Attorney General if the information indicates a threat of death or serious bodily harm to any
person. A denial of the application made under this subsection may be reviewed as provided in
section 1803 of this title.

(g) Testing of electronic equipment; discovering unauthorized electronic surveillance; training
of intelligence personnel

Notwithstanding any other provision of this subchapter, officers, employees, or agents of
the United States are authorized in the normal course of their official duties to conduct electronic
surveillance not targeted against the communications of any particular person or persons, under
procedures approved by the Attorney General, solely to--

(1) test the capability of electronic equipment, if--

(A) it is not reasonable to obtain the consent of the persons incidentally subjected to the
surveillance;

(B) the test is limited in extent and duration to that necessary to determine the capability
of the equipment;

(C) the contents of any communication acquired are retained and used only for the
purpose of determining the capability of the equipment, are disclosed only to test personnel, and
are destroyed before or immediately upon completion of the test; and:

(D) Provided, That the test may exceed ninety days only with the prior approval of the
Attorney General;

(2) determine the existence and capability of electronic surveillance equipment being
used by persons not authorized to conduct electronic surveillance, if--

(A) it is not reasonable to obtain the consent of persons incidentally subjected to the
surveillance;

(B) such electronic surveillance is limited in extent and duration to that necessary to
determine the existence and capability of such equipment; and

(C) any information acquired by such surveillance is used only to enforce chapter 119 of
Title 18, or section 605 of Title 47, or to protect information from unauthorized surveillance; or

(3) train intelligence personnel in the use of electronic surveillance equipment, if--

(A) it is not reasonable to--

(i) obtain the consent of the persons incidentally subjected to the surveillance;

(ii) train persons in the course of surveillances otherwise authorized by this subchapter;
or

(iii) train persons in the use of such equipment without engaging in electronic
surveillance;

(B) such electronic surveillance is limited in extent and duration to that necessary to train
the personnel in the use of the equipment; and

(C) no contents of any communication acquired are retained or disseminated for any
purpose, but are destroyed as soon as reasonably possible.

(h) Retention of certifications, applications and orders
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Certifications made by the Attorney General pursuant to section 1802(a) of this title and
applications made and orders granted under this subchapter shall be retained for a period of at
least ten years from the date of the certification or application.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER II--PHYSICAL SEARCHES

Current through P.L. 107-7, approved 4-12-01
§ 1823. Application for an order

(@) Submission by Federal officer; approval of Attorney General; contents

Each application for an order approving a physical search under this subchapter shall be
made by a Federal officer in writing upon oath or affirmation to a judge of the Foreign
Intelligence Surveillance Court. Each application shall require the approval of the Attorney
General based upon the Attorney General's finding that it satisfies the criteria and requirements
for such application as set forth in this subchapter. Each application shall include--

(1) the identity of the Federal officer making the application;

(2) the authority conferred on the Attorney General by the President and the approval of
the Attorney General to make the application;

(3) the identity, if known, or a description of the target of the search, and a detailed
description of the premises or property to be searched and of the information, material, or
property to be seized, reproduced, or altered,;

(4) a statement of the facts and circumstances relied upon by the applicant to justify the
applicant's belief that--

(A) the target of the physical search is a foreign power or an agent of a foreign power;

(B) the premises or property to be searched contains foreign intelligence information;
and

(C) the premises or property to be searched is owned, used, possessed by, or is in transit
to or from a foreign power or an agent of a foreign power;

(5) a statement of the proposed minimization procedures;

(6) a statement of the nature of the foreign intelligence sought and the manner in which
the physical search is to be conducted;

(7) a certification or certifications by the Assistant to the President for National Security
Affairs or an executive branch official or officials designated by the President from among those
executive branch officers employed in the area of national security or defense and appointed by
the President, by and with the advice and consent of the Senate--

(A) that the certifying official deems the information sought to be foreign intelligence
information;

(B) that the a purpose of the search is to obtain foreign intelligence information;
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(C) that such information cannot reasonably be obtained by normal investigative
techniques;

(D) that designates the type of foreign intelligence information being sought according to
the categories described in section 1801(e) of this title; and

(E) includes a statement explaining the basis for the certifications required by
subparagraphs (C) and (D);

(8) where the physical search involves a search of the residence of a United States person,
the Attorney General shall state what investigative techniques have previously been utilized to
obtain the foreign intelligence information concerned and the degree to which these techniques
resulted in acquiring such information; and

(9) a statement of the facts concerning all previous applications that have been made to
any judge under this subchapter involving any of the persons, premises, or property specified in
the application, and the action taken on each previous application.

(b) Additional affidavits or certifications
The Attorney General may require any other affidavit or certification from any other
officer in connection with the application.

(c) Additional information
The judge may require the applicant to furnish such other information as may be
necessary to make the determinations required by section 1824 of this title.

(d) Requirements regarding certain applications

(1)(A) Upon written request of the Director of the Federal Bureau of Investigation, the
Secretary of Defense, the Secretary of State, or the Director of Central Intelligence, the Attorney
General shall personally review under subsection (a) an application under that subsection for a
target described in section 1801(b)(2) of this title.

(B) Except when disabled or otherwise unavailable to make a request referred to in
subparagraph (A), an official referred to in that subparagraph may not delegate the authority to
make a request referred to in that subparagraph.

(C) Each official referred to in subparagraph (A) with authority to make a request under
that subparagraph shall take appropriate actions in advance to ensure that delegation of such
authority is clearly established in the event such official is disabled or otherwise unavailable to
make such request.

(2)(A) If as a result of a request under paragraph (1) the Attorney General determines not
to approve an application under the second sentence of subsection (a) for purposes of making the
application under this section, the Attorney General shall provide written notice of the
determination to the official making the request for the review of the application under that
paragraph. Except when disabled or otherwise unavailable to make a determination under the
preceding sentence, the Attorney General may not delegate the responsibility to make a
determination under that sentence. = The Attorney General shall take appropriate actions in
advance to ensure that delegation of such responsibility is clearly established in the event the
Attorney General is disabled or otherwise unavailable to make such determination.

(B) Notice with respect to an application under subparagraph (A) shall set forth the
modifications, if any, of the application that are necessary in order for the Attorney General to
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approve the application under the second sentence of subsection (a) for purposes of making the
application under this section.

(C) Upon review of any modifications of an application set forth under subparagraph (B),
the official notified of the modifications under this paragraph shall modify the application if such
official determines that such modification is warranted. Such official shall supervise the making
of any modification under this subparagraph. Except when disabled or otherwise unavailable to
supervise the making of any modification under the preceding sentence, such official may not
delegate the responsibility to supervise the making of any modification under that preceding
sentence. Each such official shall take appropriate actions in advance to ensure that delegation
of such responsibility is clearly established in the event such official is disabled or otherwise
unavailable to supervise the making of such modification.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER II--PHYSICAL SEARCHES

Current through P.L. 107-7, approved 4-12-01
8 1824. Issuance of an order

(a) Necessary findings

Upon an application made pursuant to section 1823 of this title, the judge shall enter an
ex parte order as requested or as modified approving the physical search if the judge finds that--

(1) the President has authorized the Attorney General to approve applications for physical
searches for foreign intelligence purposes;

(2) the application has been made by a Federal officer and approved by the Attorney
General;

(3) on the basis of the facts submitted by the applicant there is probable cause to believe
that--

(A) the target of the physical search is a foreign power or an agent of a foreign power,
except that no United States person may be considered an agent of a foreign power solely upon
the basis of activities protected by the first amendment to the Constitution of the United States;
and

(B) the premises or property to be searched is owned, used, possessed by, or is in transit
to or from an agent of a foreign power or a foreign power;

(4) the proposed minimization procedures meet the definition of minimization contained
in this subchapter; and

(5) the application which has been filed contains all statements and certifications required
by section 1823 of this title, and, if the target is a United States person, the certification or
certifications are not clearly erroneous on the basis of the statement made under section
1823(a)(7)(E) of this title and any other information furnished under section 1823(c) of this title.
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(b) Probable cause

In determining whether or not probable cause exists for purposes of an order under
subsection (a)(3), a judge may consider past activities of the target, as well as facts and
circumstances relating to current or future activities of the target.

(c) Specifications and directions of orders
An order approving a physical search under this section shall--
(1) specify--
(A) the identity, if known, or a description of the target of the physical search;
(B) the nature and location of each of the premises or property to be searched;

(C) the type of information, material, or property to be seized, altered, or reproduced;

(D) a statement of the manner in which the physical search is to be conducted and,
whenever more than one physical search is authorized under the order, the authorized scope of
each search and what minimization procedures shall apply to the information acquired by each
search; and

(E) the period of time during which physical searches are approved; and

(2) direct--

(A) that the minimization procedures be followed,;

(B) that, upon the request of the applicant, a specified landlord, custodian, or other
specified person furnish the applicant forthwith all information, facilities, or assistance necessary
to accomplish the physical search in such a manner as will protect its secrecy and produce a
minimum of interference with the services that such landlord, custodian, or other person is
providing the target of the physical search;

(C) that such landlord, custodian, or other person maintain under security procedures
approved by the Attorney General and the Director of Central Intelligence any records
concerning the search or the aid furnished that such person wishes to retain;

(D) that the applicant compensate, at the prevailing rate, such landlord, custodian, or
other person for furnishing such aid; and

(E) that the Federal officer conducting the physical search promptly report to the court
the circumstances and results of the physical search.

(d) Duration of order; extensions; review of circumstances under which information was
acquired, retained, or disseminated

(1) An order issued under this section may approve a physical search for the period
necessary to achieve its purpose, or for forty-fiveninety days, whichever is less, except that an
order under this section shall approve a physical search targeted against a foreign power, as
defined in paragraph (1), (2), or (3) of section 1801(a), or an agent of a foreign power, as defined
in section 101(b)(1)(A), of this title, for the period specified in the application or for one year,
whichever is less.

(2) Extensions of an order issued under this subchapter may be granted on the same basis
as the original order upon an application for an extension and new findings made in the same
manner as required for the original order, except that an extension of an order under this chapter
for a physical search targeted against a foreign power, as defined in section 1801(a)(5) or (6) of
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this title, or against a foreign power, as defined in section 1801(a)(4) of this title, that is not a
United States person, may be for a period not to exceed one year if the judge finds probable
cause to believe that no property of any individual United States person will be acquired during
the period.

(3) At or before the end of the period of time for which a physical search is approved by
an order or an extension, or at any time after a physical search is carried out, the judge may
assess compliance with the minimization procedures by reviewing the circumstances under
which information concerning United States persons was acquired, retained, or disseminated.

(e) Emergency orders

(1)(A) Notwithstanding any other provision of this subchapter, whenever the Attorney
General reasonably makes the determination specified in subparagraph (B), the Attorney General
may authorize the execution of an emergency physical search if--

(i) a judge having jurisdiction under section 1803 of this title is informed by the Attorney
General or the Attorney General's designee at the time of such authorization that the decision has
been made to execute an emergency search, and

(if) an application in accordance with this subchapter is made to that judge as soon as
practicable but not more than 24 hours after the Attorney General authorizes such search.

(B) The determination referred to in subparagraph (A) is a determination that--

(i) an emergency situation exists with respect to the execution of a physical search to
obtain foreign intelligence information before an order authorizing such search can with due
diligence be obtained, and

(i) the factual basis for issuance of an order under this subchapter to approve such a
search exists.

(2) If the Attorney General authorizes an emergency search under paragraph (1), the
Attorney General shall require that the minimization procedures required by this subchapter for
the issuance of a judicial order be followed.

(3) In the absence of a judicial order approving such a physical search, the search shall
terminate the earlier of--

(A) the date on which the information sought is obtained,;

(B) the date on which the application for the order is denied; or

(C) the expiration of 24 hours from the time of authorization by the Attorney General.

(4) In the event that such application for approval is denied, or in any other case where
the physical search is terminated and no order is issued approving the search, no information
obtained or evidence derived from such search shall be received in evidence or otherwise
disclosed in any trial, hearing, or other proceeding in or before any court, grand jury, department,
office, agency, regulatory body, legislative committee, or other authority of the United States, a
State, or political subdivision thereof, and no information concerning any United States person
acquired from such search shall subsequently be used or disclosed in any other manner by
Federal officers or employees without the consent of such person, except with the approval of the
Attorney General, if the information indicates a threat of death or serious bodily harm to any
person. A denial of the application made under this subsection may be reviewed as provided in
section 1822 of this title.

(f) Retention of applications and orders
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Applications made and orders granted under this subchapter shall be retained for a period
of at least 10 years from the date of the application.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER Il1--PEN REGISTERS AND TRAP AND TRACE DEVICES FOR FOREIGN
INTELLIGENCE PURPOSES

Current through P.L. 107-7, approved 4-12-01

8§ 1842. Pen registers and trap and trace devices for foreign intelligence and international
terrorism investigations

(a)(1) Notwithstanding any other provision of law, the Attorney General or a designated
attorney for the Government may make an application for an order or an extension of an order
authorizing or approving the installation and use of a pen register or trap and trace device for any
investigation to gather foreign intelligence information or information concerning international
terrorism which is being conducted by the Federal Bureau of Investigation under such guidelines
as the Attorney General approves pursuant to Executive Order No. 12333, or a successor order.

(2) The authority under paragraph (1) is in addition to the authority under subchapter | of
this chapter [50 U.S.C.A. § 1801 et seq.] to conduct the electronic surveillance referred to in that
paragraph.

(b) Each application under this section shall be in writing under oath or affirmation to--

(1) a judge of the court established by section 1803 of this title; or

(2) a United States Magistrate Judge under chapter 43 of Title 28 [28 U.S.C.A. 8 631 et
seq.], who is publicly designated by the Chief Justice of the United States to have the power to
hear applications for and grant orders approving the installation and use of a pen register or trap
and trace device on behalf of a judge of that court.

(c) Each application under this section shall require the approval of the Attorney General,
or a designated attorney for the Government, and shall include--

(1) the identity of the Federal officer seeking to use the pen register or trap and trace
device covered by the application; and

(2) a certification by the applicant that the information likely to be obtained from the
telephone line to which the pen register or trap and trace device is to be attached, or the
communication instrument or device to be covered by the pen register or trap and trace device is
relevant to an ongoing foreign intelligence or international terrorism investigation being
conducted by the Federal Bureau of Investigation under guidelines approved by the Attorney
General:-and.
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(d)(1) Upon an application made pursuant to this section, the judge shall enter an ex parte
order as requested, or as modified, approving the installation and use of a pen register or trap and
trace device if the judge finds that the application satisfies the requirements of this section.

(2) An order issued under this section--

(A) shall specify--

(i) the identity, if known, of the person who is the subject of the foreign intelligence or
international terrorism investigation;

(ii) in the case of an application for the installation and use of a pen register or trap and
trace device with respect to a telephone line--

() the identity, if known, of the person to whom is leased or in whose name the telephone
line is listed; and

(1) the number and, if known, physical location of the telephone line; and

(ii1) in the case of an application for the use of a pen register or trap and trace device with
respect to a communication instrument or device not covered by clause (ii)--

(1) the identity, if known, of the person who owns or leases the instrument or device or in
whose name the instrument or device is listed; and

(11) the number of the instrument or device; and

(B) shall direct that--

(i) upon request of the applicant, the provider of a wire or electronic communication
service, landlord, custodian, or other person shall furnish any information, facilities, or technical
assistance necessary to accomplish the installation and operation of the pen register or trap and
trace device in such a manner as will protect its secrecy and produce a minimum amount of
interference with the services that such provider, landlord, custodian, or other person is providing
the person concerned,

(ii) such provider, landlord, custodian, or other person--

(1) shall not disclose the existence of the investigation or of the pen register or trap and
trace device to any person unless or until ordered by the court; and

(1) shall maintain, under security procedures approved by the Attorney General and the
Director of Central Intelligence pursuant to section 1805(b)(2)(C) of this title, any records
concerning the pen register or trap and trace device or the aid furnished; and

(iii) the applicant shall compensate such provider, landlord, custodian, or other person for
reasonable expenses incurred by such provider, landlord, custodian, or other person in providing
such information, facilities, or technical assistance.

(e) An order issued under this section shall authorize the installation and use of a pen
register or trap and trace device for a period not to exceed 90 days. Extensions of such an order
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may be granted, but only upon an application for an order under this section and upon the
judicial finding required by subsection (d). The period of extension shall be for a period not to
exceed 90 days.

(f) No cause of action shall lie in any court against any provider of a wire or electronic
communication service, landlord, custodian, or other person (including any officer, employee,
agent, or other specified person thereof) that furnishes any information, facilities, or technical
assistance under subsection (d) in accordance with the terms of a court under this section.

(9) Unless otherwise ordered by the judge, the results of a pen register or trap and trace
device shall be furnished at reasonable intervals during regular business hours for the duration of
the order to the authorized Government official or officials.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER IV--ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN
INTELLIGENCE PURPOSES

Current through P.L. 107-7, approved 4-12-01

8§ 1861. Administrative subpoenas.

(a) In any investigation to gather foreign intelligence information or an investigation
concerning international terrorism, which investigation is being conducted by the Federal Bureau
of Investigation under such guidelines as the Attorney General may approve pursuant to
Executive Order 12333 (or a successor order), the Attorney General may, by administrative
subpoena, require the production of any tangible things (including books, records, papers,
documents, and other items) that are relevant to the investigation.
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(b) A person who, in good faith, produces tangible things under a subpoena issued
pursuant to this section shall not be liable to any other person for such production. Such
production shall not be deemed to constitute a waiver of any privilege in any other proceeding or
context.

UNITED STATES CODE ANNOTATED
TITLE 50. WAR AND NATIONAL DEFENSE
CHAPTER 36--FOREIGN INTELLIGENCE SURVEILLANCE
SUBCHAPTER IV--ACCESS TO CERTAIN BUSINESS RECORDS FOR FOREIGN
INTELLIGENCE PURPOSES

Current through P.L. 107-7, approved 4-12-01
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